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Internet of Things (IoT) allows billions of devices in the
physical world as well as virtual environments to exchange
data with each other intelligently. The worldwide govern-
ment Internet of Things (IoT) endpoint electronics and
communications market will total $21.3 billion in 2022 [1].
For example, smartphones have become an important
personal assistant and an indispensable part of people’s
everyday life and work. However, IoT security has also been a
major concern in both academia and industry [2, 3]. The
insider threat is one of the major threats to the IoT appli-
cations [4], where the attackers can enjoy the resources
within the organization or network. For example, Passive
Message Fingerprint Attacks (PMFA) [5], a type of insider
attacks, can allow several internal nodes to collaborate and
compromise a distributed intrusion detection system
(DIDS). Hence, there is a need to deploy more suitable
security mechanisms to safeguard the IoT and distributed
environment, such as traffic filtration [3, 6], trust man-
agement [4, 7], and blockchain [8, 9].

Currently, machine learning technique is being widely
applied to IoT in order to facilitate performance and effi-
ciency, such as semisupervised learning [10, 11], rein-
forcement learning [12], and deep learning [13, 14]. For
instance, semisupervised learning has been widely studied
on how to enhance the detection of spam by leveraging both
labeled and unlabeled data [15]. However, machine learning
also suffers many issues, which may threaten the security,
trust, and privacy of IoT environments. Among these issues,
adversarial learning is one major threat, in which attackers

may try to fool the learning algorithm with particular
training examples and lead to a false result or an inaccurate
machine learning model [16, 17].

This Special Issue will focus on cutting-edge research
from both the academia and industry and aims to solicit
original research and review articles with a particular em-
phasis on discussing the security, trust, and privacy chal-
lenges in machine learning-based IoT. The potential topics
focus on the application of machine learning techniques to
address security, privacy, and trust issues in IoT systems,
networks, and beyond. All submissions have been reviewed
by independent reviewers and have undergone several
rounds of revisions before being accepted for publication in
this Special Issue. After a rigorous review process, a total of
12 papers were finally accepted.

In the first contribution titled “An Unsupervised
Learning-Based Network Threat Situation Assessment
Model for Internet of Things”, Yang et al. [18] presented an
unsupervised learning-based network threat situation as-
sessment model that could work in a multisource data IoT
network. In the evaluation, they implemented the algorithm
with Python and demonstrated that their approach could
reach a stronger characterization ability for network threats.

In the second contribution titled “A Key Business Node
Identification Model for Internet of Things Security”, Xie
et al. [19] introduced a key business node identification
model for IoT networks, by providing an analysis of business
continuity. It contains four major modules: data preparation
module, data operation module, decision module, and
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analysis module. The experimental results indicated that the
proposed model can enhance the identification accuracy,
with reasonable continuity risk assessment.

In the third contribution titled “A Privacy-Preserving
Caching Scheme for Device-to-Device Communications”,
Zhong et al. [20] introduced a privacy-preserving device-to-
device (D2D) caching scheme by defining the node im-
portance as the weighted sum of the physical intimacy and
request similarity between devices. In their comparison with
Leave Copy Everywhere (LCE) and Most Popular Cache
(MPC), the proposed scheme demonstrated better
performance.

In the fourth contribution titled “Two-Party Secure
Computation for Any Polynomial Function on Ciphertexts
under Different Secret Keys”, Jiang [21] introduced a scheme
that can reduce the size of the ciphertext under a single key.
In the fifth contribution titled “An Efficient Anonymous
Communication Scheme to Protect the Privacy of the Source
Node Location in the Internet of Things”, Li et al. [22]
introduced an efficient anonymous communication scheme
to ensure privacy in two aspects: source node location and
the workload.

In the next contribution titled “A Residual Learning-
Based Network Intrusion Detection System”, Man and Sun
[23] designed a deep learning-based intrusion detection
model based on residual learning. There are three parts: data
preprocessing, model construction, and model evaluation.
Their evaluation on UNSW-NB15 demonstrated that the
proposed scheme can reach good performance due to the
residual blocks.

In the next contribution titled “Machine Learning-Based
Stealing Attack of the Temperature Monitoring System for
the Energy Internet of Things”, Li et al. [24] designed a
platform of Energy Internet of Things (EIoT) for the tem-
perature monitoring system. They then introduced a two-
step model stealing attack that can use the stolen data to set a
copycat network, which could leak the artificial intelligence
models.

In the next contribution titled “An Efficient Commu-
nication Intrusion Detection Scheme in AMI Combining
Feature Dimensionality Reduction and Improved LSTM?”,
Lu and Tian [25] introduced a Stacked Autoencoder method
to achieve feature dimensionality reduction for the high-
dimensional features of data in Advanced Metering Infra-
structure (AMI). In addition to using Attention Mechanism,
their evaluation showed that better performance could be
achieved based on two datasets: UNSW-NBI15 and NSL-
KDD.

In the next contribution titled “An Adaptive Commu-
nication-Efficient Federated Learning to Resist Gradient-
Based Reconstruction Attacks”, Li et al. [26] introduced an
adaptive frequency-compression federated learning (AFC-
FL) by adjusting the communication frequency and pa-
rameter compression. In the evaluation, they showed that
the proposed model could reduce the workload significantly.

In the next contribution titled “A Hierarchical Approach
for Advanced Persistent Threat Detection with Attention-
Based Graph Neural Networks”, Li et al. [27] introduced a
hierarchical approach that is capable of effectively detecting
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APTs with attention-based Graph Neural Networks (GNNs).
In the evaluation, they discussed that the proposed method
could outperform some similar approaches.

In the next contribution titled “Towards a Statistical
Model Checking Method for Safety-Critical Cyber-Physical
System Verification”, Xie et al. [28] constructed a cross-
entropy optimization model in Safety-Critical Cyber-
Physical System (SCCPS). Their experimental results indi-
cated that the proposed method could reduce the standard
deviation and corresponding errors by more than an order
of magnitude.

In the final contribution titled “Cost-Sensitive Approach
to Improve the HTTP Traffic Detection Performance on
Imbalanced Data”, Li et al. [29] introduced a character-level
abstract feature extraction approach (cost-effective) to en-
hance the detection of the HTTP traffic under imbalanced
data. In the evaluation, they demonstrated a higher detection
rate as compared with two similar studies.
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