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Abstract—This work concerns metaverse interoperability. It is
a hot topic because more than 240 metaverses were launched % Asset Metadata
in the past years but are merely interoperable. Existing work management aggregation Exchange
only focused on particular issues, e.g., asset exchange and object Assets center platform
visualization in different metaverses, but neglected the overall - - demands
picture. Moreover, the existing asset exchange protocols are |:> - -
time-consuming and can hardly afford high-frequency metaverse Centralized | | Decentralized Exchange
transactions. To address the issues, we first introduce a layered Assets__Authority Platform demands
metaverse interoperability framework that comprehensively con-
siders interoperable cyber worlds, compatible interaction mech- ﬁ
anisms, and consistent physical infrastructures. Furthermore, we
propose a novel cross-blockchain asset exchange protocol based

on key exchange and smart contracts. The proposed protocol is Centralized approaches Decentralized approaches
secure and reduces the time overhead from linear to constant.

Index Terms—Metaverse, metaverse interoperability, asset Fig. 1. Traditional cross-blockchain asset exchange approaches (left: central-

exchange, blockchain interoperability, decentralized exchange, ized approaches; right: decentralized approaches). The centralized approaches
cross-chain swaps manage the assets, while the decentralized approaches aggregate the asset

exchange metadata.

I. INTRODUCTION
interaction mechanism, and physical infrastructure, and dis-

cuss the challenging issues towards metaverse interoperability
in each layer. In particular, we highlight the importance of
interoperable physical infrastructure and pay special attention

In recent years, metaverse technology has become increas-
ingly popular [[1] with a series of impactful projects, such as
Decentraland and The Sandbox. According to CoinMarket-
Ca the total capitalization of the global metaverse market . ;
has been beyond US$16 billion since Feb 2023. A meta- to the. c.ross-blockchaln ass.et exchange issue. o
verse is a single, universal, and immersive virtual world in | Existing .cross—blockchaln a.sset exchange can be leldéd
which people behave and interact, including attending remote into centralized and decentralized approaches, as shown in

meetings, playing immersive games, and trading non-fungible Fig. [I} In centralized approaches, assets from users are ac-
tokens [2]. Besides finance, the metaverse technology has cumulated and fully managed by a central authority assumed
been successfully applied in education [3], healthcare [, to be trustworthy. Then, the authority provides a platform for
transportation [3], etc users to exchange assets in an instant and low-cost manner.

Despite the various applications, the metaverse technology Slucl;:;l: .approach rpak;s lallsset exchang; happen ouftis1de .the
is still in its infancy due to the lack of interoperability. One blockchain and avoid high transaction fee and confirmation

of the ultimate goals of the metaverse is to be single and time. However, it is exceptionally unsafe because the central

universal. However, there are more than 240 metaverses (till authority can manipulate users’ assets arbitrarily [8]. I,t is
Feb 2023) in the market, and they are merely interoperable. reported that more than 30 hacks happened to centralized

For example, people can hardly browse and travel across the authorities in the past decade. 21
metaverses or spend assets of one metaverse in another. The On the contrary, decej‘n’trahzed approach.es remove the re-
isolation of metaverses degrades and limits the value of each liance on central authorities. The decentralized platform will

individual. There is an urgent need to design protocols making only aggregate the asset exchange 1nf0rmat10n,. or metadata,
metaverses interoperable rather than manage the assets. Then, a user will be able to

In the literature, there is only limited work [6], [7] about perform asset exchanges with anoth'er based on the meta-
the approaches of metaverse interoperability and even the data on the platfqrm. The decentralized 'approach deman'ds
definition. They focused on some particular perspectives, e.g., & S¢CUr® cross-chain swap protf)col, e“abh“f% multiple parties
user experience and data management, but neglected the to exchange assets across multiple blockghams. The protocol
overall picture. This work fills the gap. We comprehensively should guarantee that all or none of the desired asset exchanges

consider the three layers of a metaverse, i.e., cyber world, happen. In the literature, hash time lock cor}tracts are used
for the purpose [10], [11], [12]]. The decentralized approaches

Uhttps://coinmarketcap.com/view/metaverse/ are secure because the asset from one user will not be
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Fig. 2. The metaverse relies on three essentials: immersive user experience, u
from sensing, computer vision, and brain-machine interfaces to virtual reality.

manipulated unless the asset exchange happens. However, the
time overhead of such approaches is high because the cross-
chain swaps take a long time to deploy smart contracts and
transmit the secret [13].

This work proposes a fast and atomic cross-blockchain asset
exchange protocol based on key exchange and smart contracts
for metaverse interoperability. First, each party generates mul-
tiple key pairs according to the desired asset exchanges, and a
smart contract generates a random number. Second, a one-time
address for each desired asset exchange is generated based on
the keys and random number. The assets are also deposited into
one-time addresses. Each party will then scan the transactions
to ensure the desired assets are deposited into the one-time
address corresponding to itself. Third, if every party agrees,
the smart contract will reveal the secret so that every party can
compute the private keys of corresponding one-time addresses
and get the assets. Such a protocol is secure due to the high
security of key exchange and smart contracts. Furthermore, the
time overhead is significantly reduced, especially when there
are many asset exchanges, because it makes the exchanges
happen in parallel.

The main contributions of this work are as follows:

o We present the first metaverse interoperability framework
and discuss interoperable cyber worlds, compatible in-
teraction mechanisms, and consistent physical infrastruc-
tures towards metaverse interoperability.

We comprehensively reviewed the state-of-the-art re-
search and projects concerning blockchain and metaverse
interoperability.

We propose a cross-blockchain asset exchange protocol
based on key exchange and smart contracts for meta-
verse interoperability. The time overhead is significantly
reduced compared to traditional protocols.

The rest of this paper is organized as follows. Sec.
introduces the preliminary knowledge of metaverse and our
categorization of metaverse interoperability in three layers.
Sec. ] presents the related research and projects and articu-
lates the motivations of this work. Sec.[[V]and Sec.[V]show the
proposed cross-metaverse asset exchange protocol in detail and
performance evaluation results, respectively. Finally, Sec. [V]]
concludes this work.
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ser-generated content, and decentralization. Their enabling technologies range

II. PRELIMINARIES

This section introduces this work’s preliminary knowledge
concerning the metaverse concept and its interoperability. We
will explain the essentials of the metaverse and the general
framework for realizing metaverse interoperability.

A. Metaverse

The term metaverse appeared for the first time in the science
fiction Snow Crash published in 1992, referring to a synthetic
urban environment in which the users can develop and trade
the virtual real estates [14]. Metaverse is a word combining
“meta” (meaning beyond) and “verse” (meaning universe)
[15]. After nearly three decades of development, the concept
metaverse caught people’s attention again in 2018 due to the
great success of the movie Ready Player One, in which the
OASIS, a virtual reality entertainment universe with a high
degree of freedom, was presented [16]. In the movie, the
users can wear head-mounted displays and haptic feedback
suits to enter OASIS, act as highly-customized avatars, interact
with non-players characters and other users, play various
immersive games, etc. It raises a question to the scientists and
developers whether the technologies, such as sensing, brain-
machine interfaces, and virtual/augmented/mixed reality, are
ready for developing a metaverse [17]].

Recently, several metaverse projects were initialized and
launched, including Decentraland, The Sandbox, and Axie
Infinity. The research community and industry are also investi-
gating the feasibility of metaverse in shopping [18]], education
[19], hospitalization [20], etc. Compared to OASIS, the meta-
verses in these projects are decentralized instead of owned and
managed by a single stakeholder [21]. Most of these projects
are developed on top of existing public blockchains, mostly
Ethereum [22f]. The market capitalization of a single project
can be billions of US dollars, e.g., Decentraland reached 6.6
billion US dollars in Dec 2021 [23]. In these projects, the
users can create the cyber islands or buildings and trade them
using the built-in cryptocurrencies. The cyber assets are also
called non-fungible tokens (NFTs) [24]].

From the existing metaverse projects, we find three essen-
tials of a metaverse, namely immersive user experience, user-
generated content, and decentralization, as shown in Fig. Q
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Fig. 3. The interoperability of metaverses is in three layers: cyber world, physical world, and interaction mechanism. Proper mechanisms in single and cross

layers should be designed to enable metaverse interoperability.

First, a metaverse should render a nearly realistic and real-time
virtual environment simulating the primary senses of touch,
sight, hearing, smell, and taste. The enabling technologies
include but are not limited to computer vision, head-mounted
displays, haptic feedback suits, and brain-machine interfaces.
Second, a metaverse should provide the users with easy-to-use
interfaces to create highly-customized content. Copyright and
terms of usage should be accompanied by user-generated con-
tent to protect users’ rights and interests. Finally, a metaverse
should never be controlled by any centralized stakeholder, such
as an enterprise or an organization. Instead, the users can
control the metaverse in a decentralized manner. Blockchain
and smart contracts [23]], [26]], [27] are promising technologies
that enable user-generated content and decentralization.

B. Metaverse Interoperability

According to the statistics from CoinMarketCap, there
were up to 240 metaverse platforms till Feb 2023. Despite
the large and increasing number of metaverses, they are
fully isolated. First, the contents generated in one metaverse
cannot be utilized in another. Second, the users can hardly
explore crossing metaverses seamlessly using a single set
of equipment. Furthermore, different metaverses employ het-
erogeneous infrastructure, including separated communication
networks and distinct consensus mechanisms. In the future,
more and more metaverse platforms will be established, and
the interoperability of the vast number of metaverse platforms
will become a critical issue.

Fig. 3] depicts the interoperability between two metaverses,
e.g., Decentraland and The Sandbox. The support for meta-
verse interoperability should be provided threefold in the cyber
world, interaction mechanisms, and physical infrastructure.
The detailed explanations are as follows:

« The cyber worlds should be interoperable. The rendering
and visualization of the cyber objects should be con-
sonant, and the user-generated contents can be easily
migrated from one metaverse to another.

o The interaction mechanisms should be compatible. In
particular, the head-mounted displays and haptic feedback
suits should be general for all metaverses rather than
particular ones. The application interfaces and content
creation interfaces should be compatible.

o The physical infrastructures should be consistent. For
example, the non-fungible tokens are exchangeable, the
communication networks can be seamlessly switched, and
the object models are transformable.

There are extensive benefits to achieving metaverse interop-
erability. From the users’ perspectives, they can conveniently
interact across metaverses using a single set of equipment
and payment channel, including exploring the virtual worlds,
creating the contents, and exchanging the assets. From the
metaverses’ perspectives, they will form an integrated ecosys-
tem by sharing the users and user-generated content. Such
an ecosystem will be more robust to adversarial attacks than
individuals and is promising to attract more users.

Among the three layers, the consistency of physical in-
frastructures is particularly important because they are the
fundamental mechanisms of metaverses. This work focuses
on cross-blockchain asset exchange, a challenging issue of
consistent physical infrastructures, and proposes a secure and
time-efficient protocol.

III. RELATED WORK

This section summarizes the related work in academia
and industry concerning cross-blockchain asset exchange and
blockchain interoperability [28]]. Based on the summary, we
articulate the novelty and motivations of this work.

A. Cross-blockchain Asset Exchange

Cross-blockchain asset exchange refers to transferring or
exchanging tokens among multiple blockchains. If the assets
of two blockchains or metaverses are not exchangeable, then
users’ tokens or properties in one metaverse cannot be used
or traded in another one. Such an issue will severely degrade
users’ quality of experience. Considering a scenario with two
blockchains, a user exchanges 1 BTC (token in Bitcoin) for
16.27 ETH (token in Ethereum). There are two approaches to
achieving so. On the one hand, the user A can transfer 1 BTC
in Bitcoin to another user B who transfers 16.27 ETH back
to A in Ethereum. On the other hand, the user A can destroy
1 BTC in Bitcoin, and 16.27 ETH are minted and deposited
to A’s account in Ethereum simultaneously. Cross-blockchain
asset exchange can be divided into transfer-based and mint-
based depending on whether destroyed tokens exist.



Transfer-based asset exchange has been extensively studied
in the literature, also known as cross-chain swap [11]. The
research community has been designing cross-chain swap
protocols guaranteeing atomicity and improving the efficiency
[12]. More specifically, atomicity means that the multiple
transactions involved in cross-chain swaps must be either all
confirmed either or none, and efficiency refers to the time and
cost of completing a cross-chain swap [29]]. Herlihy proposed
the first atomic cross-chain swap protocol based on hash
time lock contracts (HTLC) [10]]. In particular, a secret hash
value and multiple hash values-based smart contracts on the
target blockchains are used and spread among asset dealers
to enable the multiple asset-transfer transactions [30]. The
multiple transactions in a cross-chain swap were modeled as a
directed graph. It is proved that the swap is atomic if and only
if the modeled graph is strongly connected. Imoto significantly
improved the space and local time complexity by avoiding
the excessive storage of the swap topology [13]. Liu et al.
proposed AucSwap that leverages the Vickrey auction scheme
to achieve efficient cross-chain asset transfer [31]].

HTLC-based cross-chain asset exchange protocols intrinsi-
cally suffer from low time efficiency and high financial cost.
Trusted hardware is also a promising approach to enabling
efficient transfer-based asset exchange. Tesseract is the first
trusted hardware-based cross-chain asset exchange protocol.
In Tesseract, an asset exchange transaction is regarded as
multiple asset transfer transactions on multiple blockchains.
The transactions on independent blockchains are committed
all or none owing to the trusted hardware [32].

More recently, zero-knowledge proof has been used to
bridge two blockchains and provide asset exchange services
[33]]. Specifically, a relay blockchain C' is used to store the
block headers of blockchain A, relay the information on A to
blockchain B, and provide transaction proof to B using zero-
knowledge proof. Cross-chain asset exchange can be achieved
by setting the relayed information properly. Although such an
approach is decentralized, it incurs high computation overhead
and transaction confirmation delay.

The mint-based solutions originate from proof-of-burn, an
energy-efficient blockchain consensus protocol [34]]. Karantias
et al. studied the proof-of-burn consensus protocol from a
cryptographic perspective [35]]. In the proof-of-burn, the users
send cryptocurrencies to an address that is unspendable by
anyone so that a new corresponding account can be set up in
a target blockchain. The cryptographic functions are used for
the generation and verification of unspendable accounts. The
proof-of-burn protocol achieves cross-chain asset exchange by
enabling the destruction of cryptocurrencies in one blockchain
and the minting of new ones in another blockchain [36].

B. Industrial Blockchain Interoperability Solutions

In industry, many cross-chain solutions exist, including
Cosmos, Polkadot, Wanchain, and Plasma [37]]. These cross-
chain solutions primarily aim to create a blockchain ecosystem
so that the tokens on different blockchains can be securely ex-
changed. In the following, we introduce the two representative
solutions: Cosmos and Polkadot.

A Cosmos network [38]] consists of a hub and multiple
zones that are blockchains built by the Tendermint consensus
protocol [39]. The zones are independent blockchains con-
nected by the hub. Users can send assets from one zone to
another through the hub. A network-level protocol, i.e., the
inter-blockchain communication protocol [40], was developed
to facilitate the message passing among the hub and zones.
The Cosmos is a permissionless blockchain network open for
developers to develop and integrate new zones.

The Polkadot network consists of a relay chain, multiple
parachains, and bridges [41]. The relay chain is responsible
for the underlying Polkadot nodes to make consensus and
confirm transactions. In contrast, the parachains do not confirm
transactions but only receive the ones from the relay chain and
process them. A bridge is between a parachain and the relay
chain to connect them. It enables communication among the
relay chain, parachains, and even other public blockchains not
in the Polkadot network. The Polkadot network employs the
consensus protocol of the Substrate [42].

The Cosmos and Polkadot solutions share specific charac-
teristics. Both of them have a main chain run by a specialized
consensus protocol (the hub run by the Tendermint protocol in
the Cosmos and the relay chain run by the Substrate protocol
in the Polkadot) and multiple interconnected side chains (the
zones in the Cosmos and the parachains in the Polkadot).

C. Programming Multiple Blockchains

Blockchain interoperability concerns cross-blockchain asset
exchange and cross-blockchain programming and queries.
Specifically, programming over multiple blockchains is es-
sential due to the popularity of developing decentraliza-
tion applications through smart contracts. As the number of
blockchains and volume of blockchain data keep exploding,
cross-blockchain queries are essential to support applications
involving multiple blockchains.

HyperService is the first platform that supports program-
ming across multiple heterogeneous blockchains [43]]. The
key enabling components are a cross-blockchain programming
abstraction and a cryptography protocol facilitating secure
program execution. The major limitations of Hyperservice are
twofold. On the one hand, Hyperservice incurs an unavoid-
able delay in creating handshaking sessions for decentraliza-
tion applications on heterogeneous blockchains. On the other
hand, the programming support is inadequate, e.g., conditional
branching, looping, and calling and returning from procedures
are not available.

Vassago is the first protocol enabling provenance queries
over multiple blockchains [44]. Without Vassago, cross-
blockchain provenance queries are unreliable and inefficient
because of the lack of global knowledge and sequential queries
over multiple blockchains. In Vassago, a shared blockchain
is employed to validate the results of cross-blockchain prove-
nance queries. Moreover, the queries over multiple blockchains
are parallelized to boost query efficiency. The limitation of
Vassago lies in its undue reliance on the shared blockchain,
which raises security and efficiency concerns.



To summarize, most existing industrial and academic studies
concern cross-blockchain asset exchanges while neglecting
the support of upper-level applications involving multiple
blockchains. Only several studies discuss the programming
and queries over multiple blockchains. However, the efficiency
of the approaches is still limited. To our knowledge, there is no
work considering the interoperability of multiple metaverses.

IV. FAST AND ATOMIC CROSS-BLOCKCHAIN ASSET
EXCHANGE

We propose to leverage smart contract and hash-locking
technologies to establish a fast and atomic cross-blockchain
asset exchange protocol for metaverse interoperability.

A. Terminologies

We provide the terminology of atomic swap as follows:

e G: a base point; G = (z,—4/5);

o E: an elliptic curve equation; —2% + % = 1 + dz?y?;

o Private ec-key: a standard elliptic curve private key: a
number a € [1,1 —1];

o Public ec-key: a standard elliptic curve public key: a point
A =aG;

o One-time keypair: a pair of private and public ec-keys;

o Private user key: a pair (a,b) of two different private ec-
keys;

o Tracking key is: a pair (a, B) of private and public ec-key
(where B = bG and a # b);

« Public user key: a pair (A, B) of two public ec-keys
derived from (a,b)

o Standard address: a representation of a public user key
given into a human-friendly string with error correction;

o Truncated address: a representation of the second half
(point B) of a public user key given into a human-friendly
string with error correction.

« Digital Signatures: (pk, sk) =
generateKeys(Anyieysize) where pk is public
verification key (public address) and sk is the secret
signing key respectively.

B. Protocol Overview

Atomic cross-chain swap is a distributed coordination
task where multiple parties exchange assets across multiple
blockchains, e.g., trading bitcoin for ether. It should guarantee
that:

« if all parties conform to the protocol, then all swaps take
place;

o if some coalition deviates from the protocol, then no
conforming party ends up worse off;

« 1o coalition has the incentive to deviate from the protocol.

However, the existing method (Hashed-Timelock Agree-
ments) is not time-efficient. It requires at least 2A time slots,
in Fig. 4] where n is the number of users, and A is a period
for deploying the smart contract.

Specifically, given a set of TXs proposed by nodes from dif-
ferent Blockchains, and each TX indicating an event/operation

Swap leader
secret s
h = H(s)

2. hashlock 1. hashlock
h,4A h, 6A
4. get asset 6. get asset
using s, 3A using s, A

5. get asset
e using s, 2A e
2. hashlock

h,5A

Fig. 4. Procedures of the hash time lock contracts-based approach. The swap
leader A generates a secret and transmits it to B, C, and itself. Then, node
A reveals the secret to getting the expected assets. The other nodes acquire
the secret from A and can also get the expected assets. The approach takes
O(n) time, where n is the number of participating parties.

on one blockchain; We assume that the nodes can communi-
cate with each other safely and that each blockchain supports
smart contract; The objective is to guarantee the atomicity: all
transactions confirmed by affiliated blockchains or not, and
time efficiency: reduce the latency of swap.

Our proposed approach aims to finish the swap within a
constant cA time. However, we need to solve the following
three challenging issues:

1) How to temporarily hold the deposit? We need a mech-
anism to manage the private key to the deposit, which
is intended for exchange.

2) How to guarantee that the deposit money can be returned
if a bad thing happens? When a collision happens, the
conforming party should not lose the deposit.

3) How to protect the assets once reveal the deposit key?
E.g., Alice may retrieve the deposit, which is sent by
Alice ahead of Bob, if Alice knows the key.

1. deposit
R, 2A

Secret r

2. get asset 2. get asset
A r,A
R=1G

1. deposit 1. deposit
R, 2A R, 2A

2. get asset
r,A

Fig. 5. Procedures of the proposed approach. A predefined smart contract
initializes the asset exchange with a secret. Then, the participating parties
deposit the assets into the smart contract. Finally, the secret is revealed, and
all the parties can get the expected assets. The approach takes O(1) time
because the participating parties take actions in parallel.

We propose using a two-phase approach to reduce the
latency, as depicted in Fig. [5] The existing solution uses a



ring-based method where all the operations are carried out
individually. In our approach, the first phase is to deposit.
Users will invoke a smart contract to temporarily lock the
assets using an encrypted one-time address simultaneously.
It will only cost A time. The second phase is to Retrieve.
Users will scan every passing transaction with the private key
to locate transactions sent to them. Then users will reveal
their secret random number to decrypt the one-time address
and claim the assets simultaneously. It will only cost A
time as well. Since all the operations in each phase happen
simultaneously, we can reduce the nA time to cA time, which
is a constant value. We will explain the solution using an
example as follows.

C. Protocol Step by Step

This work considers two users, Alice and Bob, as an
example. Alice wants to exchange x BTC with Bob and
receive y ETH from Bob. The exchange rate x/y is predefined.
Alice has two key pairs: (@aiice, Aatice) and (baiice, Balice
where Agjice = alice + G and Bgjice = baiice - G- Similarly,
Bob has two key pairs: (apob, Avop) and (bpos, Bpop Where
Apob = apop - G and Byop = byop - G.

Step 1: random number generation. Alice and Bob agree
to exchange the assets using a smart contract. First, Alice
will generate a random number key pair (7aiice, Raiice Where
Ratice = Taiice - G- Alice publishes R,j;c. to the network. At
the same time, Bob will generate a random number key pair
(7bob, Rbop Where Rpop = Tpop - G, and publish Ry, to the
network as well. Then, the smart contract will also generate
a random number key pair (rs., Rs.) where Ry = rg. - G,
and publishes R,. to the network. Until this step, Alice and
Bob have three key pairs, two for the account and one for the
one-time random number. The smart contract has one key pair
that is a one-time random number.

We use two key pairs for each account because the receiver
needs to scan every passing transaction using their own
key pair in future steps. Such an action costs extra time if
done by the user. Using two key pairs allows the user to
pass the tracking key pair, a truncated address, to a third
party for locating the transactions. The approach is helpful
when the receiver lacks network bandwidth and computation
capabilities.

Step 2: asset deposition. Alice has Apop, Bpob, Rsc because
they are publicly available. Alice will deposit x BTC to the
one-time address Pay.toBob computed as:

Pay'tOBOb = H(ralice . Abob) -G + Qalice - Rsc . Bbob (1)

Then, Alice broadcasts the transaction to the blockchain net-
work.

Step 3: transaction scanning and location. Bob checks every
passing transaction using their private key apop and bpop by
computing:

P' = H(Ralice : abob) -G+ Agtice - Rsc - byob 2

Note that Rgjice, Aatices and Ry, are publicly available.
Bob can check whether Pay.toBob = P’ for each transaction

to determine whether its receipt is Bob. This is because
substituting Eq. 8] and Eq. [ into Eq. [T] gets Eq.

Talice * Abob = Talice * G- Apob = Ralice * Qbob (3)
Qgalice " Rsc : Bbob = Qglice" Rsc . bbob -G = Aalice 'Rsc : bbob (4)

In this step, only Alice and Bob know the meaning of the
one-time address Pay.toBob. Any other user from the network
can see the transactions from Alice but cannot link them back
to Bob’s account. After this step, Alice will deposit the assets
to the one-time address, and Bob notices such a transaction.
However, Bob does not know the private key to spend the
assets.

Step 4: asset claiming. The smart contract publishes the
secret key r,. based on the contract script. Bob cab recover
the corresponding one-time private key p, as follows:

Pz = H(Ralice : abob) + Aalice *Tse bbob (5)

The private key p, can claim the assets in Pay.toBob
because Pay.toBob = p; - G. The calculation is as follows:

PCI,y.tOBOb = (H(Ralice : a'bob) + Aalice *Tse* bbob) -G (6)

It means Bob can use p,, to sign a transaction that spends the
assets in Pay.toBob. Similarly, Bob will deposit y ETH into
a one-time address Pay.toAlice, and Alice can use a private
key to withdraw the asset.

V. PERFORMANCE EVALUATION
A. Discussion

In Eq. |1} we separate H (rqiice Apob) G or H(Raice apob ) G
before the + mark. The purpose is to limit access to the one-
time address to Alice and Bob only since r4;;ce and apop are
both private.

In the later transformation part, we creatively utilize the
three (multi)-party Diffie-Helman key exchanges. To our
knowledge, such a technique has not yet been used in
blockchain applications. We use it to lock both users’ assets
temporarily. So far, only Monero and its forked projects use
two-party Diffie-Helman key exchanges technique to improve
transaction anonymity and remove traceability. We list the full
equation transformation with its operation meanings below:

Pay.toBob = H(7aiice - Avob) - G+ Gatice - Rse - Bbob
= H(ratice - Abob) - G + Aatice - Rsc - bbob
= (H(Tatice - Abob) + Galice * Tsc - Boob) - G
= (H(ratice - abob - G) + Gatice * Tse  boob - G) -
= (H(ratice - G - apob) + Gatice - G~ Tsc * boob) -
= (H(Ratice - @ob) + Aatice * Tsc * boob) - G

The benefits of the proposed solution are as follows:

G
G

o The assets are controlled by Alice and Bob all the time,

o The transaction is only visible to Alice and Bob and
anonymous to others,

o During the swap, the assets will be temporarily locked
by the smart contract with a one-time random secret, and

o If only Alice deposits the assets, r,. can be revealed only
to Alice automatically to return the assets.



B. Experimental Results

From the existing hash time lock contracts (HTLC)-based
method for atomic swap [10], the time efficiency can be
improved since it requires at least 2n - A time slots where n
is the number of participants in this swap, and A is a period
for deploying the smart contract. Given an example of three
parties exchange as depicted in Fig. [6] and Fig. [7} it requires
at least 6A time slots to complete the swap process where six
is calculated by three members to multiply two main phases,
specifically deploying contracts and triggering arcs.

Swap leader, secret
s:h = H(s)

Elapsed time: A Elapsed time: 2A Elapsed time: 3A

Fig. 6. Phase one of the HTLC approach is contract deployment. It runs
step by step as follows: 1) the leader A generates a secret s and deploys an
HTLC to B using H(s), 2) B observes A’s HTLC and deploys an HTLC
to C using H(s), and 3) C observes B” HTLC and deploys an HTLC to A
using H (s). Each step takes A time, and phase one takes 3A time.

reveal s,
get asset

reveal s,
get asset

Elapsed time: 4A

Elapsed time: 5A

Elapsed time: 6A

Fig. 7. Phase two of the HTLC approach is triggering the contract. It runs
step by step as follows: 1) A uses secret s to get the assets in C’s HTLC,
2) C knows the secret s and uses it to get the assets in B’s HTLC, and 3)
B knows the secret s and uses it to get the assets in A’s HTLC. Each step
takes A time, and phase two takes 3A time.

We propose the new two phases-based approach, which can
reduce the swap latency from existing O(n) to O(1). Instead
of using the existing ring-based approach, we parallelize users’
operations into two major phases, deposit and retrieve.

The deposit includes steps 1 and 2. Each user will prepare
and deposit the assets to the target account using the new
computed one-time address, e.g., Pay.toBob in equation (1).
Since the operation can be done by all users (participants in
this swap) simultaneously, the time complexity is 1A time,
which is a constant value. Retrieve includes step 3 and step
4, the receiver will scan all passing transactions using its
private key pairs and claim assets once the smart contract
reveals the r,.. This operation can also be done by all users
simultaneously where the time complexity is 1A time, still
a constant value. The total time complexity is 1A time from
deposit plus 1A time from Retrieve, which equals to 2A time,
still a constant value as O(1). The total swap time complexity
comparison is depicted in Fig. [§]

In summary, time efficiency is improved by operation paral-
lelization. The private-public key generation and management

500

= This work
2 400 4 —@— Existing work
]
=3
>
2
£ 300 1
=1
<
@
£
@ 2004
>
=l
@
]
= 1007 W
0 T T T T T T T

2 3 4 5 6 7 8 9 10
Number of participants

Fig. 8. Comparison of time overhead between the traditional and proposed
approaches when A = 20s. The time overhead of the HTLC approach
increases linearly to the number of participating parties. The HTLC approach
takes up to 500 seconds when there are ten parties. Despite the number of
participating parties, the proposed approach takes nearly unchanged time. It
takes around 60 seconds to complete every cross-blockchain asset exchange.

in mainstream blockchains are still limited to single key pair,
P=2z-Gwith P=xz-G+ B = (x+b)-G where (x+10) is
the new private spent key. This work is a totally new solution
because the account is controlled by two key pairs, not only
one. The sender can compute the receiver address for one-off
use and deposit the assets. Although the sender knows the G
and B, the private key to spend this transaction, is unknown to
the sender, the assets are safe to the receiver, who can spend
this transaction later.

VI. CONCLUSION

This work is the first to study metaverse interoperability
comprehensively. We introduce a three-layer metaverse in-
teroperability framework discussing the interoperable cyber
worlds, compatible interaction mechanisms, and consistent
physical infrastructures. Then, we focus on the important
asset exchange issue contributing to consistent physical in-
frastructures. We investigate the existing approaches and find
they are time-consuming and can hardly afford the high-
frequency transactions in metaverses. To this end, we propose
a novel cross-blockchain asset exchange protocol based on
three-party Diffie-Helman key exchanges and smart contracts.
The proposed protocol achieves second-level asset exchange
despite the number of participating parties.
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