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ABSTRACT

Linux drivers share the same address space and privilege with the
core of the kernel but have a much larger code base and attack
surface. The Linux drivers are not well tested and have weaker
security guarantees than the kernel. Missing support from hardware
devices, existing fuzzing solutions fail to cover a large portion of
the driver code, e.g., the initialization code and interrupt handlers.

In this paper, we present PrIntFuzz, an efficient and univer-
sal fuzzing framework that can test the overlooked driver code,
including the PRobing code and INTerrupt handlers. PrIntFuzz
first extracts knowledge from the driver through inter-procedural
field-sensitive, path-sensitive, and flow-sensitive static analysis.
Then it utilizes the information to build a flexible and efficient
simulator, which supports device probing, hardware interrupts em-
ulation and device I/O interception. Lastly, PrIntFuzz applies a
multi-dimension fuzzing strategy to explore the overlooked code.

We have developed a prototype of PrIntFuzz and successfully
simulated 311 virtual PCI (Peripheral Component Interconnect) de-
vices, 472 virtual I2C (Inter-Integrated Circuit) devices, 169 virtual
USB (Universal Serial Bus) devices, and found 150 bugs in the corre-
sponding device drivers. We have submitted patches for these bugs
to the Linux kernel community, and 59 patches have been merged
so far. In a control experiment of Linux 5.10-rc6, PrIntFuzz found
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99 bugs, while the state-of-the-art fuzzer only found 50. PrIntFuzz
covers 11,968 basic blocks on the latest Linux kernel, while the
state-of-the-art fuzzer Syzkaller only covers 2,353 basic blocks.
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1 INTRODUCTION

Due to the importance and increasing complexity of Linux, its
security has drawn growing attention from academia and indus-
try. According to the statistics of CVE [1], 5 of the top 6 products
with the most vulnerabilities are all Linux distributions or variants.
Among these vulnerabilities, drivers attribute the most. For exam-
ple, Jeff [40] pointed out that 85% of the vulnerabilities in Android
reside in drivers, and Alireza [37] showed that most of the vulnera-
bilities in Linux originate from drivers. Since drivers share the same
address space and privilege with the core of the kernel, they become
attractive targets for attackers. The attackers usually exploit driver
vulnerabilities via system calls issued from user space or interrupts
and malformed data issued by rogue devices or hypervisors to gain
kernel privilege for launching further attacks.

Given the severity of driver vulnerabilities, various solutions
have been proposed to discover them [3, 8, 21, 32, 38, 42]. As one
of the most promising solutions, fuzzing can test target drivers


http://creativecommons.org/licenses/by/4.0/
https://doi.org/10.1145/3533767.3534226
https://doi.org/10.1145/3533767.3534226
https://doi.org/10.1145/3533767.3534226
http://crossmark.crossref.org/dialog/?doi=10.1145%2F3533767.3534226&domain=pdf&date_stamp=2022-07-18

ISSTA °22, July 18-22, 2022, Virtual, South Korea

with the support of hardware devices. Unfortunately, there are
only a limited number of real devices available for testing in prac-
tice, making fuzzers relying on real devices (e.g., [38]) unable to
cover most driver codes. Recent studies proposed fuzzers relying
on virtual devices (e.g., [32]), which are much more scalable and
practical. However, these approaches encounter three challenges
in developing virtual devices to interact with target drivers.

First, the diversity of virtual devices supported by fuzzers is
limited, making many drivers unable to run. Existing solutions all
rely on manual efforts to craft a limited number of virtual devices.
For instance, USBFuzz [32] simulates a virtual USB (Universal Serial
Bus) device, and VIA [11] simulates a handful of PCI devices based
on manually provided configuration files. An automated solution
to generate virtual devices is demanded to increase the diversity of
virtual devices at a large scale.

Second, the functionality of simulated virtual devices is limited,
making the code coverage of corresponding drivers low. According
to the survey [14], the significant parts of driver code are initializa-
tion and cleanup, request handling and interrupts, configuration,
power management, ioctl, and error handling, which account for
36%, 23.3%, 15%, 7.4%, 6.2%, and 5% respectively. Existing solutions
only simulate a small number of functionalities of devices. For
instance, USBFuzz [32] only focuses on plugging and unplugging
operations of virtual USB devices. A fuzzer should comprehensively
simulate the functionalities of virtual devices to test the code of
device drivers, including initialization code and interrupt handlers.

Third, the attack surface of drivers is not thoroughly explored.
Note that device drivers may accept inputs from different sources,
including data requested by drivers via copy_from_user, data fed
by users via system call arguments, and data fed by devices via
MMIO (Memory-mapped I/0), PMIO (Port-mapped I/O), or DMA
(Direct Memory Access). Advanced adversaries may launch attacks
from any of these input sources. PeriScope [38] is the first solution
that hooks DMA and MMIO operations to inject data to drivers.
VIA [11] relies on the manually provided harness to coordinate. A
smart fuzzer should coordinate different data injection sources.

In this paper, we design and develop PrIntFuzz, an efficient
and universal driver fuzzing framework, to address the challenges
mentioned above and test the majority of driver code, including
initialization (PRobing) code and INTerrupt handlers.

First, PrIntFuzz utilizes static analysis to extract device infor-
mation required by drivers and design a scheme to automatically
generate virtual devices, enabling the fuzzer to test various drivers.

Second, PrIntFuzz develops an automated solution to simulate
major functionalities of virtual devices, enabling the fuzzer to cover
the majority code of target drivers. Specifically, PrIntFuzz injects
software faults during driver initialization and virtual hardware
interrupt signals during driver testing. Therefore, it enables the
fuzzer to explore the initialization code and interrupt handlers of
drivers, respectively, which account for the overlooked code in
drivers.

Last, PrIntFuzz proposes a coordinated multi-dimension fuzzing
scheme, which enables the fuzzer to thoroughly explore the attack
surface of drivers. Specifically, PrIntFuzz orchestrates user interac-
tions (i.e., system calls), device functionalities (e.g., interrupt raising,
fault injection), and device data injections of different sources in a
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specific order. PrIntFuzz encapsulates them in unified system call

sequences to generate high-quality test cases.

We have developed a prototype of PrIntFuzz and evaluated it
on the latest version of the Linux kernel (5.18-rc1). It found 649
PCI drivers in the Linux kernel and successfully simulated 311
PCI devices. PrIntFuzz also successfully simulated 472 12C de-
vices and 169 USB devices. Compared with state-of-the-art (SOTA)
fuzzers like Syzkaller, PrIntFuzz promotes code coverage, i.e.,
from 2,353 to 11,968 basic blocks. In addition to the code cover-
age, PrIntFuzz also outperforms existing fuzzers in bug findings.
Specifically, PrIntFuzz has found 150 bugs in Linux kernel drivers,
including 112 bugs in PCI drivers, 20 bugs in 12C drivers, and 18 in
USB drivers. In a control experiment, PrIntFuzz found 99 bugs in
the Linux kernel 5.10-rc6, while the state-of-the-art fuzzer VIA [11]
found 50 bugs. We followed the responsible disclosure process and
have submitted patches for some of the found bugs to the Linux
kernel community. So far, 59 patches have been confirmed and
merged by maintainers.

In summary, we make the following contributions to this paper:

o We design an automated solution to generate virtual devices on
a large scale, which relies on device information automatically
extracted by a static program analysis, enabling fuzzers to test
a wide range of drivers.

We develop an automated solution to simulate major function-

alities of virtual devices, i.e., injecting software faults during

device initialization and raising interrupts during driver test-
ing, enabling fuzzers to explore more code of drivers.

e We propose a novel multi-dimension fuzzing scheme, which
orchestrates user interactions, device functionalities, and de-
vice data injections in a comprehensive and coordinated way
to explore the attack surface of drivers thoroughly.

o We simulated 311 PCI devices, 472 I12C devices, and 169 USB
devices on the latest Linux kernel and found 150 new bugs in
Linux device drivers. We will open-source our solution!.

2 BACKGROUND AND RELATED WORK
2.1 Threat Model of Drivers

As Figure 1 shows, the attack surface of a driver consists of user-
space programs and the peripherals (hardware devices), affecting
the driver’s control flow and data flow.

Uhttps://github.com/vul337/PrintFuzz
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Table 1: Comparison of different Linux driver fuzzing solutions.

Solutions Platform Device Diversity

Device Functionality

Data Injection Coordinated Testing

Syzkaller [12] Real/Virtual Real devices main User Data No
PeriScope [38] Real Network cards Interrupt MMIO/DMA No
Charm [42] Real Real devices main User Data No
USBFuzz [32] Virtual A generic USB device Initialization MMIO/DMA No
EASIER [34] Virtual None main User Data No
BSOD [23] Virtual A virtualized replay device main User Data No
VIA [11] Virtual Manual generation of small-scale Initialization/Interrupt/main MMIO/DMA Partial®
PrintFuzz Virtual Large-scale automated generation  Initialization/Interrupt/main/Error Handling ~ User Data/MMIO/DMA Yes

! Heavily depend on the quality of manually-provided fuzzing harness.

2.1.1 Threats from User Space. User space programs can inter-
act with the driver through system calls (e.g., ioctl) and send
data via system call arguments, affecting both the drivers’ con-
trol and data flow. On the other hand, drivers sometimes need to
request data from user space, e.g., by invoking functions such as
copy_from_user. Hence, a malicious user could send unexpected
data or system call requests to drivers, manipulating the drivers’
control and data flow, then launch attacks.

2.1.2  Threats from Peripherals. Attacks from peripherals are be-
coming a real threat as cloud services become popular. A malicious
attacker could take complete control of the hypervisor through a
vulnerability in the cloud service vendor’s hypervisor and, in turn,
could take control of the devices in the hypervisor and use them to
carry out attacks on other guests in the cloud.

Peripherals may interfere with the control flow of drivers by
raising interrupts. If the driver does not disable the interrupts, the
interrupts may preempt the processor when the driver is running.

Peripherals also have abundant data exchange with drivers, e.g.,
MMIO, PMIO, or DMA. A malicious peripheral may not abide by
the agreement with the driver and send malicious data to the driver,
resulting in undefined behavior of drivers [24, 32]. For example,
some programmable USB devices (such as FaceDancer [9]) may
exploit vulnerabilities in the USB device driver to launch attacks.
Alternatively, devices with MMIO or DMA functions may also send
malicious data, as shown by previous Linux kernel commits [19, 20].

2.2 Finding Bugs in Linux Drivers via Fuzzing

According to the study [37], the driver subsystem is one of the most
vulnerable subsystems in the kernel. So researchers have proposed
many solutions to test drivers, including symbolic execution [18,
31, 35], static analysis [3, 43, 48], and fuzzing [8, 15, 17, 26, 34, 38].
Fuzzing has become one of the most popular methods to find bugs
due to its efficiency and scalability. Table 1 lists the state-of-the-art
fuzzing solutions for Linux device drivers.

The most popular kernel fuzzing solution is Syzkaller [12], which
tests the Linux kernel via system calls such as open, close, read,
write, and others. The fuzzing engine of Syzkaller will generate
system call sequences and mutate them according to the predefined
system call templates which describe arguments of system calls.
It requires much manual effort to write system call templates for
drivers due to their complexity.

PeriScope [38] mainly focuses on MMIO and DMA interfaces of
drivers and presents a dynamic analysis framework to monitor the
interaction between the driver and the hardware. V-Shuttle [29]
also focuses on device-driver interaction. It solves the problem of
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nested DMA structures and performs semantics-aware hypervisor
fuzzing.

USBFuzz [32] also pays attention to the hardware attack surface.
USBFuzz uses an emulated USB device to feed random data to the
USB drivers and applies coverage-guided fuzzing. In each fuzzing
iteration, USBFuzz continuously performs plugging and unplugging
operations on the virtual device to discover bugs in the initialization
code. Though USBFuzz can test the USB subsystem effectively, the
bugs discovered by USBFuzz are mainly about the USB descriptor.

Charm [42] runs drivers in a virtual machine for scalability and
enables them to interact with the hardware device. However, Charm
requires lots of manual work to port the driver and could not fully
port the driver’s functionality.

EASIER [34] observes that many bugs in drivers are superficially
dependent on both the hardware and the software, so it is no need to
simulate the whole device to perform fuzzing. It performs a dynamic
analysis framework that addresses the dependencies present in the
driver to load drivers successfully and then fuzz them.

BSOD [23] utilizes an emulated device to replay the driver traces
recorded with real attached devices and could fuzz binary-only
drivers in virtual machines.

VIA [11] assumes that the hypervisor is malicious and presents
the analysis of the driver interface under a new threat model. How-
ever, VIA relies heavily on manually written harnesses and virtual
device configuration files, so it is greatly limited in scalability. In
addition, VIA relies on the LKL [33], which causes it not to keep
track of the latest changes to the kernel.

In addition to the above-mentioned direct fuzzing methods, other
research aims to assist fuzzing in variant ways. DIFUZE [7] pro-
posed an automatic method to extract system call interfaces from
the source code of the Linux device drivers and use them to fuzz dri-
vers. Agamotto [39] presents an effective checkpoint management
policy to skip code snippets repeatedly tested by fuzzers, improving
the performance of device driver fuzzing.

2.3 Finding Bugs in the Kernel via Fuzzing

The kernel is an attractive target for attackers and security re-
searchers, so they have developed many tools to fuzz it [5, 10, 12,
18, 27, 36, 41, 46].

SyzVegas [46] uses multi-armed-bandit algorithms to adapt the
task selection and seed selection algorithms in Syzkaller, improving
the performance of Syzkaller. HEALER [41] utilizes system call
relation learning to improve the effectiveness of fuzzing. KAFL [36]
uses Intel-PT to collect coverage from the processor and performs
coverage-guided fuzzing. HFL [18] combines fuzzing with symbolic
execution for hybrid kernel fuzzing. IMF [10] discovers deep kernel
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bugs by leveraging inferred dependence model between kernel
API functions. MoonShine [27] performs static analysis to detect
dependencies between system calls and collects system call traces
from real-world programs for distilling seeds. Digtool [30] designs
a hypervisor to catch kernel behaviors dynamically and leverages
logs to discover kernel vulnerabilities. NTFuzz [5] utilizes static
binary analysis to infer the system call types and performs type-
aware fuzzing on Windows.

However, these tools are designed for general kernel fuzzing, so
they cannot fuzz device drivers effectively.

2.4 Finding Bugs in Linux Drivers via Static
Analysis or Symbolic Execution

Besides discovering vulnerabilities in drivers via fuzzing, security
researchers also propose some useful static analysis tools [2-4, 21,
22, 28, 48] and symbolic execution tools [35].

SADA [3] recognizes both unsafe streaming DMA access and co-
herent DMA access in device drivers. DCUAF [2] takes a local-global
analysis to extract function pairs that may be executed concurrently
and performs a lockset analysis to detect concurrent use-after-free
bugs. DSAC [4] uses a heuristics-based method to extract func-
tions that may be sleeping at runtime to detect sleep-in-atomic-
context bugs. HERO [48] finds disordered error handling bugs by
pairing error-handling functions based on their unique structures.
EECATCH [28] can detect exaggerated error handling bugs, which
are wrong error handling consequences worse than the error it-
self. CRIX [21] is designed to detect missing-check bugs in drivers.
DR.CHECKER [22] performs a soundy static analysis to find bugs
with pointer analysis and taint analysis. However, static analysis
has its shortcomings. First, manual analysis is needed to determine
whether bugs reported by the tool are actual bugs. Second, static
analysis is usually heuristics-based, so the manual effort is also
needed to formulate rules for a specific type of bug.

SymDrive [35] removes the need for hardware via symbolic
execution. However, besides the common problems of symbolic
execution, SymDrive also requires manual annotation of the driver
code and manual configuration.

3 DESIGN

PrIntFuzz, our detection system for exploring initialization code
and interrupt handlers in Linux device drivers, utilizes driver infor-
mation extracted by static analysis to specify the drivers and then
fuzz them with multi-dimension. PrIntFuzz executes a three-phase
workflow for driver analysis and fuzzing (see Figure 2).

First, in the Virtual Device Modeling phase, PrIntFuzz models the
virtual device from two aspects. PrIntFuzz first extracts necessary
driver information, e.g., data expected by the driver and the memory
and configuration space, through inter-procedural flow-sensitive,
path-sensitive, and field-sensitive static analysis, and then uses
this information to create a large number of virtual devices for the
drivers to prepare for fuzzing (§ 3.1.1). The other is the system call
templates containing various descriptions of system calls. Fuzzer
will utilize these templates to generate system call sequences for
interacting with device drivers (§ 3.1.2).

Zheyu Ma, Bodong Zhao,
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Device Info

System Call
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Figure 2: The framework of PrIntFuzz

Second, in the Driver Preparation phase, PrIntFuzz enables the
device drivers by creating a specific configuration file and compiling
the kernel since drivers can be tested only when compiled into the
kernel (§ 3.2.1). PrIntFuzz’s kernel instrumentation collects code
coverage and performs fault injection (§ 3.2.2).

Third, in the Fuzzing in QEMU phase, PrIntFuzz first creates
virtual devices (§ 3.3.1) and then simulates some of the device
functionalities (§ 3.3.2), finally conducts multi-dimension fuzzing
from user space programs and the hardware (§ 3.3.3).

3.1 Virtual Device Modeling

3.1.1  Driver Information Collection. We found an initialization
process before the driver is ready to interact with the user space
program. The driver performs some sanity checks on the hardware
device during the initialization process to determine whether it
works properly. Therefore, an essential part of virtual device mod-
eling is to let the virtual device pass the driver’s checks and prepare
for the normal interaction.

PriIntFuzz takes the PCI driver as an example of analyzing the
driver since PCI drivers account for 36% of all Linux drivers [14].
However, the methods shown by PrIntFuzz can also be applied to
drivers under other buses, which will be discussed later. PrintFuzz
models virtual devices in three dimensions: data space, I/O and
memory space, and configuration space through inter-procedural
field-sensitive, path-sensitive, and flow-sensitive analysis.

Data Space Modeling. During the initialization process, the driver
will read values from the hardware registers and perform sanity
checks. If the data provided by the hardware does not meet the
constraints, the driver will report an error, as Listing 1 shows.

status = he_readl(he_dev, RESET_CNTL);
if ((status & BOARD_RST_STATUS) == @) {
hprintk("reset failed\n");
return -EINVAL;

aswn =

Listing 1: drivers/atm/he.c

For this type of constraint, PrIntFuzz first collects the functions
with reading functionality provided by the Linux kernel (such as
readl) from the official document [47]. Some drivers will imple-
ment their read functions as the wrapper of built-in functions, and
PrIntFuzz also identifies such functions using the following rules:

o The function name contains "read".

o The number of basic blocks of the function is less than five.

e The function calls the built-in functions capable of reading.
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Then PrIntFuzz tries to infer the proper value that the hard-
ware register should be based on several patterns. The most com-
mon pattern is shown in Listing 1: the driver reads the input from
the hardware into a variable, performs a bitwise operation with
a mask, and finally checks the result of the operation. To solve
such a constraint, PrIntFuzz performs a static data-flow analysis.
PrIntFuzz traces the def-use chain of the variable that holds the
read value, then determines whether its user is a bitwise operation.
Then, PrIntFuzz continues to trace the result of the bitwise op-
eration to determine whether an icmp instruction uses it. If so, it
extracts the constant operand of the icmp instruction, which is the
proper value that PrIntFuzz finds.

The other patterns are similar, except that other operations are
made on the read value, such as comparing it directly with a con-
stant, doing a bitwise operation with a mask after a shift operation,
or comparing it after a bitwise expansion, which can be handled
similarly as the above methods.

However, it is not enough to solve the constraint. PrIntFuzz
also needs to determine whether the constraint should be satisfied,
i.e., PrIntFuzz should be path-sensitive to determine whether sat-
isfying the constraint will allow the probing process to continue
or exit. In Listing 1, the driver will exit if the constraint is satis-
fied. Therefore, PrIntFuzz should make the result of status &
BOARD_RST_STATUS not zero to pass the check.

It is worth mentioning that since the driver reads the hardware
registers in a specific order, such analysis should also be flow-
sensitive. Otherwise, the driver would read out-of-order data and
fail to probe. Hence, PrIntFuzz sorts the constraint solving results
in the order the driver calls the read-related functions.

I/O and Memory Space Modeling. Each PCI device can implement
up to six I/O address regions consisting of memory or I/O addresses.
The driver checks the region type and returns an error if it does
not match, as shown in Listing 2.

1 if (!(pci_resource_flags(dev, @) & IORESOURCE_IO))
2 return -ENODEV;

Listing 2: drivers/i2c/buses/i2c-amd8111.c

PrIntFuzz first identifies the relevant macros or functions (such
as pci_resource_flags) to pass such a check. Then PrIntFuzz
extracts the position of the region being checked (zero in this exam-
ple) and the type of the resource (IORESOURCE_IO in this example).
Finally, PrIntFuzz record the position of the region and the corre-
sponding resource type in the final analysis result.

Configuration Space Modeling. PCI devices contain several con-
figuration registers that hold configuration information about the
hardware, and drivers can read or write to these registers [6].

Among these configuration registers, five standard registers
are critical: vendorID, devicelD, class, subsystem vendorID,
and subsystem devicelD. These registers are read by the PCI
bus when scanning for devices to determine which driver this
hardware should match. Correspondingly, on the driver side, the
pci_device_id structure is provided to define the list of different
types of devices supported by this driver [25], as shown in Listing 3.

This structure is a field of the structure pci_driver. PrIntFuzz
performs a field-sensitive static analysis to identify the structure
pci_driver and further extract pci_device_id from the driver.
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struct pci_device_id {
__u32 vendor, device; /* Vendor and device ID or PCI_ANY_IDx*/
__u32 subvendor, subdevice; /% Subsystem ID's or PCI_ANY_ID */
__u32 class, class_mask; /* (class,subclass,prog-if) triplet */
kernel_ulong_t driver_data; /* Data private to the driver */

oU s WwN =

X

Listing 3: Device ID structure

In addition to the several configuration registers mentioned
above, the driver may also check other non-standard registers, as
shown in Listing 4.

pci_read_config_dword(pdev, 0x80, &reg);

if (reg != ADM8211_SIG1 && reg != ADM8211_SIG2) {
printk("%s : Invalid signature (@x%x)\n", pci_name(pdev), reg);
err = -EINVAL;
goto err_disable_pdev;

aw N =

o v

3

Listing 4: drivers/net/wireless/admtek/adm8211.c

For this type of check, PrIntFuzz first collects relevant functions
(such as pci_read_config_xxx) in the driver, then solves for the
register values to be checked in these functions with constraints
similar to the data space constraints, and saves the address of the
register and the value that this register should be.

Although PrIntFuzz analyzes each of the three aspects sepa-
rately, modeling a virtual device requires a combination of infor-
mation from all these three aspects.

Also, since PrIntFuzz infers the proper value using some heuris-
tic rules, it cannot be applied to all cases.

3.1.2  System Call Templates Generation. In addition to modeling
the virtual devices by extracting the necessary information of dri-
vers, PrIntFuzz also analyzes the driver’s interfaces to generate
the system call templates.

PrIntFuzz amends DIFUZE [7] to make it work on the latest
kernel and collect system calls from driver interfaces. In general,
user-mode programs can only interact with drivers via specific
system call interfaces, and these interfaces are usually stored in
the structures of the program. Hence, PrIntFuzz first identifies all
structures with unique strings (such as operations or ops) in their
names and then extracts function pointers from the structures and
matches function names with names of the system call interfaces.

3.2 Driver Preparation

3.2.1 Config Enabling. The drivers should be enabled in the config-
uration of the kernel before fuzzing. Although allyesconfig and
menuconfig are provided to configure all the drivers or manually
select drivers, they cannot automatically configure a large number
of specific drivers.

PrIntFuzz takes the following two steps to enable the drivers in
the kernel configuration. First, PrIntFuzz recursively searches the
files under the directory where the driver code is located to obtain
Makefile, which contains the config name of the driver. Second,
PrIntFuzz uses kconfiglib [44] to parse Kconfig and find other
kernel options that the driver depends on. Then, PrIntFuzz enables
them together in the kernel configuration file to enable the driver.

3.2.2 Coverage and Fault Instrumentation. Inspired by FIZZER[13],
PrIntFuzz implements a fault injection method to inject software
fault in the driver initialization code. Fault injection aims to test
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the error handling code of the driver’s initialization code, which is
rarely tested in the normal execution.

The first step of injecting software fault is to recognize the possi-
ble error sites of the driver, whose value will affect the return value
of the initialization function. PrIntFuzz considers the functions
that satisfy the following three conditions as potential error sites.

o The type of function’s return value is a pointer or an integer.

e The return value of the function is checked in a conditional
statement.

e The function is a declaration rather than a definition. That is,
PrIntFuzz only does the fault injection on the API function
of the kernel.

After recognizing the error sites, PrIntFuzz replaces the original
function with a wrapper function. This wrapper function checks
whether the current function should be injected with a fault dy-
namically, i.e., returning a value indicating an error.

After instrumenting the initialization code, PrIntFuzz uses a
user agent to test the corresponding driver, which is done by repeat-
edly loading/unloading the driver with different fault positions.

3.3 Fuzzing in QEMU

3.3.1 Automated Virtual Devices Generation. Based on the driver
information collected in § 3.1.1, PrIntFuzz performs automated
device generation for subsequent matching with drivers and further
testing of drivers. All virtual devices are generated according to a
basic template, as shown in Listing 5. PrIntFuzz fills in the criti-
cal information previously extracted from the driver to the place
reserved of the device template (Capital letters in Listing 5).

1| void init(PCIDevice *pdev)

21 {

3 pdev->vendor_id = VENDOR_ID;

4 pdev->device_id = DEVICE_ID;

5 N

6 pdev->buf = PCI_DATA;

7 pci_set_config(pdev, PCI_CNFIG_POS, PCI_CONFIG_VALUE);
8 pci_register_bar(pdev, PCI_REGION_POS, PCI_REGION_TYPE);
10] 3}

Listing 5: Basic device template

Although such a generated virtual device cannot fully simulate
a real peripheral, it already has most functionalities to interact
with the driver. First, it can be matched with the driver, and the
user space program can interact with the driver normally after
the initialization. Second, the virtual device can also actively send
interrupt signals to the driver and trigger the interrupt handlers.
Third, the simulation of MMIO and DMA (§ 3.3.2) can inject the
fuzzer-generated data into the corresponding driver.

3.3.2  Device Functionality Simulation. Since PrIntFuzz does not
need to fully simulate the behavior of the virtual devices but only
needs to ensure that they work normally, PrIntFuzz minimizes the
functions of the virtual devices and retains the essential functions
such as handling MMIO, DMA, and interrupts.

The most straightforward way of injecting data into the MMIO
region used by virtual devices is to fill the whole MMIO region
with data generated by the fuzzer. However, such an approach will
make a large proportion of data useless since drivers usually access
needed data instead of the whole mapped memory.
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Figure 3: Multi-dimension fuzzing

Thus, PrIntFuzz presents a sequential I/O model to feed data
to virtual devices. Regardless of which register the driver starts
reading from, the virtual device will always return the first byte
of the buffer and then move the buffer pointer to the next byte
until the driver finishes reading. More, the virtual device ignores all
write operations from the driver. Since the DMA region is usually
contiguous, PrIntFuzz reserves a special memory region in each
device to store the DMA data.

Although PrIntFuzz can successfully simulate most virtual de-
vices’ functionalities, such virtual devices cannot handle all cases,
such as network congestion.

3.3.3 Coordinated Multi-dimension Fuzzing. After generating the
virtual devices, PrIntFuzz conducts multi-dimension fuzzing, as
shown in Figure 3.

PrIntFuzz uses Syzkaller to generate system call sequences
based on the descriptions restored in the system call templates.
Then the executor interacts directly with the driver via standard
system calls and the fuzz module using two special system calls
containing interrupt signals and fuzzer-generated input (@). Next,
the fuzz module in the guest kernel space raises hypercalls and
sends specific data (i.e., interrupt signals and fuzzer-generated data)
to KVM (). After handling the hypercalls from the guest, the
KVM quits to QEMU-KVM (®), which is responsible for sending
the interrupt signal to the virtual bus or the generated data to
the buffer of the virtual bus, respectively (). Referring to PCI
virtual device names, the virtual bus traverses the virtual devices
and matches their name of them. If a device name is matched, the
virtual bus then triggers the corresponding interrupt line of the
device and injects fuzzer-generated data to the DMA region or
MMIO region of the virtual device (®). Consequently, the interrupt
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handler of the driver will be executed after the interrupt is triggered
(®). PrIntFuzz collects the drivers’ coverage and feeds it back to
the fuzzer for the next iteration.

Fault Injection of the Initialization Code. Referring to the instru-
mented code, PrIntFuzz uses a user agent to inject software faults
to the initialization code. In particular, the user agent repeatedly
loads/unloads the drivers, injects fault into different function calls,
and executes different error handling codes each time.

Fuzzer-generated data injection. To simulate the attack surface of
the hardware input, PrIntFuzz monitors the interactions between
the device and the driver, and injects data into the driver as the
devices sent it. PrIntFuzz mainly focuses on two types of hardware
interfaces: MMIO and DMA.

The fuzzer first generates the system calls for data injection.
Then, PrIntFuzz modifies the generation and mutation algorithm
of the system call sequence, which inserts system calls of data in-
jection before each normal system call. Such a system call sequence
ensures that the driver can read the latest generated data during
each system call. After generating data, the fuzzer sends the gener-
ated data to the fuzz module in the guest kernel via system calls,
and the fuzz module initiates hypercalls to forward the data to KVM.
Then the data are processed separately based on the type.

For MMIO interfaces, PrIntFuzz copies the fuzzer-generated
data into the MMIO region of each device when the driver reads
data from the device. When processing DMA interfaces, PrIntFuzz
dynamically identifies the mapping addresses. When a driver regis-
ters a DMA region, the registration function initiates a hypercall to
send DMA registration information to KVM, which forwards it to
QEMU. The QEMU further fills in the information to the correspond-
ing DMA entry of the device. The QEMU fills in the corresponding
DMA region of the device according to the registration information
when receiving the fuzzer-generated data.

Interrupt injection. VMM (Virtual Machine Monitor) could con-
trol the virtual machine’s behavior. PrIntFuzz could utilize this
feature to inject the interrupt signal to virtual devices.

In PrIntFuzz, the interrupt signal is wrapped as a system call.
The fuzzer generates the interrupt signal based on the correspond-
ing system call template and normally schedules the interrupt sys-
tem call like any other system call. Then the fuzz module will for-
ward the interrupt signal sent by the fuzzer to the host’s KVM mod-
ule. After KVM in the host forwards the signal to QEMU, PrIntFuzz
traverses the devices attached to the PCI bus and searches the name
on this list. If any of the devices match, the virtual bus will inject
an interrupt signal to the virtual device regardless of whether the
virtual device has a traditional interrupt or MSI (Message Signaled
Interrupts) interrupt.

4 IMPLEMENTATION
4.1 IR Generation

In order to analyze the driver comprehensively, PrIntFuzz oper-
ates on an intermediate representation, i.e., LLVM IR, of the driver
code. Specifically, PrIntFuzz uses scripts to hook the kernel com-
plication process to generate LLVM bitcode files. For drivers that
have multiple source files, PrIntFuzz hooks the linking process
to generate a final bitcode file instead of multiple individual files.
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1| +static int curr_pos = 0;
2| +module_param(fault_pos, int, -1)
30+

4| +int foo_f1() {
5

6

7

+ curr_pos += 1;
+ if (fault_pos == curr_pos) {
+ return -1;

8|+ } else {

9|+ return f1Q);

o+ 3

1] +}

120+

+void *foo_f2() {

14+ curr_pos += 1;

15|+ if (fault_pos == curr_pos) {
6]+ return NULL;

171+ ¥ else {

18+ return f2();

19 + 3}

20| +}

21| +

22| int xxx_probe() {

231 - if (f10) {

24+ if (foo_f10)) {

25 return -EINVAL;

26 )

27

28| - if (f20) == NULL) {
29|+ if (foo_f2() == NULL) {
30 return -ENOMEM;

31 3}

320y

Listing 6: Fault instrumentation

Further, PrIntFuzz adds the -00 flag to the IR generation process
to turn off compiler optimization for the accuracy of the analysis.

4.2 Coverage and Fault Instrumentation

In order to perform fault injection on the initialization code of
the driver, PrintFuzz should instrument the initialization code
especially. PrIntFuzz uses the previously proposed heuristic rules
to identify potential error sites and then replaces these functions
with the foo function, as Listing 6 shows. For the different cases
where the return value of the error site is an integer or a pointer,
PrIntFuzz replaces them with functions that have the same origi-
nal type of return value.

In the foo function, fault_pos is a module parameter that can
be assigned when loading the driver and is used to indicate the
function in which fault injection is performed. curr_pos is a global
variable that is increased by one each time the foo function is
executed. Fault injection is performed only when curr_pos and
fault_pos are equal. Otherwise, the original function is executed.

With such instrumentation, it is possible to control the location of
the fault injection when loading the driver. The user agent specifies
a different fault_pos in each iteration, allowing the driver to fail at
a different function. Therefore, fault_pos will be reset after each
iteration.

Furthermore, PrintFuzz enables KCOV instrumentation for cov-
erage feedback and KASAN [16] for bug detection.

4.3 Coordinated Multi-dimension Fuzzing

PrIntFuzz implements and modifies the following components to
perform coordinated multi-dimension fuzzing.

Kernel Module. PrIntFuzz implements a kernel module to send
hypercalls to KVM. The hypercall function prototype is static inline
long kvm_hypercalll(unsigned int nr, unsigned long p1). The first
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Table 2: The experiment setup for comparison of bugs and
code coverage with Syzkaller

No.  (D)Default Devices  (E)Extra Devices  (I)Interrupt
1 139 0 X
2 139 0 v
3 139 281 X
4 139 281 v

parameter of this function is a magic number that indicates the
function of the hypercall. The second parameter is the value that
PrIntFuzz wants to pass to the KVM.

KVM. The KVM module is responsible for handling the hypercall
from the virtual machine. PrIntFuzz implements two hypercalls.
One is for injecting interrupts to virtual devices. The other is for
injecting data into virtual devices. PrIntFuzz also adds two magic
numbers, as mentioned above. After the virtual machine’s system
call enters the KVM of the host machine, the KVM will actively
exit and hand it over to QEMU for processing. QEMU will decide
whether to inject interrupts or data according to the corresponding
magic number.

KCOV. Syzkaller specially developed the KCOV [45] mechanism
for collecting the coverage in the kernel. However, KCOV only
supports collecting coverage from the softirq. It does not support
collecting coverage from the hardware interrupt handler, nor does
it support collecting the coverage in the initialization code. To
collect the coverage of the interrupt handler, PrIntFuzz modifies
the KCOV to support collecting the coverage from the hardware
interrupt. PrIntFuzz uses hardware features of Intel-PT to collect
coverage during the initialization process.

5 EVALUATION

To assess the performance of PrIntFuzz, we evaluated PrIntFuzz
by answering the following five research questions (RQs):

RQ1: How well does PrIntFuzz simulate devices?

RQ2: How good is PrIntFuzz at finding bugs?

RQ3: How good is PrIntFuzz at exploring code?

RQ4: How scalable is PrIntFuzz?

RQ5: What typical bugs were found by PrIntFuzz?

We performed our evaluation on a personal computer with 16
physical cores and the CPU model Intel(R) Core(TM) i9-12900KS,
along with 128GB of RAM. The kernel’s KVM module has been
patched to support the hypercalls PrIntFuzz added. The OS is
Ubuntu 20.04.4 LTS with Linux kernel version 5.4.0.

5.1 Experiment Setup

All experiments compared with Syzkaller in the evaluation are
performed in the following four groups, as shown in Table 2. We
group the experiments from two perspectives, one is whether to
use extra simulated devices, and the other is whether to enable
interrupt injection.

The virtual devices used in the experiments can be divided into
two categories: QEMU default devices and the extra devices sim-
ulated by PrIntFuzz. This comparison allows us to analyze the
impact of the increase of simulated devices on the results. In the
experiments, for the sake of the efficiency of the experiments, we
only enable the system call interfaces identified by PrIntFuzz in
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Table 3: The total number of PCI drivers and the number of
PrIntFuzz simulated virtual devices

Type  Total PrIntFuzz  Success Rate
net 164 71 43.3%
others” 147 62 42.2%
sound 58 17 29.3%
ata 56 53 94.6%
scsi 47 31 66.0%
media 34 16 47.1%
video 29 17 58.6%
i2c 17 9 52.9%
misc 16 9 56.3%
usb 14 8 57.1%
edac 12 5 41.7%
atm 11 3 27.3%
tty 11 10 90.9%
Total 616 311 50.5%

" All other types with less than 10 drivers.

fuzzing instead of all of the system calls supported by Syzkaller. We
use D for Default Devices (i.e., the original combination of Syzkaller
and QEMU), E for Extra devices, and I for Interrupt in the results.

To avoid interference between drivers, we only fuzz one device
driver at a time. Since the interfaces of a single driver are limited,
we fuzz the driver for only one hour, which can also ensure the
adequacy of fuzzing a single driver.

5.2 Virtual Device Modeling

5.2.1 Matching with Drivers on the Latest Kernel. On the Linux ker-
nel 5.18-rc1, PrIntFuzz extracted 649 device IDs corresponding to
the PCI bus. PrIntFuzz has successfully simulated 311 PCI devices,
with a success rate of 50.5%°. The results are shown in Table 3.

Different types of drivers vary greatly. For example, the high
success rate of device matching for tty and ata means that the
corresponding drivers are less checked or checked more easily
during initialization. In contrast, drivers of sound or atm have a
higher failure rate, indicating that such drivers are complex and
the existing method is challenging to succeed.

We manually verified some of these drivers and broadly grouped
the reasons for the failure to match with drivers into the following
categories.

e Complex Data Dependency: Though PrIntFuzz uses static
data flow analysis to infer the possible values of the registers,
it cannot be applied to particularly complex cases. Some con-
straints are very complex, and there are even checks between
constraints. PrIntFuzz cannot infer the values in such cases,
resulting in some drivers failing to match.

e Dynamic Configuration Requirements: PrIntFuzz only
handles the case where the configuration registers are con-
stants. If the argument of the functions that can read con-
figuration registers is a variable, PrIntFuzz cannot infer the
corresponding position of the configuration.

e Additional Devices Requirements: Some drivers detect the
presence of another specific PCI device in the system during
inijtialization and return a failure if this device does not ex-
ist. PrIntFuzz does not currently handle such dependencies
between devices.

2Some drivers crash during the probing process, and we could not determine whether
the matching is successful, so we do not count this part of the drivers in the total.
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Figure 4: Comparison with QEMU and VIA of the number
of simulated devices, including the total number of devices
and the number of PCI devices

¢ Firmware Requirements: During the probing process, dri-
vers may need to load the firmware, and some of the firmware
is hard to obtain.

Although PrIntFuzz mainly focuses on drivers under the PCI
bus, extending the method to other drivers (e.g., USB drivers or 12C
drivers) is not hard. We will discuss the scalability of PrIintFuzz
in Section 5.5.

5.22  Comparison with QEMU and VIA [11]. We compare the num-
ber of devices that PrIntFuzz can simulate with QEMU and VIA,
as shown in Figure 4. The number of virtual devices supported by
PrIntFuzz has increased considerably from the original QEMU.
On the other hand, VIA does not simulate devices through QEMU
but with the help of LKL [33] and requires handwritten device
configurations.

As shown in Figure 4, VIA can simulate 22 devices, including
11 PCI devices, QEMU can simulate 223 devices, including 139 PCI
devices, and PrIntFuzz supports another 281 (=420-139=504-223)
PCI devices based on QEMU. VIA could be extended to support
more virtual devices but requires much manual effort to write
configuration templates. On the other hand, PrIintFuzz supports
2X more PCI devices than QEMU.

Moreover, PrIntFuzz could simulate 311 (=281+30) PCI devices
in total based on QEMU. In fact, PrIntFuzz could also simulate
some of the 139 PCI devices supported by QEMU but does not take
all of them into consideration due to two reasons. First, PrIntFuzz
only tries to simulate devices for drivers that exist in the Linux
kernel, while QEMU has some virtual devices for specific usage.
Second, PrIntFuzz only simulates one virtual device for one driver,
while QEMU may provide multiple virtual devices for one driver.
For instance, QEMU provides multiple variants of NIC (Network
interface controller) devices, all of which correspond to the same
driver but with different parameters.

5.3 Bug Finding in PCI Drivers

5.3.1 Overview. At the time of writing, PrIntFuzz has found 112
unique bugs of PCI drivers in the Linux kernel that were not found
by other fuzzers, and 50 of them are patched so far.

As Table 4 shows, PrIntFuzz has found many different bugs
across Linux PCI drivers, including null-pointer-dereference, use-
after-free, out-of-bounds and double free, and other types of bugs.
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Table 4: Bugs found by PrIntFuzz in PCI drivers

Location

Type Main Init Interrupt Number
Null-Pointer-Dereference 1 13 9 23
Divide-by-Zero 15 2 0 17
Use-After-Free 1 10 0 11
Page Fault 2 1 2 5
Out-of-Bounds 1 1 1 3
Wild-Memory-Access 1 0 0 1
Schedule-while-Atomic 0 0 1 1
Sleep-in-Atomic 0 1 0 1
Deadlock 1 0 0 1
Double Free 0 1 0 1
Warning 2 38 2 42
Assertion Failure 2 4 0 6
Total 26 71 15 112

The null-pointer-dereference bugs occur in the interrupt handler
and initialization code. The interrupt handler often handles external
events according to the state of the driver. Besides, the interrupt
handler checks the state of the driver by reading from a specific
register from the device. So if the device provides an invalid status
to the driver, the driver may access variables that are not initialized,
which causes a null-pointer-dereference bug.

Many divide-by-zero bugs are mainly located in the frame buffer
drivers. These drivers do not check the user input carefully, and
when the user does not provide a specific item of a structure, a
divide-by-zero bug can occur.

The use-after-free bug often occurs in a device driver’s initial-
ization and cleanup function. Some drivers do not handle the order
of releasing resources correctly or release resources that are being
used, which can cause a use-after-free bug.

Warnings found by PrIntFuzz mainly exist in the initialization
code of the device driver. The initialization functions return 0 for
success and a negative value for failure. However, some drivers
return positive values when encountering errors, which may con-
fuse the kernel. The kernel will treat the positive value as success,
thus assuming the device has matched with the driver, although
the truth is the opposite. There are also drivers that do not properly
release the requested resources, resulting in warnings.

Other types of individual bugs found by PrIntFuzz will not be
discussed here, and we will give a detailed analysis of some bugs in
the case study (§ 5.6).

The bugs found by PrIntFuzz are derived from repeated experi-
ments, and each of them is reproducible. All the bugs mentioned in
the paper have been reproduced and verified manually.

5.3.2 The Distribution of Found Bugs. We also evaluate the ability
of different methods to find bugs, as shown in Figure 5. The figure
shows that the initialization code has the most bugs and the fault
injection method helps discover the bugs. Furthermore, the bugs
found in the interrupt handler and other parts of the driver also
prove that the multi-dimension fuzzing proposed by PrIntFuzz is
effective. The figure also shows that some bugs need to be triggered
by both the initialization process and interrupt handlers.

5.3.3 Comparison with Syzkaller and VIA. To compare the ability of
PrIntFuzz with Syzkaller and VIA to discover bugs, we performed
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Figure 6: Comparison of found bugs on the Linux kernel
5.10-rc6 with different configurations

three trials of the experiments on Linux 5.10-rc6 °. The experiment
setup is the same as described in section 5.1, and the results are
shown in Figure 6.

As we can see from Figure 6, PrIntFuzz discovered 94 more
bugs than Syzkaller and 49 more bugs than VIA “. The scenario
of injecting interrupts is valid even if no extra emulated devices
are used, and some bugs are discovered in drivers of QEMU de-
fault devices. After using extra emulated devices, the ability of bug
discovery has improved a lot.

5.4 Code Coverage

In addition to the ability to find bugs, we evaluated PrIntFuzz’s
improvement in code coverage compared with Syzkaller on the
Linux kernel 5.18-rc1.

The experiments are still set up as described in section 5.1, and
the average results of the three trials are shown in Figure 7. We
only instrumented the kernel’s drivers and sound directories in
this experiment. This experiment wants to show more about the
improvement of PrIntFuzz for initialization code and interrupt
handler coverage, so we need to avoid counting extraneous code,
such as coverage in drivers/core, which is often covered in the
usual Syzkaller fuzzing. Specifically, we added a baseline for each
group of the experiments, which uses the Syzkaller’s default system
call templates for fuzzing without adding additional templates or
virtual devices. By adding such a baseline for each group of ex-
periments, we can exclude the interference of some generic code.

3Since the latest version of Linux is not net supported by the LKL on which VIA relies,
we can only compare the bug findings on the latest version supported by VIA.
4The number of bugs found by VIA comes from the original paper.
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Figure 7: Comparison of basic block coverage on the Linux
kernel 5.18-rc1 with different configurations

This method presents us with a clearer picture of the coverage
improvement of PrIntFuzz on related code.

From the first two groups of experiments, we could learn that
the combination of Syzkaller and QEMU can reach very little code
even with the addition of interrupt injection. After adding the extra
devices simulated by PrIntFuzz, the coverage achieves a significant
improvement, showing that PrIntFuzz has a wide range of tests
and can effectively assist Syzkaller in improving the coverage. Since
PrIntFuzz extends the number of devices supported by QEMU,
more code can be triggered by the interrupt injection, proving that
the interrupt injection approach effectively improves coverage.

In addition to the coverage comparison with Syzkaller, we also
compare PrIntFuzz with Agamotto [39] and VIA [11] on Linux
kernel 5.10-rc6, as shown in Table 5. While PrIntFuzz simulates a
wide range of drivers, this is not the case for Agamotto and VIA.
Our comparison can only be made on the limited devices supported
by Agamotto and VIA.

Table 5: Comparison of coverage with Agamotto and VIA

Driver Agamotto  VIA  PrIntFuzz
8139cp 4% 11% 26%
€100 3% 10% 47%
1000 4% 16% 26%
€1000e 2% 9% 21%
gve 5% 18% 4%
ne2k-pci 1% 1% 29%
nvme 11% 25% 9%
rocker 1% 2% 3%
sungem 6% 8% 19%
sunhme 14% 18% 18%
vmxnet3 7% 13% 28%

PrintFuzz outperforms the other two fuzzers on most of the
targets. The low coverage of PrIntFuzz on the target gve is that
PrIntFuzz cannot successfully initialize this target. The gve driver
requires the device to have the MSIX interrupt type, but PrIntFuzz
does not currently support this. As for the nvme driver, PrIntFuzz
lacks the corresponding manually written harness, resulting in the
inability to cover more code.

5.5 Scalability

Although PriIntFuzz used the PCI driver as the example above,
the methods provided by PrIntFuzz can still be applied to drivers
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Table 6: The total number of USB drivers and I12C drivers and
the number of PrIntFuzz simulated virtual devices

Type USB  PrIntFuzz 12C  PrIntFuzz
media 121 60 131 72
net 69 18 0 0
serial 49 34 0 0
others’ 40 18 127 29
misc 22 14 16 12
input 19 13 0 0
storage 14 7 0 0
sound 12 5 100 64
iio 0 0 165 96
hwmon 0 0 146 110
input 0 0 73 7
regulator 0 0 43 27
mfd 0 0 38 12
rtc 0 0 30 27
power 0 0 26 16
Total 346 169 895 472
Success Rate  N/A 48.8% N/A 52.7%

" All other types with less than 10 drivers.

under other buses. This subsection shows how to migrate the virtual
device modeling approach to drivers under I2C and USB buses.

The modeling of virtual devices can be divided into two aspects.
One is modeling the essential functions of virtual devices, such as
MMIO, DMA, and interrupts. This can be directly migrated to other
drivers because the interfaces for driver-device interaction are the
same. The other aspect requires driver-specific analysis, which is
different for drivers under different buses.

For I2C drivers, there is no need to model the memory space
and configuration space as PCI drivers. Nevertheless, the modeling
of data space is similar. PrIntFuzz only needs to collect some
functions with reading functionalities used by the I12C driver. The
solution to the constraints can reuse the previous static analysis.
I2C drivers match the device by the identifier string, so PrIntFuzz
needs to extract the corresponding string from the structure of 12C.

The USB device uses the USB descriptor, a more complex struc-
ture to describe the device, but it can be solved using similar tech-
niques. Another notable feature of the USB driver is that it com-
municates with all USB devices through URB (USB Request Block),
rather than simply using a function like readl. The analysis of such
functions with read-like functionality can still be reused from the
previous static analysis code, with only minor modifications for the
characteristics of the USB drivers.

PrIntFuzz supports the modeling of I2C devices and USB de-
vices by adding only about 200 lines of analysis code to the original
code, proving that PrIntFuzz is also very scalable.

Table 6 shows the number of USB and I2C devices simulated
by PrIntFuzz. In total, PrIntFuzz successfully simulates 169 out
of 346 USB devices and 472 out of 895 I2C devices, showing the
approach of PrIntFuzz is effective.

Based on the success of the device simulation, PrIntFuzz finds
20 and 18 bugs in the initialization code of the I2C drivers and the
USB drivers, respectively. We have submitted some patches, and 9
patches have been confirmed and merged by the maintainers.

5.6 Case Study

In this subsection, we elaborate on three bugs to show the effective-
ness of PrIntFuzz. All three bugs can be found only by PrIntFuzz,
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and they are located in different routines, the interrupt handler,
initialization code, and main functions of drivers. PrIntFuzz uses
different methods to trigger them, proving the effectiveness of
PrIntFuzz’s simulated devices and multi-dimension fuzzing.

5.6.1 Out-of-Bounds Bug in Interrupt Handlers Triggered by Inter-
rupt and Data Injection. The bug exists in the flexcop_pci_isr
function and can be triggered by an interrupt. The root cause of
this bug is the lack of checking register values. As shown on line 2
in Listing 7, the driver reads a value from a register and uses it as
an address. Since a malicious adversary may control the device, the
value may be very large.

dma_addr_t cur_addr =
fc->read_ibi_reg(fc,dmal1_008).dma_0x8.dma_cur_addr << 2;
u32 cur_pos = cur_addr - fc_pci->dma[@].dma_addro;

w N

Listing 7: flex_pci_isr in flexcop-pci

Function flexcop_pci_isr then calls find_next_packet and
passes it with this large value via the count parameter, which
further causes an out-of-bound read to buf, as shown in Listing 8.

1 while (pos < count) {

2 if (buflpos] == 0x47 || (pktsize == 204 && buf[pos] == 0xB8))
3 break;

4 pos++;

5 }

Listing 8: Out-of-bounds bug in flexcop-pci
In order to discover this bug, the fuzzer first needs to simulate
the device to interact with the driver. Then it should trigger the
driver’s interrupt handler and inject malicious data into the driver.
Only PrIntFuzz has such a collaborative fuzzing capability.

5.6.2 Use-After-Free Bug in Initialization Code Triggered by Fault
Injection. A use-after-free bug exists in the initialization code of
the igbvf driver. In the initialization code of igbvf, the driver
allocates memory for adapter->rx_ring and adds the address
of adapter->rx_ring->napi to a doubly-linked list, as shown in
Listing 9.

adapter->rx_ring = kzalloc(sizeof (struct igbvf_ring), GFP_KERNEL);
if (ladapter->rx_ring) {
kfree(adapter->tx_ring);
return -ENOMEM;
}
netif_napi_add(netdev, &adapter->rx_ring->napi, igbvf_poll, 64);

U A wN =

Listing 9: Memory allocation of rx_ring of igbvf

Suppose the initialization function encounters an error and
goes to the error handling code labeled err_hw_init. The dri-
ver will free the memory of adapter->rx_ring and then iterate
through the doubly-linked list mentioned above to free each el-
ement, which is done in free_netdev as shown in Listing 10.
adapter->rx_ring->napi is visited after adapter->rx_ring is
freed resulting in use-after-free.

1] err_hw_init:

2 kfree(adapter->tx_ring);
3 kfree(adapter->rx_ring);
4| err_ioremap:

5 free_netdev(netdev);

Listing 10: Error handling of the initialization code of igbvf

PrIntFuzz can find this bug because it can simulate the device
to match the igbvf driver and inject faults in the initialization
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function to trigger the error handling code. VIA cannot trigger the
error handler and thus can never find the bug.

5.6.3 Use-After-Free Bug in ioctl Triggered by System Call Inter-
actions. The nosy driver can match with multiple clients, and if a
client invokes ioctl twice to add itself to the doubly-linked list, it
will cause a use-after-free bug.

The root cause of this bug is that the element in the doubly
linked list is reentered into the list. This bug can be fixed by adding
a check before inserting a client and skipping it if already inserted,
as Listing 11 shows.

PrIntFuzz can find this bug because it can simulate the device,
match it with the nosy driver, and interact with the driver via system
call interfaces. Even if VIA can simulate the device by manually
constructing a device configuration, VIA cannot trigger this bug
that requires system calls to interact.

case NOSY_IOC_START:

+ ret = -EBUSY;

spin_lock_irq(client_list_lock);

list_add_tail(&client->link, &client->lynx->client_list);

if (list_empty(&client->1link)) {
list_add_tail(&client->link, &client->lynx->client_list);
ret = 0;

0N U s WwN
+ o+ o+

¥

9 spin_unlock_irq(client_list_lock);
return 0;

11|+ return ret;

Listing 11: Patch of the use-after-free bug in nosy

6 DISCUSSION

6.1 Future Work

6.1.1 The System Call Interfaces of Driver Fuzzing. The interfaces
are essential for driver fuzzing. In PrIntFuzz, we amend DIFUZE to
recognize the system call interfaces of device drivers. Nonetheless,
DIFUZE mainly focuses on the ioctl system call, widely used in
character drivers but not PCI drivers. Most of our fuzzing targets
have interrupt handlers, but few have interfaces like ioctl. It is
thus crucial for fuzzers to extract the interfaces of PCI drivers.

6.1.2  Simulate More Devices. Although PrIntFuzz has achieved
good results in simulating devices under different buses, some vir-
tual devices cannot be matched with the driver for various reasons,
such as complex data dependency, firmware requirement, and oth-
ers mentioned above. Automated solutions for these problems can
be explored in the future.

6.2 Threats to Validity

6.2.1 Internal Validity. Threats to internal validity arise from sev-
eral sources. One of the biggest threats comes from the functionality
of the virtual device. PrIntFuzz only provides the driver with fun-
damental interactions such as MMIO, DMA, and interrupts. How-
ever, PrIntFuzz cannot provide more advanced semantic features
such as handling network congestion based on these basic features.
Since the semantic information that each driver interacts with the
device is usually customized, it is difficult for the virtual device to
simulate common advanced features for each device.

Another aspect of the threats comes from the false positives
that exist with fault injection. False positives are caused because

Zheyu Ma, Bodong Zhao, Letu Ren, Zheming Li, Siqi Ma, Xiapu Luo, and Chao Zhang

PrIntFuzz hooks the function’s return value without actually exe-
cuting the function, which leads to an inconsistent program state
and may result in error states that will not be reached.

As shown in Listing 12, PrIntFuzz performs fault injection on
function ipack_device_init. Since PrIntFuzz does not execute
this function, the reference count of the structure is not initialized,
and a false positive occurred in the error path.

1| static int tpci2@@_pci_probe() {
2 ret = ipack_device_init(dev);
3 if (ret <o) {

4 put_device(&dev->dev);

5 return ret;
6

7
8

}

10| static int ipack_device_init(struct ipack_device *dev) {
11 device_initialize(&dev->dev);

Listing 12: False positive of fault injection

However, such drivers are infrequent, and PrIntFuzz manually
excludes the effects of false positives in the evaluation. Of the 26
crashes reported using the fault injection method, only 3 were false
positives after manual confirmation.

6.2.2  External Validity. The main external threat to validity is the
difference in driver patterns under different buses. For example, the
I2C and USB drivers differ from the PCI drivers mentioned in the
evaluation. The generality of PrIntFuzz can reduce this difference
in driver patterns. For instance, almost all drivers follow a similar
pattern of matching the device by id, and the driver reads the device
register value for the check. So the generality of PrIntFuzz can
provide confidence for research.

6.3 Application of PrIntFuzz

The approach of PrIntFuzz could be applied to many other targets
that require hardware support. For instance, we could extend it
to drivers that do not have source code, e.g., Windows drivers
and macOS drivers. We could also extend it to support testing IoT
firmware, e.g., simulating peripherals of IoT devices and rehosting
the firmware in an emulator (e.g., QEMU). Furthermore, we can also
apply the approach of PrIntFuzz to other targets that require extra
effort to build the testing environment. For instance, blockchains
are deployed in a decentralized way, requiring multiple nodes to
cooperate and causing troubles for efficient testing. We could utilize
the approach of PrIntFuzz to simulate nodes in blockchains and
conduct efficient fuzzing tests to discover potential bugs in them.

7 CONCLUSION

Existing driver fuzzing solutions overlooked a large portion of dri-
ver code due to insufficient device support. PrIntFuzz addressed
this problem by automated virtual device simulation, which sup-
ports device initialization, hardware interrupts raising, and hard-
ware I/O data interception. Given the support of virtual devices,
PrIntFuzz performs multi-dimension fuzzing, combining multiple
methods to influence the driver’s control flow and data flow, such
as system call interaction, interrupt injection, and data injection.

415



PrintFuzz: Fuzzing Linux Drivers via Automated Virtual Device Simulation

Evaluation results showed that this solution could enable the fuzzer
to explore more driver code and find more bugs in drivers.
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