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Hiding From Centrality Measures: A Stackelberg
Game Perspective

Marcin Waniek *“, Jan Woznica, Kai Zhou

Abstract—Centrality measures can rank nodes in a social net-
work according to their importance. However, in many cases, a
node may want to avoid being highly ranked by such measures,
e.g., as is the case with terrorist networks. In this work, we study
a confrontation between the seeker—the party analyzing a social
network using centrality measures—and the evader—a node at-
tempting to decrease its ranking according to such measures. We
analyze the possible outcomes of modifying, i.e., adding or remov-
ing, a single edge by the evader, showing that even without complete
knowledge about the network, the effects of the modification on
the evader’s ranking can often be predicted. We study the com-
putational complexity of finding a set of modifications that reduce
the evader’s centrality ranking in an optimal way, proving that
these decision problems are NP-complete. Moreover, we provide a
2-approximation for the degree centrality, and logarithmic approx-
imation boundaries for the closeness and betweenness centralities.
Finally, we define and investigate a Stackelberg game between the
seeker and the evader, providing a Mixed Integer Linear Program-
ming formulation of finding an equilibrium. Altogether, we provide
athorough analysis of the strategic aspects of hiding from centrality
measures in social networks.

Index Terms—Centrality measure, Stackelberg game, social
network, complexity analysis.
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I. INTRODUCTION

VER since the dawn of the Internet Age, a rapidly growing
E amount of information about our daily lives is uploaded to
the Web. A plethora of this data, such as our conversations, our
likes and dislikes, and even our relationships can be represented
using network structures. Simultaneously with this process,
we can observe the development of an increasing number of
social network analysis tools and techniques capable of inferring
various information from the data publicly available online. This
raises a privacy-related concern, as members of social networks
are no longer able to keep their sensitive information private.

One of the most widely-used social network analysis tools are
centrality measures [1], [2]. A centrality measure is an algorithm
that estimates the relative importance of nodes in a network. In
other words, with the use of centrality measures, it is possible to
identify the key players in a network, where the exact notion
of importance depends on the centrality measure of choice.
However, there exist situations in which such key players might
not want to be identified. We have already mentioned the issues
pertaining to the privacy of Internet users. At first glance, the fact
that an average social media user might prefer to evade analysis
performed with centrality measures may seem unimportant.
However, when we consider the situation of opposition bloggers
in authoritarian regimes, the consequences of being identified as
the most important node in the network may be much more dire.
These circumstances allow us to sympathize with a member of
the social network who wishes to avoid being detected by a
centrality measure. Nevertheless, one can present a scenario in
which an ability to evade centrality measures presents a grave
danger to public safety. In particular, centrality analysis is often
used to pinpoint the leaders of criminal [3] and terrorist [4]
organizations. In such situations we would like to diminish
the probability that the actual ringleader of the network avoids
detection.

Given this ethical asymmetry of possible real-life scenarios,
in our analysis we consider an abstract model of hiding from
centrality measures in a social network. More specifically, we
consider a confrontation between the seeker—a third party who
uses centrality measures to pinpoint the most important nodes in
the network—and the evader—a member of the social network
who wishes to avoid being detected by the seeker. In this work,
we assume that the seeker and evader are aware of each others’
existence (see Section V-A for the comparison with previous
works on hiding from centrality measures where this assumption
was not in place). This turns our model into a game-theoretic
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setting, where both players try to achieve their goals by applying
carefully selected strategies. The set of strategies of the seeker
consists of centrality measures that can be used to find the most
important nodes in the network. On the other hand, the strategies
of the evader take the form of adding or removing some of the
edges to mislead the centrality analysis performed by the seeker.

To be more precise, in our work we consider a number of
research questions. First, assuming limited knowledge about the
network structure, is it possible to predict the effect of adding or
removing a given edge on the evader’s ranking? We answer
this question theoretically in Section IV and empirically in
Section VII-B. Second, is it possible for the evader to find an
optimal way of hiding? We resolve this issue in Section V by
analyzing the computational complexity of the problem faced
by the evader. Third, what is the outcome of the confrontation
between the seeker and the evader? To address this question, we
formally define a Stackelberg game between the seeker and the
evader in Section VI and study its equilibria in Section VII-C.
Altogether, our work presents an exploration of the strategic
aspects of hiding from centrality measures in a social network.

The motivation for our work is twofold. From the perspective
of the seeker, the results of our work could give law enforcement
agencies a fresh insight into the possible ways in which members
of criminal and terrorist organizations avoid detection. This
insight is particularly crucial, as centrality measures are one of
the key tools for analyzing covert networks. From the perspective
of the evader, our work could be of use to the members of com-
munities that are discriminated against, such as specific ethnic
groups in authoritarian regimes. Careful rewiring of the social
network structure might help the leaders of such communities
elude harsh repressions.

A preliminary version of this work was published in the
Proceedings of the 20th Conference on Autonomous Agents
and Multi-Agent Systems (AAMAS 2021) [5]. The new results
added in this extended version are:

e Theoretical analysis of whether the addition or removal
of a given edge can increase or decrease the ranking of
the evader, and what can be the magnitude of this change
(Section IV).

¢ The approximation version of the problem and the analysis
of its computational complexity for different centrality
measures (Section V-B).

e A formal proof that the MIQP and MILP formulations of
the seeker-evader game equilibrium are equivalent (Sec-
tion VI-B).

® An empirical analysis of the sensitivity of centrality mea-
sures (Section VII-B).

e Experiments with the seeker-evader game in the Ambas-
sador network, as well as Newman and Priifer random
network generation models (Section VII-C).

II. RELATED WORK

Our article is part of the literature on using edge perturba-
tions to manipulate network properties. The purpose of these
interventions could be minimizing the average distance between
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nodes [6], promoting health-related behaviors [7], and reducing
the number of small dense subgroups [8]. The body of literature
that is most relevant to our setting considers the task of strate-
gically manipulating centrality measures. Some works focus on
the problem of adding edges to increase the closeness centrality
of a given node [9], or to increase multiple centralities at the
same time [10].

In this work, we attempt not to increase, but rather to decrease
the value of centrality, in the hope of hiding a selected node.
This problem was considered for both the centrality value of
a selected evader [11], as well as for the ranking position of
a group of network’s leaders [12], [13], [14]. Another facet of
the problem that was analyzed in the literature is the axiomatic
characterization of the centrality measures that are resilient to
manipulation [15]. While most works considers standard net-
work structure, some examine networks that consist of multiple
layers [16], or temporal networks where edges exists only at
specific moments [17].

A related body of literature concerns itself with hiding from
other types of social network analysis tools. These types of
evasion techniques are often motivated by the need of privacy
protection [18]. Social media users who do not wish some of their
undisclosed relationship to be uncovered, might be interested
in heuristic solutions designed to mislead link prediction algo-
rithms [19], [20], [21]. Others might want to counter the analysis
performed using node similarity measures [22]. A group of peo-
ple might wish to avoid being identified as a closely-knit faction
by community detection algorithms [11], [23], [24]. Yet another
class of techniques allow to hide the identity of the source of
network diffusion from the source detection algorithms [25].
Some techniques have also been propose to prevent the inference
of an edge type in signed networks where each relation is tagged
as either positive or negative [26].

Inan even wider perspective, our study is a part of the literature
on adversarial attack and defense in networks [27], [28]. Many of
the works are focused on attacking machine learning methods
processing the network data, either by manipulating the data
they are trained on (poisoning attack) [29], [30], [31] or by
manipulating the input to an already trained algorithm (evasion
attack) [32], [33], [34]. Another example of such adversarial
setting is a confrontation between an attacker trying to spread
a diffusion process in a network and a defender trying to stop
it [35].

III. PRELIMINARIES

In this section, we present the basic network notation and
concepts that will be used throughout the article. For the conve-
nience of the reader, Table I provides a summary of the notation
used in the article.

A. Basic Network Notation

Let G = (V, E) denote a network, where V- = {v1,...,v,}
is the set of n nodes and E C V x V is the set of edges. We
denote by (v;,v;) an edge between the nodes v; and v;. In
this work we focus on undirected networks, i.e., we do not
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TABLE I
SUMMARY OF THE NOTATION USED IN THE ARTICLE

Symbol Meaning
\% The set of network nodes
E The set of network edges
N (v;) The set of neighbors of v;
K(vs) The degree of v;
II(v;,v;)  The set of shortest paths between v; and v;
d(vs, vy The distance between v; and v;
v The evader
\% The set of all nodes other than vf
v The set of all nodes other than v' and its neighbors
¢ ]:: The set of all edges incident with v
C% The set of all edges between the neighbors of v
3 The set of all edges not belonging to CI or (g
cdag(G,v;)  The degree centrality of v; in G
cci(G,v;)  The closeness centrality of v; in G
¢pt(G,v;)  The betweenness centrality of v; in G
cpt(G,v;)  The eigenvector centrality of v; in G

(G, v4) The influence of v; over G
b The number of edges that can be added or removed
A The set of edges that can be added to the network
R The set of edges that can be removed from the network
0 Required nodes with centrality greater than vf
¢ The type of the evader

Ul The evader’s utility coming from the centrality ranking
Ul The evader’s utility coming from the influence value
Ue The aggregated utility of the evader

discern between edges (v;,v;) and (v;,v;). We also assume
that networks do not contain self-loops, i.e., V., cv (v, v;) ¢ E.
We denote by N¢(v;) the set of neighbors of v;, i.e., Ng(v;) =
{v; € V : (v;,v;) € E}. We denote by kg (v;) the degree of
v;, i.e., kg(v) = |Ng(v)|. We denote by N¢(v;,v;) the set
of common neighbors of v; and v, i.e., Ng(v;,v;) = {vy €
Vi (vi,vg) € E A (vj,v,) € E}. To make the notation more
readable, we will often omit the network itself from the notation
whenever it is clear from the context, e.g., by writing N (v;)
instead of N¢ (v;). This applies not only to the notation presented
thus far, but rather to all notation in this article.

A path in (V,E) is an ordered sequence of nodes, p =
(Viys ..., ), in which every two consecutive nodes are con-
nected by an edge in E. The length of a path is equal to the
number of edges therein. For any pair of nodes, v;,v; € V, we
denote by II(v;, v;) the set of all shortest paths between v; and
v;, and we denote by d(v;, v;) the distance between v; and v;,
i.e., the length of a shortest path between v; and v;.

We will often focus on a particular node vl e V, called the
evader. Let V denote the set of all nodes other than v', i.e., V =
V \ {v'}. Furthermore, let V denote the set of all nodes other
than v and the neighbors of vf, i.e., V =V \ ({v} U N(o1)).
Next, we define three classes of edges denoted by ClT, C; and
(;,. The first class, CI, consists of every edge incident with v,
ie., CI = {v'} x V. The second class, (;, consists of every edge
whose ends are both neighbors of v, i.e., C; = N(v") x N(vh).
The third class, C3T, consists of every remaining edge, i.e., C; =
V x V. Notice that although the elements of each such class
will be referred to as “edges”, they may or may not be present
in any given network. This is unlike the elements of F, which
are the edges that are present in the network G = (V| E).
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B. Centrality Measures

A centrality measure is a function, ¢(G, v; ), that expresses the
relative importance of any given node v; in the network G [1].
In this work we consider four fundamental centrality measures,
namely degree, closeness, betweenness, and eigenvector.

Degree centrality [36] quantifies the importance of a node
based on the number of its neighbors. Formally, the normalized
degree centrality of a node v; € V in a network G is:

N(v;
cuy (G, v) =
Closeness centrality [37] assigns the importance of a node
based on an average distance to all other nodes. Formally, the
normalized closeness centrality of a node v; € V' is:

n—1
Zvjev d(via Uj).

Betweenness centrality [38], [39] measures the importance of
a given node in the context of network flow. The normalized
betweenness centrality of a node v; € V is:

2
“ehey 2

v;,vk€V\{vi}

Cel <G7 vi) =

{pel(v;,vk):viEp}]
[TI(vj,v5)] ’

Cht (G7 (% )
Eigenvector centrality [40] quantifies the importance of a given
node based on the importance of its neighbors. Formally, the
eigenvector centrality of a node v; is:

Ceg(G» vi) = X;k

where x* is the eigenvector corresponding to the largest eigen-
value of the adjacency matrix of the network G.

C. Influence Models

The propagation of influence in a network can be described
in terms of node activation. At the beginning of the process
only a selected set of nodes (known as the seed ser) is activated.
Inactive nodes can become activated when they are sufficiently
influenced by their neighbors. Assume that the process consists
of discrete rounds. We then denote by I(¢) C V the set of active
nodes in round ¢, where (1) is the seed set. The influence
model under consideration determines the exact conditions of
a node becoming active. In this work we consider two models
of influence: independent cascade and linear threshold.

In the independent cascade [41] model, every pair of nodes is
assigned an activation probability, p : V' x V — [0, 1]. In every
round ¢ > 1 every node v; € V that became active in round ¢ —
1 activates each inactive neighbor v; € N (v;) \ I(t — 1) with
probability p(v;, v;). The process ends when there are no newly
activated nodes, i.e., I(t) = I(t — 1).

In the linear threshold [42] model, every node v; € V
is assigned a threshold value t,, sampled from the set
{0,...,|N(v;)|} according to some probability distribution. In
every round, £ > 1, every inactive node v; becomes active if
|I(t — 1) N N(v;)| > ty,. The process ends when there are no
newly activated nodes, i.e., when I(t) = I(¢t — 1).

In either model, the influence of a node, v;, on another node,
vj, is denoted by ¢(G, v;,v;) and is defined as the probability
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that v; gets activated given the seed set {v; }. We assume that
(G, v;,v;) =0 for all v; € V. We define the influence of v,
over the entire network as (G, v;) = Zvjev t(G,v;,v;). When
referring to the influence of a given node, we mean the influence
over the entire network.

IV. POSSIBLE CHANGES IN CENTRALITY RANKING

We first focus on the question of how adding a specific edge
to the network or removing a specific edge from the network
can affect the centrality ¢ ranking of a given node v’ € V?
Can the centrality ranking both increase and decrease after a
given network modification? And what about the magnitude of
this change, can it be arbitrarily large, or is it strictly limited?
Importantly, we focus on the ranking of v' according to centrality
¢, rather than on the centrality value of v according to c. The
ranking is the position of v' in the list of all nodes, sorted
according to their centrality values. We assume that nodes with
the same centrality value have the same ranking.

In our analysis we divide the edges that can be added to or
removed from the network into three classes: edges incident with
the evader ¢ I, edges between the neighbors of the evader C;, and
the remaining edges (§ (all three classes are formally defined in
Section III-A). The reason for this division is the fact that the
evader who would like to strategically control their centrality
ranking has varying levels of control over different edges. The
edges on which the evader can exercise the greatest control are
those of which the evader belongs to, i.e., the edges from the
class ¢ I The addition of this type of edge can be interpreted as
performing a telephone call with someone, while the removal
of this type of edge can represent removing someone from a list
of friends on a social media platform. We can assume that the
evader has a smaller amount of control over edges between their
neighbors, i.e., the edges from the class C;. The addition of this
type of edge can be interpreted as introducing two friends to each
other, while the removal of this type of edge can represent asking
two associates to cease contacts with each other. Finally, we can
assume that the evader has the least amount of control over edges
outsidel of their direct network vicinity, i.e., the edges from the
class (4. The addition of this type of edge can be interpreted
as inviting two strangers to the same event, while the removal
of this type of edge can represent deleting data about a certain
connection from a database.

We can state the question that we intend to investigate as
follows: Given a centrality measure ¢, a network G = (V, E),
an evaderv' € V, and a class of edges (' € {d, C;, C;,} can the
addition or removal of an edge e € (' to the network increase or
decrease the ranking of v! according to ¢? Our findings on this
matter are summarized in Table II. Due to space limitations,
the proofs of our results can be found in Section S1 of the
supplementary materials, which can be found on the Computer
Society Digital Library at http://doi.ieeecomputersociety.org/
10.1109/TKDE.2023.3267854.

V. COMPUTATIONAL COMPLEXITY ANALYSIS

Having analyzed the possible outcomes of adding or re-
moving a single edge from the network, we now analyze the
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TABLE II
SUMMARY OF OUR RESULTS CONCERNING POSSIBLE RANKING CHANGES

Adding e Removing e
to the network  from the network
Degree Tk X X Uk
ee ¢l Closeness 1k Uk 1k Uk
Betweenness Tk Uk Tk Jk
Degree X 2 12 X
e € C; Closeness X Uk Tk X
Betweenness Tk Uk Tk Uk
Degree X U2 T2 UX
e€ ¢l Closeness Ttk Uk tk Uk
Betweenness Ttk Uk Ttk Uk

For any given evader v’ €V, we study three classes of edges: qu, CJ; and C;,
and three centrality measures: Degree, closeness and betweenness. For every
class and every measure, we investigate the potential impact of adding or
removing an edge from that class on the centrality ranking of vf. The “f &
(resp. “| k) mark indicates that the increase (resp. decrease) in ranking can
be arbitrarily large, while the “f} 2” (resp. “|} 2”) mark indicates that the
ranking can only increase (resp. decrease) by at most two positions. The “ff
X7 (resp. “| X”) mark indicates that the ranking increase (resp. decrease) is
impossible

TABLE III
THE SUMMARY OF OUR COMPUTATIONAL COMPLEXITY RESULTS

Centrality Local Hiding Minimum Local Hiding
Degree NP-complete We show a 2-approximation
Cannot be approximated within
Closeness NP-complete (1—e)In|AU & forany ¢ > 0
. ithi
Betweenness  NP-complete Cannot be approximated within

(1—e)In|AU R| forany € > 0

computational complexity of a problem of selecting the best
subset of edges to hide the evader from centrality measures.
Table III summarizes our results.

A. Decision Version of the Problem

We first formally define the computational problem faced by
the evader who can perform only local changes.

Definition 1 (Local Hiding): This problem is defined by a tu-
ple (G, vi,b,¢, 8, A, R),where G = (V, E)isanetwork, v’ € V
is the evader, b € N is a budget specifying the maximum number
of edges that can be added or removed, c is a centrality measure,
A C N(vh) x N(vt) is the set of edges allowed to be added,
R C {0} x N(v') is the set of edges allowed to be removed,
and 0 € N is the safety margin. The goal is to identify a set of
edges to be added, A* C fl, and a set of edges to be removed,
R* C R, such that |A*| + |R*| < b and the resulting network
(V,(EU A*)\ R*) contains at least 6 nodes with centrality ¢
greater than that of the evader.

As can be seen from the definition, we focus on two kinds of
network modifications: removing edges incident with the evader,
and adding edges between the neighbors of the evader. This
choice is informed by the results presented in Section IV. As
can be seen in Table II, when it comes to the edges incident
with the evader, i.e., edges belonging to the class CI, only the
removal operation can decrease the evader’s ranking according
to all three centrality measures (notice how the addition cannot


http://doi.ieeecomputersociety.org/10.1109/TKDE.2023.3267854
http://doi.ieeecomputersociety.org/10.1109/TKDE.2023.3267854

10062

affect the degree centrality in a beneficial way). Similarly, when
considering edges between the evader’s neighbors, i.e., edges
belonging to the class C;, only the addition of such edges has
a chance of making the evader more hidden from all three
measures (the removal can hide the evader from neither the
degree nor the closeness centrality). We could also consider
adding edges outside of the direct network vicinity of the evader,
i.e., edges belonging to the class Q;;, as this operation can also
result in decreasing the ranking of the evader according to all
three centrality measures. However, as discussed in Section IV,
the evader typically has the least amount of control over such
edges. Hence, for the sake of realism of the problem, we fo-
cus on the modifications of edges belonging to the first two
classes.

Let us now comment on the practical aspects of executing net-
work modifications as part of the evader’s strategy. In most cases,
the evader may remove edges that they are a part of relatively
easily, e.g., by ceasing contact with a specific acquaintance. On
the other hand, the addition of edges between neighbors might
be more demanding. In fact, forming connections with friends of
friends (i.e., triadic closure) is one of the driving mechanisms of
social network formation [43], [44]. What is more, research has
shown that two-thirds of Facebook users are willing to accept
friend requests from complete strangers [45], suggesting they
might be even more likely to accept invitations from friends of
friends. Nevertheless, to accommodate for situations in which
some of the edge additions or removals are impossible to imple-
ment, we introduce sets A and R that precisely designate which
network changes the evader is able to perform.

We now discuss the key differences between the above prob-
lem of Local Hiding and the problem of Disguising Centrality
studied by Waniek et al. [11]. First, instead of seeking the
optimal way of decreasing the value of the evader’s centrality
(which may not provide sufficient cover, especially if they are
still ranked among the top nodes in the network), we want the
position of the evader in the centrality-based ranking of all nodes
to drop below d. Second, we assume that the evader is only ca-
pable of rewiring edges within their network neighborhood—an
assumption that holds in many realistic settings, e.g., the evader
is able to disconnect herself from any of her friends, or even ask
two of them to befriend one another, but is unable to connect to
a complete stranger at will, or ask two strangers to befriend or
unfriend one another. We also comment on the key differences
between our Local Hiding problem and the problem of Hiding
Leaders studied by Waniek et al. [12], [14] in the context of
constructing covert networks. First, the authors divide the nodes
into leaders and the followers, where the changes in the network
are allowed only among the followers. Second, they only allow
edges to be added among the followers, meaning that no edge
can be removed from the network.

Below we present the proof of one of our results. Due to space
limitations, the remaining proofs can be found in Section S2 of
the supplementary materials, available online.

Theorem 1: The problem of Local Hiding is NP-complete
given the degree centrality.

Proof: The problem is trivially in NP, since after the addition
of a given set of edges A* and the removal of a given set of edges
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Fig. 1. An example of the construction used in the proof of Theorem 1 for
k = 3. Some edges are printed grey for better readability. Green dotted lines
correspond to the edges allowed to be added.

R* it is possible to compute the degree centrality of all nodes in
polynomial time.

Next, we prove that the problem is NP-hard. To this end,
we give a reduction from the NP-complete problem of Finding
k-Clique, where the goal is to determine whether there exist k
nodes in G that form a clique.

Given an instance of the problem of Finding k-Clique, defined
by k € N and anetwork G = (V, E), let us construct a network,

= (V',E'), as follows (an example of this construction is
presented in Fig. 1):

o V' ={l}uvu Uv v UNEM iz yu U (=),
. E':uvlev{w N UU, cv (o 2i5)} U
UziEV’{ Zi; U >} UU(Uq,U‘])éE{<vZ7/UJ)}

Now, consider an instance (H,v',b, ¢, 6, A, R) of the Local

Hiding problem where H = (V' E’) is the network we just con-
k(k—1)
2

structed, v' is the evader, b =
measure, § = k, A = F,and R = 0.

From the definition of the problem we know that the edges to
be added to H must be chosen from F, i.e., from the network
in the Finding k-Clique problem. Out of these edges, we need
to choose a subset, A* C F, as a solution to the Local Hiding
problem (as R = 0, we are not allowed to remove any edges). In
what follows, we will show a correspondence between a solution
to the constructed instance of the Local Hiding problem and a
solution to the given instance of the Finding k-Clique problem.

First, note that v' has the highest degree in H, which is n +
k — 2. Thus, in order for A* to be a solution to the constructed
Local Hiding problem instance, the addition of A* to H must
increase the degree of at least k£ nodes in V' such that each of
them has a degree of at least n + k — 1 (notice that the addition
of A* only increases the degrees of nodes in V, since we already
established that A* C F)). Since the degree of every node v; in
H equals n (because of the way H is constructed), then in order
to increase the degree of k£ such nodes to n + k — 1, each of
them must be an end of at least £ — 1 edges in A*.

Assume that there exists a solution V* to the given instance
of the Finding k-Clique problem, i.e., a subset V* C V of size k
forming a clique in G. We will show that V* x V* is a solution
to the constructed instance of the Local Hiding problem. Since
the nodes in V* form a clique in G, we have that V* x V* C F.
Since A = F, we also have that V* x V* C A. Finally, since
the nodes in V* form a clique in G, the addition of V* x V* to

, ¢ 1s the degree centrality
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H increases the degree of each of the k& nodes in V* by exactly
k — 1. We showed that if there exists a solution to the given
instance of the Finding k-Clique problem, then there also exists a
solution to the constructed instance of the Local Hiding problem.

Assume that there exists a solution to the constructed instance
of the Local Hiding problem, i.e., A* C A the addition of which
to H increases the degree of at least k& nodes in V' by at least
k — 1. However, since the budget is b = k(k; 1) , then the only
possible choice of A* is the one that increases the degree of
exactly k nodes in V' by exactly k — 1 each. Hence, the edges
in A* induce a clique of size k in A. However, since A= F, the
same edges also induce a clique of size k in G. We showed that
if there exists a solution to the constructed instance of the Local
Hiding problem, then there also exists a solution to the given
instance of the Finding k-Clique problem. (Il

We proved that a solution to the given instance of the Finding
k-Clique problem exists if and only if there exists a solution to
the constructed instance of the Local Hiding problem.

B. Approximation Version of the Problem

Having discussed the decision version of the Local Hiding
problem, let us now define its approximation version.

Definition 2 (Minimum Local Hiding): This problem is de-
fined by a tuple (G, vf, ¢, d, A, R), where G = (V, E) is a net-
work, v € V is the evader, ¢ is a centrality measure, A C
N(v') x N(vf) is the set of edges allowed to be added, R C
{v'} x N(v') is the set of edges allowed to be removed, and
0 € N is the safety margin. The goal is to identify a set of edges
to be added, A* C fl, and a set of edges to be removed, R* C }?,
such that |A*| + |R*| is minimal and the resulting network
(V,(EU A*)\ R*) contains at least 6 nodes with centrality ¢
greater than that of the evader.

Notice that while in the Local Hiding problem we asked
whether or not there exists a solution within a certain budget,
in the Minimum Local Hiding problem we are looking for a
solution that is as small as possible (hence, we are accepting
solutions that are not of the optimal size). This key difference
results in distinct way of analyzing this class of problems, as we
will see in the proofs below.

Due to space limitations, the proofs of our results can be found
in Section S2 of the supplementary materials, available online.

VI. THE SEEKER-EVADER GAME

Having analyzed the computational complexity of the prob-
lem faced by the evader, we now move to defining the confronta-
tion between the seeker and the evader as a game.

A. The Game Definition

The game takes place between two players: the seeker who is
a party analyzing a social network, and the evader who is one
of the nodes of the social network analyzed by the seeker. The
seeker uses a centrality measure to identify the most important
node of the social network, while the evader wishes to avoid
being pinpointed as the most important node.
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Fig. 2. The evader’s utility functions given d = 20 and k = % The dashed
blue lines represent the inflection points of both functions.

We model this confrontation as a Stackelberg game [46]. A
Stackelberg game is a game between two players, a leader and a
follower. The leader moves first, selecting one of their strategies.
This move is observed by the follower, who then select one of
their strategies as a response. In our case, the leader player is
the seeker, whose set of strategies C's consists of the centrality
measures that can be used to analyze the network. The follower
player is the evader, who observes the centrality measure used by
the seeker and selects a strategy from the set =g. Each strategy
of the evader consists of removing some edges from the network
and adding some edges to the network.

We now discuss the utility functions of both players, starting
with this of the evader. In the theoretical analysis presented so
far we focused our attention on the problem of lowering the
centrality ranking of the evader. Here, we introduce another
factor that can motivate the evader, i.e., their influence over
the network, measured using one of the models presented in
Section III-C.

Let ¢ € Cg be the strategy selected by the seeker, and let
& € = be the strategy selected by the evader. We define the
utility of the evader as:

Ue(g,c,€) = oU(c,€) + (1 — 9)UL(€)

where:

e UZL(c, ) is the evader’s utility coming from their ranking
position according to the centrality measure c selected
by the seeker, in the network resulting from introducing
network modification &,

e UL(¢) is the evader’s utility coming from the change in
her influence over the network after introducing network
modification &,

* pe{tg, .., 87} = ®is the type of the evader (with
m being the number of types) determining whether the
evader is more focused on their ranking position or their
influence.

Next, we discuss the formulas of U*(¢, ¢) and U/ (¢). Fig. 2
presents the plots of both functions. The evader’s utility based
on the centrality ranking is defined as:

1 B

R — _ =
Ue (C7 5) - o (1 + e*k(p(c,f)fd)) OZ’

where e is Euler’s number, p(c, £) is the evader’s position in the
ranking of c¢ after executing network modification &, k is the

curve steepness, d is the inflection point, 3 = m, and
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a =1 —2f. In our simulations we use the values of d = 5 and
k=3,

Notice that the function defined this way has a number of
desirable properties. First, if the evader is ranked first, i.e.,
p(c, &) = 1, their utility is equal to zero. Second, as the evader
becomes more hidden their utility increases, i.e., U%(c, §) in-
creases with p(c, £). Third, the function is convex for p(c, §) <
d, i.e., the marginal gain in utility increases with the evader’s
ranking, until the evader reaches position d. Fourth, the function
is concave for p(c, &) > d, i.e., further decreasing the evader’s
ranking beyond position d has diminishing returns.

The evader’s utility based on the influence is defined as:

_ [0,
vle={"5t

if 1(€) > 0
if(§) <0

where 1(£) is the relative change in the evader’s influence after
executing the strategy &, i.e., ¥(§) = L(fziof“’ with ¢¢ and ¢(§)
denoting the evader’s influence before and after executing the
strategy £ respectively.

Let us now comment on the properties of the function defined
this way. First, U/ (€) is concave for 1/(¢) < 0, i.e., the marginal
loss in utility grows with the loss in influence. Intuitively, this
can be interpreted as the evader who does not mind a negligible
loss of influence, but strongly opposes a significant decrease.
Second, throughout its domain the value of U/ (¢) has a similar
order of magnitude to the value of UZ(c, ¢), meaning that the
aggregated utility of the evader U, (¢, ¢, ) is not dominated by
any of those two utilities.

‘We now describe the utility function of the seeker. The seeker-
evader game is a zero-sum game. Hence, the goal of the seeker
is to minimize the total utility of the evader, i.e., the utility of the
seeker is Uy (¢, ¢, &) = —Ue(0, ¢, £). We assume that the utility
functions of both players and the distribution of the evader types
are common knowledge, while the actual type of the evader is
unknown to the seeker.

B. Finding the Optimal Strategies

We now formulate the problem of identifying the optimal
strategies of the seeker and the evader as a mixed-integer
quadratic program (MIQP). As a reminder, the set of strategies
of the seeker consists of centrality measures that can be used
to analyze the network, while the set of strategies of the evader
consists of different ways of rewiring the network. Let t(¢) be
the probability that the evader type is ¢. Since the seeker knows
the distribution of the evader’s types, but not the actual type,
they are likely to use a mixed strategy, trying to optimize the
choice of centrality based on different types of the evader they
might be facing. Let p(c) be the probability that the seeker plays
pure strategy ¢ € C's. Moreover, let ¢(¢, &) be the probability
that an evader of type ¢ plays pure strategy & € =Zp. Notice that
since the evader observes the strategy chosen by the seeker and
moves second, they can restrict their choice to pure strategies,
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i.e., we have that VycoVeez,q(¢,€) € {0, 1}. The problem of
finding the optimal strategies can now be formulated as follows.

Definition 3 (MIQP formulation): The mixed-integer quad-
ratic program finding the optimal strategies is:

max Y Y D HAp(e)a(6,E)Us(9,¢,€)

pe® ceCg EEER

subjectto > p(c) =1 (i)
ceCe
Voca EZ: q9(¢,€) =1 (i)
VocaVeez, al9) 2 zcj P(OUe(9,¢,6) (iii)
VocaVees, a(¢) < (1—q(,€))n+ XC: p()Ue(,¢,€)

VCECS p(C) € [07 1]
VoeaVeezy 4(4,€) € {0, 1}

Vseo a(d) € R @iv)

Constraints (i) and (ii) define the probability distributions over
strategies of both players. Notice that since Vyca Veez,, ¢(0, &) €
{0, 1}, the constraint (ii) implies that for a given ¢ € ¢ we have
q(¢,&) =1 for exactly one strategy £, and ¢(¢, &) = 0 for all
other strategies. Moreover, 7 € R is an arbitrarily large number.
It implies that if ¢(¢,&*) =1, i.e., if £ € Zg is the strategy
selected by the evader, we get:

a(@) = Y p(e)Ue(o,c,£).

ceCg

Similarly, if ¢(¢,£') =0, i.e., if & € Eg is not the strategy
selected by the evader, then constraint (iv) is automatically satis-
fied. Hence, constraints (iii) and (iv) imply that fora given ¢ € ¢
the strategy selected by the evader maximizes their expected

payoff.
Assume to the contrary, i.e., that there exist strategies
g eZg such that ¢(¢,&*) =1, q(¢,&)=0, and

Ycccs P(QUe(9,¢,8) > > co, P(AUe(d, ¢, &), ie., the
strategy &’ that is not get selected has a better expected payoff
than the selected strategy £*. However, this would violate
constraint (iii), which requires that:

a(@) = Y p(Ue(d,¢,6) > Y p(e)Uec(e,c,¢)).

ceCg ceCg

Therefore, such strategies &', £* € Eg cannot exist, and the
evader plays the strategy maximizing their expected payoff.

In order to solve the problem efficiently, we linearize it based
on procedure described by Paruchuri et al. [47]. The main idea of
the procedure is based on introducing the variable z(¢, ¢, §) =
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p(c)q(@, ). The problem can then be formulated as a mixed-
integer linear program (MILP) as follows.

Definition 4 (MILP formulation): The mixed-integer linear
program finding the optimal strategies is:

max Y D Ho

pe® ceCg EEER

subject to Vgca Z Z (¢,c,6) =1 (D)

ceCg E€ER

Voeo Y q(¢,€) =1 )

{€ER

v(bE@VCECs Z Z(¢7 ¢, g) =

§EER

VoeaVeez, Y 2(6,¢,8) = q($,€) “

ceCys

(@)= ) Uel,c.8) > 2(¢,¢,¢)

ceCg [ 4E=N0)
®)

2(¢, ¢, §)Us(9, ¢, §)

> 2008 3

£EEER

VocoVeez, a

vd)E@VgEEE a’(¢) S (1 - q(¢,£))7]
+ Y Ueld,e,6) Y 2(e,6,€)

ceCs =
z(¢,¢,€) € [0,1]
VoeaVeez, q(¢,€) €{0,1}
Voea a(p) € R (6)

VocoVeecs Veem,

The formal proof that the linearized version of the formulation
indeed describes the same problem as the MIQP formulation can
be found in Section S3 of the supplementary materials, available
online.

VII. EMPIRICAL ANALYSIS

In this section we present the results of our simulations. We
first detail the network datasets and random network generation
models that we use. Then, we describe the results of our exper-
iments with the sensitivity of centrality measures. Finally, we
present the experimental analysis of the seeker-evader game.

A. Network Datasets and Models

In our experiments we consider the following real-life net-
work datasets (their characteristics are presented in Table IV):

e WTC [48]—the network of terrorists responsible for the
9/11 attacks in 2001.

® Madrid [49]—the network of terrorists responsible for the
2004 Madrid train bombings.

® Bali [50]—the network of terrorists responsible for the
2002 Bali bombing.

® Ambassador [51]—the network of terrorists responsible
for the Philippines ambassador Jakarta residence bombing
in 2000.
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TABLE IV
CHARACTERISTICS OF THE REAL-LIFE DATASETS CONSIDERED IN OUR
SIMULATIONS
Network Nodes Edges All strategies Undominated
strategies

WTC 36 64 10,902 205
Madrid 70 98 3,213 124
Bali 17 63 30,913 30
Ambassador 16 69 52,462 123
Facebook 44 138 32,567 92

® Facebook [52]—ego network of a student of one of the
American colleges.

We also consider the following random network models:

® Barabdsi-Albert networks [53]—preferential attachment
networks with scale-free degree distribution. In our experi-
ments we add 5 links with each new node (which results in
the expected degree of 10) and we set the size of the initial
clique to 5.

® Erdds-Rényi networks [54]—networks with the structure
of a random graph. In our experiments we set the expected
average degree to 10

o Watts-Strogatz networks [55]— networks exhibiting the
small world property. In our experiments we set the ex-
pected average degree to 10 and the probability of rewiring
to ;.

e Newman networks [56]—networks with the scale-free
structure, but without the preferential attachment property,
generated using the configuration model. In our experi-
ments we set the configuration model parameter to 2.3.

® Priifer networks [57]—random trees generated using
Priifer sequences. We use sequences where each element
is chosen uniformly at random from set {1,...,n}.

B. Sensitivity of Centrality Measures

In Section IV we investigated what changes in ranking are
possible after addition or removal of an edge belonging to one
of the three classes: edges incident with the evader (;, edges
between the neighbors of the evader (g, and other edges (?t.
However, even though our analysis resolved whether the ranking
change can happen or not, it remains unclear how probable it
is to happen. To resolve this issue, we now perform empirical
analysis.

The networks that we consider are described in Section S4 of
the supplementary materials, available online. We use the real-
life networks as they are, whereas for each of the random models
we generate 1,000 networks with 100 nodes. For network under
consideration G = (V, E') (whether real-life or random) we
compute the initial rankings of degree, closeness, betweeness,
and eigenvector centralities. For each pair of nodes v, w € V'
we consider a network G’ resulting from either adding (v, w)
to G (in case (v, w) ¢ E), or removing (v, w) from G (in case
(v,w) € E). We then compute the rankings of all centralities
in G’ and for every node in the network we record how its
ranking positions changed as a result of adding or removing
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(v, w) (notice that for every node in the network the edge (v, w)
belongs either to class d, C;, or Cg).

Some of the results of our simulations are presented in Fig. 3,
the remaining results can be found in Figs. S7 and S8 in the
supplementary materials, available online. As it can be seen
from the figures, in the vast majority of cases we are able to
predict whether the ranking will increase or decrease with high
certainty. For example, the removal of an edge belonging to
the class d almost always results in a decrease in ranking,
while the addition of such edge in an increase. For edges
belonging to classes (g and (;, the possibility that the ranking
will not change at all becomes significant (indeed, it is often
the most probable outcome). However, if we disregard network
modifications that do not affect centrality rankings, either the
decrease or the increase in ranking is much more probable than

its counterpart in most cases. Hence, even without knowledge
necessary to compute the centrality ranking, e.g., information
about the structure of the entire network, we can usually predict
how a given network modification will affect the centrality
rankings.

There remains a question about the magnitude of the ranking
change, i.e., even if we can predict whether the centrality ranking
of the evader will increase or decrease, can we predict the number
of positions by which it will change? Fig. 4 presents some of
our results regarding the magnitude of the ranking change, the
remaining results can be found in Fig. SO in the supplementary
materials, available online. As can be seen from the figure,
adding or removing edges belonging to the class d, ie., edge
incident with the evader, not only gives the greatest chance of
predicting whether the ranking will increase or decrease, but also
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said change will have the greatest magnitude. Class (; offers
significantly smaller ranking changes, with class (g being the
least effective in shifting the ranking of the evader. From the
point of view of the evader these results are promising, as edges
belonging to the class (] are also those the evader has the greatest
amount of control over.

C. Seeker-Evader Game Experiments

In this section we present an empirical analysis of the seeker-
evader game. We first describe the experimental procedure,
before presenting results for real-life and random networks.

For a given network G = (V, E)) we first select the evader
vl € V as the node with the highest average position in rank-
ings generated by the four centrality measures considered in
this study, i.e., degree, closeness, betweenness, and eigenvector
centralities. We then generate strategies of the evader. The exact
set of strategies under consideration depends on whether we
consider real-life or random networks and is described in detail
below.

For each evader strategy, we then execute it on the original
network and compute the evader’s ranking positions according
to all four centrality, as well as the evader’s influence according
to the independent cascade model with the activation probabil-
ity p = 0.1, and the linear threshold model with the uniform
distribution of thresholds. We consider the set of evader’s types
® = {.25,.50,.75}. For each evader type, we compute the value
of U, using the formula presented in Section VI-A, with the
influence value of the evader being taken as an average over the
two influence models mentioned above.

Finally, we compute the equilibrium of the seeker-evader
game by using the MILP formulation presented in Section VI-B.

To this end, we utilize the PuLP library version 2.6.0 in Python
version 3.7.9.

We now empirically analyze the seeker-evader game in real-
life networks. Given the reasonable size of these networks, we
are able to generate all possible strategies of the evader with the
budget of at most b = 4 (for WTC and Madrid datasets) or at
most b = 3 (for the other datasets). In other words, we generate
all k-subsets of edges between the evader and their neighbors R
(that can be removed from the network) and non-edges between
the neighbors of the evader A (that can be added to the network)
for £ < b. To speed up the MILP computation, we remove all
evader strategies that are dominated by another strategy, i.e., we
remove a strategy if another strategy is at least as good according
to all four centrality measures and both influence measures. The
number of remaining (undominated) strategies is presented in
the last column of Table IV. Notice that increasing the size of
the network causes the growth of the set of potential evader
strategies, but does not affect the effectiveness of the equilibria
computation once the effective strategies against each centrality
measure have been identified. Here, we consider smaller net-
works to be able to exhaustively search the space of all strategies.
Below, we use MILP to compute equilibria in networks up to
100,000 nodes while focusing on a set of particularly effective
evader strategies.

First, we investigate the utility of the evader U, depending
on the composition of the strategy, i.e., the number of removed
edges from R, and the number of added edges from A.Fi 2.510in
the supplementary materials, available online, presents the value
of U, with the ranking of the evader taken as the average ranking
over the four centrality measures. As it can be seen from the
figure, the greatest utility of the evader is consistently achieved
for strategies that focus on edge removal, as opposed to edge
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addition. What is more, greater utility can be achieved by the
evaders focused on their centrality ranking (greater values of ¢),
rather than by the evaders focused on their influence (smaller
values of ¢).

The results regarding the equilibria of the seeker-evader game
are presented in Fig. S11 in the supplementary materials, avail-
able online. As it can be seen, in most networks the mixed strat-
egy of the seeker involves almost exclusively using a particular
centrality (the only exceptions being the WTC network). How-
ever, the exact centrality used by the seeker strongly depends on
the network under consideration. Similarly, the evader usually
uses the same strategy in a given network, no matter their type.
The exact strategy choice depends on the network, although
strong preference for the strategies focused on edge removal
can be observed. As for the utility of the evader, we can see
that evaders with greater values of ¢, i.e., evaders more focused
on the centrality ranking rather than influence value, are able to
achieve better expected utility.

We now move to the empirical analysis of the seeker-evader
game in random networks. In our simulations we generate
networks with 100,000 nodes. Given the significant size of
the networks, we are unable to generate all possible strategies
of the evader. Instead, we consider the repeated use of the
hiding heuristic ROAM (Remove One, Add Many) proposed by
Waniek et al. [11]. A single execution of ROAM with budget k
(which we will denote ROAM(k)) comprises of removing the
connection between the evader v and their neighbor with the
greatest degree v*, followed by connecting v* to k — 1 other
neighbors of v! with the lowest degrees. In our experiments with
random networks we assume the total hiding budget of b = 12,
and we consider evader strategies consisting of repeatedly ex-
ecuting one of the strategies ROAM(1), ROAM(2), ROAM(3),

or ROAM(4). In other words, we consider the following four
evader strategies:

e executing ROAM(1) twelve times, which in total removes
twelve edges from the network,

e executing ROAM(2) six times, which in total removes six
edges from the network and adds six edges to the network,

e executing ROAM(3) four times, which in total removes
four edges from the network and adds eight edges to the
network,

e executing ROAM(4) three times, which in total removes
three edges from the network and adds nine edges to the
network.

Fig. 5 presents the results regarding the utility of the evader
with the ranking of the evader taken as the average ranking over
the four centrality measures. As can be seen, running ROAM(k)
heuristic with greater values of k (i.e., focusing on edge addi-
tion, as opposed to edge removal) is slightly detrimental to the
utility corresponding to centrality ranking, but it significantly
improves the utility corresponding to the influence value. As
for the evader types, we observe similar results to those in the
real-life networks, with the evaders focused on their centrality
ranking (greater values of ¢), attaining greater utility values
than the evaders focused on the influence (smaller values of ¢).
Altogether, the utility of the evader seems to be driven by their
desire to maintain the influence over the network, as in terms of
hiding from centrality measures, the considered strategies offer
comparable performance. This is consistent with our findings
regarding the equilibria of the game.

Fig. 6 presents the results pertaining to the equilibria of the
seeker-evader game in random networks. As it can be seen, the
centrality measure used by the seeker varies significantly be-
tween the network types. As for the evader’s strategy, ROAM(4)
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Fig. 6. The seeker-evader game equilibria in random networks. Each column corresponds to a different network generation model. Each pie chart in the first

row presents the mixed strategy selected by the seeeker in an equilibrium of the seeker-evader game. Each group of bars in the second row presents the strategy
the evader, with each bar corresponding to a different type of the evader. Each group of bars in the third row presents the expected utility of the evader, with each
bar corresponding to a different type of the evader. The results are presented as an average over 100 networks with 100,000 nodes and the average degree of 10
generated for each model. The error bars (very narrow in some cases) represent 95% confidence intervals.

is the most commonly used, although for all network structures
other ways of hiding are also in use. As for the utility of the
evader, we can observe that evaders who are more focused on
the centrality ranking rather than influence value achieve greater
expected utility.

VIII. CONCLUSION

In this work, we analyzed the problem of strategically de-
creasing the evader’s centrality ranking in a social network by
performing local edge perturbations. First, we investigated what
ranking changes are possible after adding or removing a single
edge, depending on whether that edge is incident with the evader,
between two of the evader’s friends, or outside the evader’s local
neighborhood. In the case of degree centrality it is usually easy
to predict both the direction of the ranking change (i.e., whether
the ranking increases or decreases) and its magnitude (i.e., by
how many positions does the ranking change). However, in the
case of closeness and betweenness centrality measures, it is most
often impossible to make such predictions. Second, we analyzed
the computational complexity of the problem faced by the evader
when adding or removing multiple edges, rather than a single
one, to reduce the evader’s ranking. We found that identifying
the best possible way of hiding from a given centrality measure

is most probably impossible (i.e., the corresponding decision
problems are NP-complete), and that optimal solution is usually
difficult to approximate (although we were able to identify a
2-approximation algorithm for the degree centrality). Third, we
modeled the confrontation between the seeker and the evader
as a Stackelberg game. We not only defined the strategies and
the utility functions of both players, but we also showed a
mixed-integer linear programming formulation of identifying
an equilibrium. Fourth, we used simulations on real-life and
randomly generated networks to study the effect of a single edge
addition or removal on the evader’s ranking. We found that even
if it is impossible to predict said effect with absolute certainty,
based on our results it is possible to make an educated guess
in the vast majority of cases. Finally, we perform an empirical
analysis of the seeker-evader game on networks. We found that
while the exact strategies used by both players vary significantly
between settings, the evader usually favors strategies including
edge removal. Moreover, evaders who are more focused on
their centrality ranking, as opposed to their influence value, can
generally achieve greater utility. Altogether, our study provides
abroad analysis of the strategic aspects of hiding from centrality
measures in social networks.

Our work can be extended in a number of ways. First, in
this study, we focus on the case of a single evader. However,
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one could consider a setting with multiple evaders, either co-
operating with each other (i.e., wishing to hide as a group) or
confronting each other (i.e., working towards exposing their
opponents to the seeker while at the same time remaining
hidden), with each variant of the setting posing unique chal-
lenges. In the case of cooperating evaders, the strategy space
available to them would grow significantly, potentially requiring
new computational methods to find effective sets of network
modification, while the seeker might apply group centrality
measures rather than the standard tools considered in this work.
On the other hand, the case of adversarial evaders would greatly
complicate the computation of equilibria, changing the decision
of the evader from simply selecting the best response to taking
into consideration the strategic incentives of all other evaders.
Second, we considered the most popular centrality measures, as
they are most widely implemented in actual software used for
network analysis. However, one could study a broader portfolio
of centrality measures, e.g., those based on game theory [58].
Alternatively, one could consider a similar setting in an dif-
ferent network class, e.g., in temporal networks [59] or multi-
layer networks [60]. Finally, equivalents of the seeker-evader
game presented in this work can be developed for other social
network analysis tools that already have hiding tools against
unsuspecting seeker. Potential candidates include link predic-
tion algorithms [19], [20], [21], node similarity measures [22],
community detection algorithms [11], [23], [24], and source
detection algorithms [25].

REFERENCES

[1] A. Bavelas, “A mathematical model for group structures,” Hum. Org.,
vol. 7, no. 3, pp. 16-30, 1948.

[2] N. E. Friedkin, “Theoretical foundations for centrality measures,” Amer.
J. Sociol., vol. 96, no. 6, pp. 1478-1504, 1991.

[3] C. Morselli, “Assessing vulnerable and strategic positions in a criminal
network,” J. Contemporary Criminal Justice, vol. 26, no. 4, pp. 382-392,
2010.

[4] R. H. Lindelauf, H. J. Hamers, and B. Husslage, “Cooperative game
theoretic centrality analysis of terrorist networks: The cases of Jemaah
Islamiyah and Al Qaeda,” Eur. J. Oper. Res., vol. 229, no. 1, pp. 230-238,
2013.

[5] M. Waniek, J. Woznica, K. Zhou, Y. Vorobeychik, T. Rahwan, and T. P.
Michalak, “Strategic evasion of centrality measures,” in Proc. 20th Int.
Conf. Auton. Agents Multiagent Syst., 2021, pp. 1389-1397.

[6] M. Papagelis, “Refining social graph connectivity via shortcut edge addi-
tion,” ACM Trans. Knowl. Discov. Data, vol. 10, no. 2, pp. 1-35, 2015.

[7] B. Wilder, H.-C. Ou, K. de la Haye, and M. Tambe, “Optimizing network
structure for preventative health,” in Proc. 17th Int. Conf. Auton. Agents
MultiAgent Syst., 2018, pp. 841-849.

[8] B.-Y. Hsu, C.-Y. Shen, and X. Yan, “Network intervention for mental
disorders with minimum small dense subgroups,” IEEE Trans. Knowl.
Data Eng., vol. 33, no. 5, pp. 2121-2136, May 2021.

[9] P.Crescenzi, G. D’angelo, L. Severini, and Y. Velaj, “Greedily improving
our own closeness centrality in a network,” ACM Trans. Knowl. Discov.
Data, vol. 11, no. 1, pp. 1-32, 2016.

[10] H.-J. Hung, W.-C. Lee, D.-N. Yang, C.-Y. Shen, Z. Lei, and S.-M. Chow,
“Efficient algorithms towards network intervention,” in Proc. Web Conf.,
2020, pp. 2021-2031.

[11] M. Waniek, T. P. Michalak, M. J. Wooldridge, and T. Rahwan, “Hiding
individuals and communities in a social network,” Nature Hum. Behav.,
vol. 2, no. 2, 2018, Art. no. 139.

[12] M. Waniek, T. P. Michalak, T. Rahwan, and M. Wooldridge, “On the con-
struction of covert networks,” in Proc. 16th Conf. Auton. Agents Multiagent
Syst. Int. Found. Auton. Agents Multiagent Syst., 2017, pp. 1341-1349.

[13] P.Dey and S. Medya, “Covert networks: How hard is it to hide?,” in Proc.
18th Int. Conf. Auton. Agents MultiAgent Syst., Montreal, Canada, 2019,
pp. 628-637.

IEEE TRANSACTIONS ON KNOWLEDGE AND DATA ENGINEERING, VOL. 35, NO. 10, OCTOBER 2023

[14] M. Waniek, T. P. Michalak, M. Wooldridge, and T. Rahwan, “How mem-
bers of covert networks conceal the identities of their leaders,” ACM Trans.
Intell. Syst. Technol., vol. 13, no. 1, pp. 1-29, 2021.

[15] T. Was, M. Waniek, T. Rahwan, and T. Michalak, “The manipulabil-
ity of centrality measures-an axiomatic approach,” in Proc. 19th Int.
Conf. Auton. Agents Multiagent Syst., Auckland, New Zealand, 2020,
pp. 1467-1475.

[16] M. Waniek, T. Michalak, and T. Rahwan, “Hiding in multilayer net-
works,” in Proc. AAAI Conf. Artif. Intell., New York, USA, 2020,
pp. 1021-1028.

[17] M. Waniek, P. Holme, and T. Rahwan, “Hiding in temporal networks,”
IEEE Trans. Netw. Sci. Eng., vol. 9, no. 3, pp. 1645-1657, May/Jun. 2022.

[18] W. Jinet al., “Adversarial attacks and defenses on graphs: A review, a tool
and empirical studies,” 2020, arXiv:2003.00653.

[19] S. Yuet al., “Target defense against link-prediction-based attacks via
evolutionary perturbations,” IEEE Trans. Knowl. Data Eng., vol. 33, no. 2,
pp. 754-767, Feb. 2021.

[20] M. Waniek, K. Zhou, Y. Vorobeychik, E. Moro, T. P. Michalak, and T. Rah-
wan, “How to hide one’s relationships from link prediction algorithms,”
Sci. Rep., vol. 9, no. 1, pp. 1-10, 2019.

[21] K. Zhou, T. P. Michalak, M. Waniek, T. Rahwan, and Y. Vorobeychik,
“Attacking similarity-based link prediction in social networks,” in Proc.
18th Int. Conf. Auton. Agents Multi-Agent Syst., Montreal, Canada, 2019,
pp. 305-313.

[22] P. Dey and S. Medya, “Manipulating node similarity measures in net-
works,” in Proc. 19th Int. Conf. Auton. Agents MultiAgent Syst., 2020, pp.
321-329.

[23] J. Li, H. Zhang, Z. Han, Y. Rong, H. Cheng, and J. Huang, “Adversarial
attack on community detection by hiding individuals,” in Proc. Web Conf.,
2020, pp. 917-927.

[24] J.Jia, B. Wang, X. Cao, and N. Z. Gong, “Certified robustness of commu-
nity detection against adversarial structural perturbation via randomized
smoothing,” in Proc. Web Conf., 2020, pp. 2718-2724.

[25] M. Waniek, M. Cebrian, P. Holme, and T. Rahwan, “Social diffusion
sources can escape detection,” iScience, vol. 25, 2022, Art. no. 104956.

[26] M. T. Godziszewski, T. P. Michalak, M. Waniek, T. Rahwan, K. Zhou, and
Y. Zhu, “Attacking similarity-based sign prediction,” in Proc. IEEE Int.
Conf. Data Mining, 2021, pp. 1072-1077.

[27] L. Sunet al., “Adversarial attack and defense on graph data: A survey,”
2018, arXiv:1812.10528.

[28] W. Jinet al., “Adversarial attacks and defenses on graphs,” ACM SIGKDD
Explorations Newslett., vol. 22, no. 2, pp. 19-34, 2021.

[29] A. Bojchevski and S. Giinnemann, “Adversarial attacks on node em-
beddings via graph poisoning,” in Proc. Int. Conf. Mach. Learn., 2019,
pp. 695-704.

[30] B. Wang and N. Z. Gong, “Attacking graph-based classification via ma-
nipulating the graph structure,” in Proc. ACM SIGSAC Conf. Comput.
Commun. Secur., New York, USA, 2019, pp. 2023-2040.

[31] D. Ziigner and S. Gilinnemann, “Adversarial attacks on graph neural
networks via meta learning,” in Proc. Int. Conf. Learn. Representations,
2018, pp. 673-683.

[32] H. Daiet al., “Adversarial attack on graph structured data,” in Proc. Int.
Conf. Mach. Learn., Stockholm, Sweden, 2018, pp. 1115-1124.

[33] H. Wu, C. Wang, Y. Tyshetskiy, A. Docherty, K. Lu, and
L. Zhu, “Adversarial examples for graph data: Deep insights into at-
tack and defense,” in Proc. 28th Int. Joint Conf. Artif. Intell., 2019,
pp. 4816-4823.

[34] Y. Ma, S. Wang, T. Derr, L. Wu, and J. Tang, “Attacking graph convolu-
tional networks via rewiring,” 2019, arXiv:1906.03750.

[35] M. Waniek, T. P. Michalak, and A. Alshamsi, “Strategic attack & defense
in security diffusion games,” ACM Trans. Intell. Syst. Technol., vol. 11,
no. 1, pp. 1-35, 2019.

[36] M. E. Shaw, “Group structure and the behavior of individuals in small
groups,” J. Psychol., vol. 38, no. 1, pp. 139-149, 1954.

[37] M. A.Beauchamp, “Animproved index of centrality,” Behav. Sci., vol. 10,
no. 2, pp. 161-163, 1965.

[38] J. M. Anthonisse, “The rush in a directed graph,” Stichting Mathematisch
Centrum. Mathematische Besliskunde, vol. 71, no. BNO9, pp. 1-10, 1971.

[39] L. C. Freeman, “A set of measures of centrality based on betweenness,”
Sociometry, vol. 40, no. 1, pp. 35-41, 1977.

[40] P. Bonacich, “Power and centrality: A family of measures,” Amer. J.
Sociol., vol. 92, no. 5, pp. 11701182, 1987.

[41] J. Goldenberg, B. Libai, and E. Muller, “Using complex systems analysis
to advance marketing theory development: Modeling heterogeneity ef-
fects on new product growth through stochastic cellular automata,” Acad.
Marketing Sci. Rev., vol. 9, no. 3, pp. 1-18, 2001.



WANIEK et al.: HIDING FROM CENTRALITY MEASURES: A STACKELBERG GAME PERSPECTIVE 10071

[42]

[43]

[44]

[45]

[46]

[47]

[48]

[49]

[50]

[51]

[52]
[53]
[54]
[55]
[56]
(571
(58]
[59]

[60]

D. Kempe, J. Kleinberg, and E. Tardos, “Maximizing the spread of in-
fluence through a social network,” in Proc. 9th ACM SIGKDD Int. Conf.
Knowl. Discov. Data Mining, New York, NY, USA, 2003, pp. 137-146.
M. O.Jackson and B. W. Rogers, “Meeting strangers and friends of friends:
How random are social networks?,” Amer. Econ. Rev., vol. 97, no. 3,
pp- 890-915, 2007.

G. Bianconi, R. K. Darst, J. Iacovacci, and S. Fortunato, “Triadic closure
as a basic generating mechanism of communities in complex networks,”
Phys. Rev. E, vol. 90, Oct. 2014, Art. no. 042806. [Online]. Available:
https://link.aps.org/doi/10.1103/PhysRevE.90.042806

M. Adrian, M. Moreno, S. Nicodimos, E. McCauley, and A. V. Stoep,
“Research strategy for health sciences: Facebook friend request is non-
differentially accepted in a diverse, young adult population,” Nurs. Health
Sci., vol. 21, no. 1, pp. 71-77, 2019.

H. V. Stackelberg, Market Structure and Equilibrium. Berlin, Ger-
many:Springer, 2010.

P. Paruchuri, J. P. Pearce, J. Marecki, M. Tambe, F. Ordonez, and S. Kraus,
“Playing games for security: An efficient exact algorithm for solving
Bayesian Stackelberg games,” in Proc. 7th Int. Joint Conf. Auton. Agents
Multiagent Syst., 2008, pp. 895-902.

V. E. Krebs, “Mapping networks of terrorist cells,” Connections, vol. 24,
no. 3, pp. 43-52, 2002.

B. Hayes, “Connecting the dots can the tools of graph theory and social-
network studies unravel the next big plot?,” Amer. Scientist, vol. 94, no. 5,
pp. 400-404, 2006.

S. Koschade, “A social network analysis of Jemaah Islamiyah: The ap-
plications to counterterrorism and intelligence,” Stud. Conflict Terrorism,
vol. 29, no. 6, pp. 559-575, 2006.

D. Wright, “The John Jay & ARTIS transnational terrorism database,”
2009. Accessed: Oct. 28, 2016. [Online]. Available: http://doitapps.jjay.
cuny.edu/jjatt/

J. Leskovec and J. J. Mcauley, “Learning to discover social circles in ego
networks,” in Proc. Int. Conf. Neural Inf. Process. Syst.,2012, pp. 539-547.
A.-L. Barabdsi and R. Albert, “Emergence of scaling in random networks,”
Science, vol. 286, no. 5439, pp. 509-512, 1999.

P.Erd6s and A. Rényi, “Onrandom graphs I,” Publicationes Mathematicae
Debrecen, vol. 6, pp. 290-297, 1959.

D. J. Watts and S. H. Strogatz, “Collective dynamics of ‘small-world’
networks,” Nature, vol. 393, no. 6684, pp. 440442, 1998.

M. E. Newman, “The structure and function of complex networks,” STAM
Rev., vol. 45, no. 2, pp. 167-256, 2003.

H. Priifer, “Neuer beweis eines Satzes iiber permutationen,” Archiv der
Mathematik und Physik, vol. 27, pp. 142—144, 1918.

O. Skibski, T. P. Michalak, and T. Rahwan, “Axiomatic characterization of
game-theoretic centrality,” J. Artif. Intell. Res., vol. 62, pp. 33—68, 2018.
P. Holme and J. Saramiki, “Temporal networks,” Phys. Rep., vol. 519,
no. 3, pp. 97-125, 2012.

M. Kiveld, A. Arenas, M. Barthelemy, J. P. Gleeson, Y. Moreno, and M. A.
Porter, “Multilayer networks,” J. Complex Netw., vol. 2, no. 3, pp. 203-271,
2014.

Marcin Waniek received the PhD degree in computer
science from the University of Warsaw, Poland. He
is a post-doctoral associate with Computer Science
Department, New York University Abu Dhabi. His
research interests lie in social network analysis, graph
theory, computational complexity theory, artificial in-
telligence, and game theory. It earned him the Polish
Artificial Intelligence Society Award for the Best PhD
dissertation in artificial intelligence in 2017.

Jan Woznica received the graduate degree from the
Faculty of Economic Sciences, University of Warsaw,
in 2017. He is currently a software developer with
Scanye.

Kai Zhou received the PhD degree from the De-
partment of Electrical and Computer Engineering,
Michigan State University, in 2018. He is an assistant
professor with the Department of Computing, Hong
Kong Polytechnic University. His research interests
center around security with emphasis on adversarial
network analysis, adversarial machine learning, and
data security and privacy. He worked as a postdoctoral
research associate with the Department of Computer
Science, Washington University in St. Louis from
2018 to 2020.

Yevgeniy Vorobeychik received the BS degree in
computer engineering from Northwestern University,
and the MSE and PhD degrees in computer science
and engineering from the University of Michigan,
in 2004 and 2008, respectively. He is a professor of
computer science and engineering with Washington
University in Saint Louis. Previously, he was an as-
sistant professor of computer science with Vander-
bilt University. Between 2008 and 2010, he was a
post-doctoral research associate with the University
of Pennsylvania Computer and Information Science
Department. His work focuses on game theoretic modeling of security and
privacy, adversarial machine learning, algorithmic and behavioral game theory
and incentive design, optimization, agent-based modeling, complex systems,
network science, and epidemic control. He received an NSF CAREER award in
2017, and was invited to give an IJCAI-16 early career spotlight talk. He also
received several Best Paper awards.

Tomasz P. Michalak received the graduate degree
from the Faculty of Economic Sciences, University
of Warsaw, and the PhD degree in economics from
the Faculty of Applied Economics, University of
Antwerp. He is a lecturer with the Institute of In-
formatics, Faculty of Mathematics, Informatics and
Mechanics, University of Warsaw, and the team leader
with the IDEAS NCBR Research Institute. He con-
ducted research with the Department of Computer
Science, University of Oxford, School of Engineering
and Computer Science, University of Southampton,
Department of Computer Science, University of Liverpool, and Faculty of
Applied Economics, University of Antwerp.

Talal Rahwan received the PhD degree in computer
science from the University of Southampton, U.K., in
2007. He is an associate professor of computer sci-
ence and the director of the Data Science and Al Lab,
New York University Abu Dhabi. His thesis earned
him the British Computer Society’s Distinguished
Dissertation Award, which annually recognizes the
most outstanding PhD thesis in the U.K. in computer
science. He was selected by the IEEE Computer Soci-
ety as one of the ten most promising, young Artificial
Intelligence (AI) researchers in the world. His work
appeared in major academic journals including the Proceedings of the National
Academy of Sciences of the United States of America, Nature Communications,
Nature Human Behaviour, and Nature Machine Intelligence.


https://link.aps.org/doi/10.1103/PhysRevE.90.042806
http://doitapps.jjay.cuny.edu/jjatt/
http://doitapps.jjay.cuny.edu/jjatt/


<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /None
  /Binding /Left
  /CalGrayProfile (Gray Gamma 2.2)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Warning
  /CompatibilityLevel 1.4
  /CompressObjects /Off
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /DetectCurves 0.0000
  /ColorConversionStrategy /sRGB
  /DoThumbnails true
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams true
  /MaxSubsetPct 100
  /Optimize true
  /OPM 0
  /ParseDSCComments false
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo false
  /PreserveFlatness true
  /PreserveHalftoneInfo true
  /PreserveOPIComments false
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Remove
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
    /Algerian
    /Arial-Black
    /Arial-BlackItalic
    /Arial-BoldItalicMT
    /Arial-BoldMT
    /Arial-ItalicMT
    /ArialMT
    /ArialNarrow
    /ArialNarrow-Bold
    /ArialNarrow-BoldItalic
    /ArialNarrow-Italic
    /ArialUnicodeMS
    /BaskOldFace
    /Batang
    /Bauhaus93
    /BellMT
    /BellMTBold
    /BellMTItalic
    /BerlinSansFB-Bold
    /BerlinSansFBDemi-Bold
    /BerlinSansFB-Reg
    /BernardMT-Condensed
    /BodoniMTPosterCompressed
    /BookAntiqua
    /BookAntiqua-Bold
    /BookAntiqua-BoldItalic
    /BookAntiqua-Italic
    /BookmanOldStyle
    /BookmanOldStyle-Bold
    /BookmanOldStyle-BoldItalic
    /BookmanOldStyle-Italic
    /BookshelfSymbolSeven
    /BritannicBold
    /Broadway
    /BrushScriptMT
    /CalifornianFB-Bold
    /CalifornianFB-Italic
    /CalifornianFB-Reg
    /Centaur
    /Century
    /CenturyGothic
    /CenturyGothic-Bold
    /CenturyGothic-BoldItalic
    /CenturyGothic-Italic
    /CenturySchoolbook
    /CenturySchoolbook-Bold
    /CenturySchoolbook-BoldItalic
    /CenturySchoolbook-Italic
    /Chiller-Regular
    /ColonnaMT
    /ComicSansMS
    /ComicSansMS-Bold
    /CooperBlack
    /CourierNewPS-BoldItalicMT
    /CourierNewPS-BoldMT
    /CourierNewPS-ItalicMT
    /CourierNewPSMT
    /EstrangeloEdessa
    /FootlightMTLight
    /FreestyleScript-Regular
    /Garamond
    /Garamond-Bold
    /Garamond-Italic
    /Georgia
    /Georgia-Bold
    /Georgia-BoldItalic
    /Georgia-Italic
    /Haettenschweiler
    /HarlowSolid
    /Harrington
    /HighTowerText-Italic
    /HighTowerText-Reg
    /Impact
    /InformalRoman-Regular
    /Jokerman-Regular
    /JuiceITC-Regular
    /KristenITC-Regular
    /KuenstlerScript-Black
    /KuenstlerScript-Medium
    /KuenstlerScript-TwoBold
    /KunstlerScript
    /LatinWide
    /LetterGothicMT
    /LetterGothicMT-Bold
    /LetterGothicMT-BoldOblique
    /LetterGothicMT-Oblique
    /LucidaBright
    /LucidaBright-Demi
    /LucidaBright-DemiItalic
    /LucidaBright-Italic
    /LucidaCalligraphy-Italic
    /LucidaConsole
    /LucidaFax
    /LucidaFax-Demi
    /LucidaFax-DemiItalic
    /LucidaFax-Italic
    /LucidaHandwriting-Italic
    /LucidaSansUnicode
    /Magneto-Bold
    /MaturaMTScriptCapitals
    /MediciScriptLTStd
    /MicrosoftSansSerif
    /Mistral
    /Modern-Regular
    /MonotypeCorsiva
    /MS-Mincho
    /MSReferenceSansSerif
    /MSReferenceSpecialty
    /NiagaraEngraved-Reg
    /NiagaraSolid-Reg
    /NuptialScript
    /OldEnglishTextMT
    /Onyx
    /PalatinoLinotype-Bold
    /PalatinoLinotype-BoldItalic
    /PalatinoLinotype-Italic
    /PalatinoLinotype-Roman
    /Parchment-Regular
    /Playbill
    /PMingLiU
    /PoorRichard-Regular
    /Ravie
    /ShowcardGothic-Reg
    /SimSun
    /SnapITC-Regular
    /Stencil
    /SymbolMT
    /Tahoma
    /Tahoma-Bold
    /TempusSansITC
    /TimesNewRomanMT-ExtraBold
    /TimesNewRomanMTStd
    /TimesNewRomanMTStd-Bold
    /TimesNewRomanMTStd-BoldCond
    /TimesNewRomanMTStd-BoldIt
    /TimesNewRomanMTStd-Cond
    /TimesNewRomanMTStd-CondIt
    /TimesNewRomanMTStd-Italic
    /TimesNewRomanPS-BoldItalicMT
    /TimesNewRomanPS-BoldMT
    /TimesNewRomanPS-ItalicMT
    /TimesNewRomanPSMT
    /Times-Roman
    /Trebuchet-BoldItalic
    /TrebuchetMS
    /TrebuchetMS-Bold
    /TrebuchetMS-Italic
    /Verdana
    /Verdana-Bold
    /Verdana-BoldItalic
    /Verdana-Italic
    /VinerHandITC
    /Vivaldii
    /VladimirScript
    /Webdings
    /Wingdings2
    /Wingdings3
    /Wingdings-Regular
    /ZapfChanceryStd-Demi
    /ZWAdobeF
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages true
  /ColorImageMinResolution 150
  /ColorImageMinResolutionPolicy /OK
  /DownsampleColorImages false
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 900
  /ColorImageDepth -1
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 1.00111
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages true
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /ColorImageDict <<
    /QFactor 0.40
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /AntiAliasGrayImages false
  /CropGrayImages true
  /GrayImageMinResolution 150
  /GrayImageMinResolutionPolicy /OK
  /DownsampleGrayImages false
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 1200
  /GrayImageDepth -1
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 1.00083
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages true
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /GrayImageDict <<
    /QFactor 0.40
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /AntiAliasMonoImages false
  /CropMonoImages true
  /MonoImageMinResolution 1200
  /MonoImageMinResolutionPolicy /OK
  /DownsampleMonoImages false
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 1600
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.00063
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile (None)
  /PDFXOutputConditionIdentifier ()
  /PDFXOutputCondition ()
  /PDFXRegistryName ()
  /PDFXTrapped /False

  /CreateJDFFile false
  /Description <<
    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000410064006f006200650020005000440046002065876863900275284e8e55464e1a65876863768467e5770b548c62535370300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>
    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef69069752865bc666e901a554652d965874ef6768467e5770b548c52175370300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>
    /DAN <>
    /DEU <>
    /ESP <>
    /FRA <>
    /ITA (Utilizzare queste impostazioni per creare documenti Adobe PDF adatti per visualizzare e stampare documenti aziendali in modo affidabile. I documenti PDF creati possono essere aperti con Acrobat e Adobe Reader 5.0 e versioni successive.)
    /JPN <>
    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020be44c988b2c8c2a40020bb38c11cb97c0020c548c815c801c73cb85c0020bcf4ace00020c778c1c4d558b2940020b3700020ac00c7a50020c801d569d55c002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200035002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>
    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken waarmee zakelijke documenten betrouwbaar kunnen worden weergegeven en afgedrukt. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 5.0 en hoger.)
    /NOR <>
    /PTB <>
    /SUO <>
    /SVE <>
    /ENU (Use these settings to create PDFs that match the "Suggested"  settings for PDF Specification 4.0)
  >>
>> setdistillerparams
<<
  /HWResolution [600 600]
  /PageSize [612.000 792.000]
>> setpagedevice


