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Abstract—The conventional distributed secondary control is
widely adopted for distributed energy resources (DERs) in DC
microgrids to achieve bus voltage restorations and output
current/power sharing. However, when the DER systems are
under cyber-attacks, the control variables of the conventional
distributed secondary control will deviate from the nominal
parameters and the stability of entire DC microgrids may not be
guaranteed anymore. To this end, a distributed sliding mode
observer (DSMO)-based secondary control is proposed in this
paper. Based on local and neighboring measurements, the DSMO
initially detects the false signals. Then, the estimated false signals
are compensated by the control variables of the secondary
control to eliminate the adverse impact. The stability of DSMO is
verified by the convergence of the state variables. Both
simulation and experimental results have validated that the
proposed DSMO-based secondary control can effectively regulate
the DER systems to track the bus voltage references and the
desired output current/power under various types of cyber-
attacks.

Index Terms—Distributed sliding mode observer (DSMO),
distributed secondary control, cyber-attacks, distributed energy
resource (DER), DC microgrid.

I. INTRODUCTION

With the merits of high flexibility in integrating renewable
energy sources (RES), storage devices and modern
electronic loads, DC microgrids have been developed rapidly
in recent years [1-6]. In DC microgrids, distributed secondary
control has been widely adopted for distributed energy
resources (DERS) to achieve bus voltage restorations [7-9],
load sharing [9, 10], energy balancing [11, 12], power loss
reductions [12-14], and economic dispatches [15], etc.
However, the conventional distributed secondary control
strategies are generally designed based on the communication
between the two neighboring units, which are vulnerable to
various types of cyber-attacks [16]. Typical cyber-attacks on
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the communication-based hierarchical control are took place
in steady-state control variables [17]. The attacked control
variables may lead to bus voltage deviations, output
current/power allocation errors, and even instability of the
entire DC microgrid. By far, most research activities on cyber-
attacks are focused on AC counterparts. In [18], the stability
of the AC microgrid is deteriorated by the interpolation of a
Gaussian distributed random noise into the control variable of
the secondary control. In [19] and [20], similar Gaussian
distributed random noise are deliberately imposed on the
tuning coefficients of the controllers and the tracking
references. As a result, the synchronization of interconnected
microgrids could be ended in failure. In [21], the
communication channels of distributed generators (DGs) in
virtual power plants are maliciously intruded by non-colluding
and colluding attacks. Consequently, the microgrid operates in
sub-optimal economic conditions.

To address these issues, a combination of Kalman filter and
Euclidean detector is adopted to estimate state variables of the
microgrid and detect various types of cyber-attacks, such as
denial-of-service (DoS) attack, random attack and data-
injection attacks [22]. An advanced frequency-state observer
with confidence factor structure is proposed to detect and
isolate the attacks on the frequency sensors of grid-connected
inverters [23]. Besides, a trust-based cooperative controller is
proposed to mitigate the adverse effects from false data
injection attacks [24]. A three-phase neighborhood watch
mechanism for the consensus-based energy management
algorithm is designed to detect and counteract the impact of
data integrity attacks [25]. The efficient density-based global
sensitivity analyses are conducted in [26, 27] to quantify and
compensate the impacts of variable attack signals on
microgrid operations. In [28], a trust/confidence-based control
with relatively high computational complexity is designed to
detect and compensate inconspicuous malicious cyber-attacks.
In [29], a noise filtration technique with certain statistical
properties is adopted to address the zero-mean Gaussian noise
on the communication links between the grid-connected
inverters. Nevertheless, this method is invalidated against
cyber-attacks based on full knowledge of the physical-cyber
networks.

Based on the research work of predecessors, a distributed
sliding mode observer (DSMO)-based secondary control is
proposed in this paper to implement bus voltage restorations
and output current/power sharing of DER systems in DC
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microgrids under false signal injection attacks. The DSMO is
designed based on the extended state observer technique to
detect the attack signals and compensate the control variables
of the distributed secondary control. The existing hardware
implementations of the conventional distributed secondary
control can be directly used for the proposed DSMO to
accurately estimate both the state variables and attack signals
based on the neighboring measurements. Thus, no additional
hardware costs are needed for the proposed control. The
investigated constant and time-varying attack signals are
imposed on either leader or follower nodes. several case
studies for different control objectives and attack signals are
carried out in simulation and experiment to validate the
effectiveness of the proposed DSMO-based secondary control
to protect the DER systems from various types of false signal
attacks in DC microgrids. To the best of our knowledge, the
investigations in this paper have not been conducted before.
The major contributions of this paper include that (i) the
vulnerability of conventional distributed secondary control for
DER systems in DC microgrids under cyber-attacks is
analyzed; (ii) a new DSMO is presented to estimate and
compensate various types of attack signals such that the
proposed secondary control can achieve bus voltage
restorations and output current/power sharing even if the DC
microgrid is under cyber-attacks.

Il. MODELING OF CYBER ATTACKS ON CONVENTIONAL
DISTRIBUTED SECONDARY CONTROL

A. Modeling of DERs and Communication Based on Graph
Theory

A typical DC microgrid is a two-layer system which
consists of a physical layer and a cyber layer. Those hardware
components, including power electronics interfaces, sensors,
protections, measurements, and auxiliary circuits, are in the
physical layer. The control algorithms and communication
technique are in the cyber layer. Therefore, each DER system
in the DC microgrid can be considered as an agent of the
cyber-physical system and the communication network among
the DERs can be modelled as a directed graph G = (V, E).
Here, V and E are the sets of agents and edges. In the digraph
of the DC microgrid, the DERs and communication links are
denoted by the nodes and edges. By considering the DC
network with n autonomous agents with linear dynamics [30],
without loss of generality, we let V = {1, 2, ..., n} and the
notation (j, i) denotes that the directed edge of the graph from
the node j to the node i. It is assumed that no self-loops exist
in the diagraph G, i.e., (i, i) € E. Foreach i € V, let V; = {j:(j,
i) € E} be the set of nodes providing data information to the
node i. Let A=[a;]",, e R™ be the adjacency matrix of the

digraph G. Here, if (j, i) €E, aj=1, otherwise, aj = 0. The
cardinality of V;, also known as the in-degree of the node i, is
denoted by d" :ijlaij =, & - Here, d" indicates the

number of incoming edges to the node i. On the contrary,
d>" indicates the number of projected edges from the node i,

which is also known as the out-degree of the node i (i.e.,

X = Z?:laji ). Then, the Laplacian matrix can be defined as
L=D"-A (1)
where D" =diag{d"} is an in-degree diagonal matrix. The

eigenvalues of the Laplacian matrix can determine the
dynamic performance of DER systems.

B. A Brief Review of the Conventional Distributed Secondary
Control

In the conventional distributed secondary control, the
output voltage reference of the i-th DER is provided by a
droop control as

Vrefi :Vnom - Rdi Ii (2)
where Vinom is the nominal DC bus voltage. i and Rqi are the
output current and droop coefficient of the i-th DER. Based on
the droop control, a secondary-layer control is generally
adopted to regulate the bus voltages to track the nominal value
or proportional output current/power sharing among the DERs.
For the bus voltage restorations,

Vi=Vz=..=Vy =Viom (3)
where V1, Vo, ..., Vi, are the output voltages of the DERs. For
the output current/power sharing,

L/N=I,/N,=.=1 N, 4.1)
R/N;=R,/N,=.=P /N, 4.2)
where 1y, lo, ..., Iy and Py, Py, ..., Py are the output currents
and output powers of the DERs, respectively. N1, Na, ..., Nq

are their allocation coefficients. In general, the time constant
of the local control is much smaller than that of the secondary-
layer control for a DER system. According to [31, 32], by
synthesizing the output voltages, output currents, and output
powers as a control variable x;, the dynamics of the DER
systems can be given based on the system-level modeling as

X ®= Biui ® (5)
where ui(t) is the control input and B; is the control coefficient.
Then, the distributed secondary control can be designed as

U; (t) = _Z?:laij (Xi (t) =X (t)) -G (Xi (t) - Xref) (6)

where X i the reference of the state variables. ajj is the
consensus coefficient. gi is the indicator of the i-th DER being
a lead node or a follower node (i.e.,gi>0fori=1, ..., land g
=0 fori=I+1, ..., n). The lead nodes are controlled to track
the references, whereas the follower nodes are only regulated
to achieve the consensus of state variables. It has been verified
that all nodes can reach a consensus heading equaling to the
initial heading of the leader nodes as [31]

!LT||xi(t)—xj(t)||=o,Vi,j=1,...,n @)

The secondary-layer control is generally implemented using
embedded digital controllers with communication interfaces.
However, the actuators are vulnerable to cyber-attacks, which
may not only fluctuate the bus voltages and output currents of
DERs, but also exceed power limits and destabilize the entire
DC microgrid.

C. Cyber-Attack Model and Analysis

Cyber-attacks on the distributed secondary control of the
DERs may occur on the leader nodes or follower nodes, as



shown in Fig. 1. The attack signals can be modeled as step
signals, sinusoidal signals, ramp signals or a finite
superposition of them to falsify the control variables [33, 34].
The attack signals are defined as

fi(t)={7i i=1..1

8.1
n i=1+1..,n 1)

where y; and 7; are the attacks signals on the i-th leader and

follower nodes, respectively. The attack signal f:(¢) and its

derivative f,(t) are in the boundaries as the following:
|f,0)] e[0.¢]

where & and ¢ are the corresponding upper limits.

(8.2)
(8.3)

Follower
nodes

Fig. 1. Cyber-attacks on (a) leader nodes or (b) follower nodes.

1) Cyber-Attacks on Leader Nodes

When the leader nodes are attacked by false signals, based
on (6) and (8.1), the distributed secondary control for the
controlled DERs (i.e., pinning nodes) can be given as

Ui (t) = _ZL & |:Xi ) -x; (t)]_ oF le[xi (1) = (X + 7i)] 9)
Here, the difference between the state variable x; and the
reference X is defined as the state variable error e; (i.e., €
=Xi—Xrer) and the first | DERs are selected to be pinned. Then,
the dynamics of the state variable errors can be expressed as

&) =—(L+G)e(t) + Gy(t) (10)
where L is the Laplacian matrix of the communication
network. G = diag(g,..., gn) is the pinning matrix. y = (y1,
y2, ..., yn) in which y; # 0 if and only if the communication
link from the controller of the leader node to the i-th pinning

DER is corrupted. Accordingly, the dynamics of the state
variable errors can be derived as

e(t) =exp - e(t,) + j; e O IGy(r)de

where exp is the exponential function. Without the loss of
generality, the false signals (i.e., y(z)) are assumed to be
positive (i.e., yi>y0>0, Vi €1). Since the matrix —(L+G) is
negative-definite and invertible, the first term of (11) (i.e.,
exp -*e(t,) ) is converged to zero. However, due to the

elements of the pinning matrix G are non-negative, the second
term of (11) (i.e., J': e -*®IGy(7)dr ) cannot be converged

(11)

to zero. Thus, the state variable errors in (11) (i.e., e(t)) cannot
be converged to zero as

lime(t) = lim j; exp SO IGy(r)dr

> limexp - [exp™ " —exp™ (L +G) Gy, (12)

t—ow
=(L+G)'Gy, 20
2) Cyber-Attacks on Follower Nodes
When the follower nodes are attacked by false signals,
based on (6) and (8.1), the distributed secondary control for
the i-th DER and its neighboring DERs can be given as

u{’:—ZLiau I:(Xi _Tli)_xj:|_gi [(Xi _ni)_xref]
u;,:_ZLjajk {(Xj _Xk)_[xj _(Xi _ni)]}_gj(xj _Xref)

Accordingly, the dynamics of state variable errors can be
expressed as

(13)

é(t) =—(L+G)e(t) +(L+G)n(t) (14)
Here, the false signals (i.e., n(z)) are assumed to be positive
(i.e., n>ne>0, Vi €V). Similar to the analysis of the leader

nodes, the state variable errors in (14) are converged to non-
zero values as

lime(t) = lim J‘: exp I (L4 GYn(r)d e
> !imexpf(uen[exp(uen _eXp(L+G)t0](L+G)fl(L_*_G).nD (15)
=1n,20
According to (12) and (15), the false signal injection attacks
on the leader and follower nodes can result in non-
convergence of the state variable errors. Therefore, the
performances of the distributed secondary control in achieving
bus voltage restorations and current/power sharing among the
DERs are deteriorated. It is worth noting that the function of
consensus of the conventional secondary control is still valid
for the cyber-attacks on leader node, while the state variables
are not converged for the cyber-attacks on follower nodes.

11l. DSMO-BASED SECONDARY CONTROL

To enhance the robustness of the conventional distributed
secondary control against cyber-attacks, a DSMO is
incorporated to estimate and compensate the false signals. A
comprehensive control block diagram of the proposed control
scheme is depicted in Fig. 2. The proposed control is a two-
layer hierarchical control. In the primary layer, a conventional
droop control provides output voltage references of the DERs
for the local voltage and current control. The primary-layer
control is independent of the communication signals. In the
secondary layer, a consensus control is adopted as the
distributed secondary control to provide adaptive voltage
references for the primary-layer control. The communication
signals are only exchanged between the neighboring DERs, as
shown in the communication graph (total of n nodes). The
solid lines indicate the communication links between the two
real nodes, whereas the dotted lines indicate those abbreviated
nodes and communication links.
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Fig. 2. Circuits and control of the proposed control scheme.

A. Design of the Proposed DSMO
The dynamics of the DER systems under false signal
injection attacks can be given based on (5) as
X (8) = Bi[u; (1) + £, (V)] (16)
Then, based on the extended state observer technique [35, 36],
a DSMO can be designed as

%0 =B {u O+ fO+2740]
=40

where X and f, are the estimated state variables and false

signals of the i-th DER. y; is the observer gain and i(t) is the
observation error. Based on (16) and (17),

u®=Ksan{Y a,[xO-x0]+950] 08
where K is the feedback gain of the sliding mode. The
observation errors of the i-th and j-th DERs are denoted as
% =x(t)—%(t) and %, =x,(t)—X,(t), respectively. sgn(-) is
the sign function. Apparently, if the i-th DER is attacked by
false signals, the estimated state variable X, is biased from the

measured x;. Their differences can lead to the changes of wui(t),
which further update the estimated false signals to ensure the
accuracy of the observer. Besides, the differences of the state
variables between neighboring nodes can also be accounted in
4i(t). Hence, by adopting the sliding mode in (18), the DSMO
in (17) can adaptively estimate both the state variables and the
false signals. By substituting the estimated state variables and
attack signals into the distributed secondary control in (6), the
control variables of the DSMO-based secondary control can
be derived as

u®=-"a[RO-10]-g[RO-x, |- f© @9
Here, the false signals are estimated and compensated in the

control variables. The control block diagram of the DSMO-
based secondary control is depicted in Fig. 3.
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Fig. 3. Control block diagram of the DSMO-based secondary control.
B. Stability Analysis of DSMO

The dynamics of the estimation errors of the state variables
and false signals can be derived based on (6), (16), (17) and
(18) as (details are provided in the Appendix)

X(0)=8{-X 8 [50-%0]-950)]
_BlliKSQn{ --aij[ii(t)_)zj(t)]“‘gixi(t)}
()= fO-Kson{X a,[x0-%0]+9x 0} @)

To ensure the stability, the Lyapunov functions of the
estimation errors are designed to satisfy

(20)

1735 (22)
V,=%-% <0
szlfi2

2 (23)
V,=f-f <0

By substituting (20) and (21) into (22) and (23), respectively,
|: ZJ;: ij |( i Xj)_giii2:|

-B, x;(Ingn[Zma (% -%)+ gif(iJ

V2=fif—ﬂngn[ZMaﬁ(ii—>”<j)+gi>~<iJ (25)

Based on (22)~(25), the stability of DSMO can be guaranteed
by designing the parameters y; and K to satisfy

ngn[z aU(f( —>~(j)+g,x}> f f>0

(24)

(26)
ngn[ +g,>?i}£f f, <0
_ZiKSQn[ZL. au( i ) j| ZLiaiJ (Xi _)~(J>+giii % =0

ngn [ZT¢Ia (X' ) :| z';:iaii (X' _il)+g'x' )z' <0

IV. SIMULATION RESULTS

Simulations are carried out on a 48 V five-bus DC
microgrid with four DERs being controlled by the DSMO-
based secondary control in Matlab/Simulink. The structure of
the DC microgrid is shown in Fig. 4(a). Each DER consists of



a DC source and a grid-connected converter. The
communication network of the DC microgrid is depicted in
Fig. 4(b). The DER systems can be modelled as four
connected nodes. The node 1 (i.e., DER1) is the leader node
while the other nodes (i.e., DER2, DER3 and DER4) are the
follower nodes (the results are insensitive to the selections of
leader nodes). The parameters of the local primary control in
Fig. 2 are preliminarily tuned to ensure the stability of the DC
microgrid. The main specifications of the DC microgrid and
the grid-connected converters are provided in Table I. Here,
the bus voltages are required to be regulated within the lower
bound Vmin and the upper bound Vimax.

N 11 Busl Bus 5 __D
Load 1 Load 2
RlS RZS
R13 l ” RZA
Load 3
] Bus 3 Bus 4
o = —
DER3 3“ DER4) Load4
(a) DC microgrid structure
e
@@ PR
Xref \ | + SZZ L2 RL3 :
\ Vo=F G, Sz |
@3 | - '
\| I

(b) Communication network
Fig. 4. The 48 V five-bus DC microgrid with four DERs in simulation.

TABLE |. MAIN SPECIFICATIONS OF THE DC MICROGRID AND CONVERTERS

Parameters Value

Nominal bus voltage (Vnom) 48V
Lower limit of the DC bus voltage (Vmin) 456 V
Upper limit of the DC bus voltage (Vmax) 50.4V

Lower bound of the source current (Ismini) 0A

Upper bound of the source current (Ismaxi) 15A

Resistance of Load 1 40Q

Rated Power of Load 2 40W

Resistance of Load 3 60 Q

Rated Power of Load 4 120 W

Resistance of Load 5 20Q

Line resistance between Bus 1 and 2 (R3) 01Q
Line resistance between Bus 1 and 3 (Ris) 0.15Q
Line resistance between Bus 2 and 5 (Rzs) 0.12Q
Line resistance between Bus 3 and 4 (Rzs) 024 Q
Line resistance between Bus 4 and 3 (Rss) 02Q
Inductances of the converter (L;) 460 uH
ESR of the inductances (R.;) 01Q
Output capacitances of the converter (C;) 10.1 uF
Output capacitances of the switches (Cs) 102 pF
ON resistances of the switches (Rs) 72 mQ

To verify the effectiveness of the proposed DSMO-based
secondary control against false signal injection attacks on the
DER systems, five different cases are studied in simulation, as

provided in Table Il. In the cases 1 and 2, the proposed control
is designed for voltage restorations. In the case 3, the proposed
control is designed for equal current sharing among the DERs.
In the cases 4 and 5, the proposed control is designed for equal
power sharing among the DERs. The attack signals are
constant in the cases 1, 2 and 3, and time-varying in the cases
4 and 5. The main parameters of the controllers are given in
Table 1ll. The parameters of the proportional-integral (PI)
compensators in the two-layer control are identical for all the
four DERs. The sampling frequency of the controllers is 100
kHz. The parameters of the adopted DSMO are
B1=B,=B3=B4=20, K=15, and y1=y>=y3=x4=10000, respectively.

TABLE Il. ATTACK SIGNALS OF DIFFERENT CASES IN SIMULATION

Case| Attack Node | False Signal Value il_gn_al Derivative
imits Limits
1 | f atDERL -3.0 [048] | [0200]
f,1 at DER4 14
2 f,, at DER2 0.4 [048] | [0200]
3 f; at DER2 0.8 [0 48] [0 200]
f,1 at DER2 20(t-0.5)-20
4 [%,,atDER3 | 10sin[5x(t-2.5)] [048] | [0200]
5 | fsatDER1 4(t-0.5)? [048] | [0200]
TABLE IIl. PARAMETERS OF THE CONTROLLERS IN SIMULATION
Descriptions Symbol Value
Proportional gain of the PI compensation in Ko 0.05
the secondary control i )
Integral gain of the PI compensation in the
Kii 0.1
secondary control
Proportional gain of the PI voltage Kos 2
compensation in the dual-loop control P
Integral gain of the PI voltage Kis 10
compensation in the dual-loop control -
Proportional gain of the current PI current Koo 40
compensation in the dual-loop control P
Integral gain of the PI current Koy 20
compensation in the dual-loop control @

A. Case 1

Fig. 5 show the waveforms of the output voltages of DERS,
the estimated state variables, the output currents of DERs, and
the estimated attack signal during the period from 0s to 4s in
case 1. From 0s to 0.5s, only the conventional distributed
secondary control is adopted for the four DERs without cyber-
attacks. All the bus voltages are controlled at 48 V, as shown
in Fig. 5(a). At 0.5s, the leader node DERL is attacked by the
constant signal f;=—3.0 without using the proposed DSMO.
Consequently, the output voltage of the leader node is
controlled at 45 V (6.25% deviation from the reference).
However, due to the conventional consensus-based secondary
control is adopted, all the output voltages of the follower
nodes will converge to the output voltage of the leader node at
45 V, which exceed the lower limit of the bus voltage (i.e.,
Vmin). The proposed DSMO-based secondary control is
operated at 2.5s. The false signals are estimated and
compensated during the period from 2.5s to 4.0s, as shown in
Fig. 5(d). As a result, the bus voltages and the output currents
of the DERSs are restored to the nominal values.
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Fig. 5. Waveforms of (a) the output voltages of DERs, (b) the estimated state
variables, (c) the output currents of DERs, and (d) the estimated attack signal
in case 1.

B. Case 2

The waveforms of the output voltages of DERs, the
estimated state variables, the output currents of DERs, and the
estimated attack signals in case 2 are shown in Fig. 6. During
the period from 0Os to 0.5s, without the injections of false
signals, the output voltages of the DERs are controlled by the
conventional distributed secondary control to track the
reference. At 0.5s, the follower node DER4 is attacked by a
false signal f,;=1.4. Consequently, the output voltage of the
DER4 exceeds the upper limit. At 2.0s, the follower node
DER?2 is also attacked by a false signal f,,=0.4 (two false
signals are imposed simultaneously). As a result, three output

voltages (i.e., DER2, DER3 and DER4) exceed the upper limit.

Due to the attacked nodes are follower nodes, the output
currents of the DERs are deviated from the nominal values, as
can be seen in Fig. 6(c). The proposed control strategy is
activated at 3.5s. During the period from 3.5 s to 5.0 s, the
state variables and the attack signals are accurately estimated,
as shown in Fig. 6(b) and Fig. 6(d). By compensating the
estimated false signals in the control variables, the bus
voltages and output currents of DERs can controlled at the
nominal values at steady state (the values without cyber-
attacks during the period from 0s to 0.5s).
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Fig. 6. Waveforms of (a) the output voltages of DERs, (b) the estimated state
variables, (c) the output currents of DERs, and (d) the estimated attack signals
in case 2.

C. Case 3

In case 3, the output currents of the DERs are controlled in
consensus. The waveforms of the output voltages of DERs, the

6

estimated state variables, the output currents of DERs, and the
estimated attack signal are shown in Fig. 7. During the period
from Os to 0.5s, without cyber-attacks, the output currents of
the DERSs are controlled by the conventional secondary control
at 1.91 A. During the period from 0.5s to 2.5s, the control
signal of the DER?2 is falsified by a false signal f4=0.8, while
the conventional control is still used. Under the attack, the
output currents of DERSs are diversified. Significant deviations
from the nominal values can be seen in Fig. 7(c). Accordingly,
the output voltages of the DERs exceed the upper limit, as
shown in Fig. 7(a). The proposed control is activated at 2.5s.
During the period from 2.5s to 4.0s, the state variables and the
attack signal are accurately estimated by the DSMO, as shown
in Fig. 7(b) and Fig. 7(d). Due to the estimated attack signal is
further compensated in the control variable, the output
currents of the DERs are controlled in consensus at the
nominal values and the output voltages are all controlled
within the limits.
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Fig. 7. Waveforms of (a) the output voltages of DERs, (b) the estimated state
variables, (c) the output currents of DERs, and (d) the estimated attack signal
in case 3.

D. Case 4

Fig. 8 show the waveforms of the output voltages of DERs,
the estimated state variables, the output currents of DERs, and
the estimated attack signals in case 4. In this case, time-
varying false signals, i.e., f;;=20(t-0.5)-20 and
f4,=10sin[5z(t-2.5)], are penetrated at 0.5s and 2.5s,
respectively. Initially, all the output power of the DERs are
controlled in consensus at 91.4W by the conventional
secondary control. During the period from 0.5s to 3.5s, due to
the injections of the time-varying signals, the output power of
the DERs cannot be controlled in consensus. Besides, the
output voltages of the DERs exceed both upper and lower
limits. By activating the proposed control at 3.5s, the false
signals are accurately estimated and compensated during the
period from 3.5s to 5s, as shown in Fig. 8(b) and Fig. 8(d). As
a result, the bus voltages of the DERs are restored to the
references and the output power of the DERs are controlled in
the desired consensus.
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Fig. 8. Waveforms of (a) the output voltages of DERs, (b) the estimated state
variables, (c) the output currents of DERs, and (d) the estimated attack signal
in case 4.

E. Case5

In case 5, the conventional secondary control is applied
during the period from Os to 2.5s and the proposed control is
adopted during the period from 2.5s to 4s. The waveforms of
the output voltages of DERS, the estimated state variables, the
output currents of DERs, and the estimated attack signal are
shown in Fig. 9. During the period from Os to 0.5s, the output
power of the DERs without cyber-attacks are controlled in
consensus. The corresponding output voltages are regulated
within the limits. However, after the lead node DER1 is
attacked by a nonlinear false signal, i.e., fs=4(t—0.5)?, at 0.5s,
the output power of the DERSs are divergent until the adoption
of the proposed control at 2.5s. During the period from 2.5s to
4s, the estimated false signal is fed back to the control signal
such that the output power of the DERs can be controlled at
the nominal values. Accordingly, the output voltages of the
DERs can also be regulated within the limits.
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Fig. 9. Waveforms of (a) the output voltages of DERSs, (b) the estimated state
variables, (c) the output currents of DERs, and (d) the estimated attack signal
in case 5.

V. EXPERIMENTAL VERIFICATIONS

Experiments are conducted on a 48 V DC microgrid with
two DERs being connected to the DC bus via non-isolated
boost converters, as shown in Fig. 10. DER1 is considered as
the leader node and DER 2 is a follower node. The line
resistances of the two DER systems are R;=1.07 Q and
R>=0.53 Q, respectively. The load resistance is R. =49 Q. The
main parameters of the grid-connected boost converters are
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provided in Table I. The switching frequency is 50 kHz.
Details of the attack signals are given in Table V. All the
attacks are constant false signal injection attacks. The upper
limits in (8.2) and (8.3) (i.e., £ and ¢) are 48 and 200 for all the
scenarios. The control objectives of the scenarios | and 1l are
bus voltage restoration, while the control objectives of the
scenarios Il and IV are output current sharing and output
power sharing, respectively. The main parameters of the
controllers in experiment are provided in Table V. The
parameters of the DSMO are B1=B»=20, K=3, and y1=y>=500
for all the scenarios. The control algorithms are implemented

using the digital signal processer (DSP) Delfino

TMS320F28379D from Texas Instrument.
:";'"""BERI__T_:_: .’r“,‘z__BeFez_____,::_:
| R, L S +7 ‘/F\\;/l\' | % i ‘va + S L2 Ry, |
1C)Var Su CiTV, | R | V= C; Sy Ve,
Lo — .

Fig. 10. Circuitry of the DC microgrid with two parallel-connected DER
systems in experiment.

TABLE IV. DETAILS OF THE ATTACK SIGNALS IN FOUR SCENARIOS

Scenario  Control objectives  Attack positions Attack values
| Bus voltage consensus f; at DER1 2.6
1 Bus voltage consensus f, at DER2 -25
11 Output current sharing fzat DER1 0.3
[\ Output power sharing f, at DER2 -8

TABLE V. MAIN PARAMETERS OF THE CONTROLLERS IN EXPERIMENT

Scenario Pl parameters
Kpi Kii | Kpi | Kii | Keai | Kiai
1 10.0 | 20.0 {0.005| 0.1 |0.005| 0.1
2 10.0 | 20.0 {0.005| 0.1 [0.005| 0.1
3 2.0 | 4.0 |10.005| 0.1 |0.005] 0.1
4 0.005] 0.01 [0.005| 0.1 [0.005| 0.1
A. Scenario |

In scenario 1, the control signal of the DER1 is attacked by
a step false signal f1=2.6 at 4s. The waveforms of the output
voltages (i.e., Va1 and V7) and output currents (i.e., 11 and I2) of
the DERs are shown in Figs. 11(a). The waveforms of the
estimated state variables (i.e., x1 and x2) and attack signal (i.e.,
fi) are captured in the digital-to-analog (DAC) circuit, as
shown in Fig. 11(b). During the period from 0Os to 4s, the
conventional distributed secondary control is adopted to
regulate the output voltages of the DERs without cyber-attacks
to track the reference at 48 V. At 4s, the cyber-attack at DER1
occurs. As a result, the output voltage of the DER1 exceeds
the upper limit (i.e., V1=50.6 V). The output currents of the
DERs are changed from 1,=0.31 A and 1,=0.65 A to 1,=0.35 A
and 1,=0.68 A, respectively. The estimated attack signal,
which is amplified by the coefficient By, is altered from 0 to
52. The proposed control is adopted from 14s to 20s. During
this period, the estimated attack signal is gradually changed
from 52 to 0. Both output voltages of the DERs are controlled
at the reference. The output currents are regulated at the
nominal values (same as the values during the period from 0s
to 2s).
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Fig. 11. Waveforms of the (a) output voltages and output currents of the DERS,

(b) estimated state variables and false signal in Scenario I.

B. Scenario Il

In scenario Il, a step false signal f,=—2.5 is enforced on
DER?2 at 4s. The waveforms of the output voltages and output
currents of the DERs, estimated state variables, and the
estimated attack signal are shown in Fig. 12(a) and Fig. 12(b),
respectively. The output voltages of the DERs without cyber-
attacks are well-regulated to track the reference by the
conventional control from 0s to 4s. When the DERs are under
cyber-attacks from 4s to 14s, the output voltage of the DER2

8

exceeds the lower limit (i.e., V,=45.5 V). The output currents
of the DERs are changed from 1;=0.31 A and 1,=0.63 A to
11=0.59 A and 1,=0.32 A, respectively. The estimated attack
signal is altered from 0 to -50. By activating the proposed
control at 14s, the estimated attack signal is gradually changed
from —50 to 0. Accordingly, the output voltage restorations are
achieved and the output currents of the DERs are regulated at
the nominal values.
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Fig. 12. Waveforms of the (a) output voltages and output currents of the DERs,
(b) estimated state variables and attack signal in Scenario II.

C. Scenario Il



In Scenario 111, a step false signal f3=0.3 is injected in the
control signal of the DER1 at 4s. The conventional secondary
control is adopted from Os to 14s, while the proposed control
is adopted from 14s to 20s. The control objective in this
scenario is to equally share the output currents of the two
DERs. The waveforms of the output voltages and output
currents of the DERs, estimated state variables, and estimated
attack signals are shown in Fig. 13. By using the conventional
control, the output currents of the two DERs under cyber-
attacks during the period from 4s to 14s are not in consensus
anymore (i.e., 11=0.59 A and 1,=0.44 A). The corresponding
output voltages are increased from V;=48.3 V and V,=47.8 V
to V1=51.3 V and V,=50.7 V, respectively. The estimated
attack signals are altered from f;=f,=0 to f;=3.02 and f,=—3.01.
However, by using the proposed control, the estimated attack
signals are gradually changed from f;=3.02 and f,=—3.01 to
fi=f,=0. The corresponding output currents of the DERs are
controlled in consensus at 0.51 A.

Without attack Under attack
‘JU?' EI‘ 2003/ “_Jl.if - 11 .J‘I _I.JIL" .'-:-r'
I, 051 A 0.59A | 951 A
I> /051 A Caa A O05LAL
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control is used. From 14s to 20s, the proposed control is
adopted. The control objective in this scenario is to
proportionally share the output power of the two DERs by 1:2
(i.e., N1: N2 = 1/3: 2/3). The waveforms of the output voltages
and output currents of the DERs, output power of the DER2,
estimated state variables, and estimated attack signals are
shown in Fig. 14. During the period from Os to 4s, the output
power of the DERs are controlled at P1=16.6 W and P,=33.05
W. When the false signal is injected at 4s, the output power of
both DERs are deviated from the nominal values (i.e., P1=15.7
W and P»,=26.6 W) and the proportion is no more 1:2 (i.e.,
1:1.44). Besides, the output voltages linearly decrease during
the period from 4s to 14s. At 14s, the output voltages are
decreased to be V1=43.7 V and V,=43.6 V, which exceed the
lower limit. The estimated attack signals are changed from
f;=f,=0 to f;=79.8 and f,=—80.1. However, by using the
proposed control, the estimated attack signals are gradually
altered from f,=79.8 and f,=—80.1 to f;=f,=0. The output
power of the DERs are controlled at the nominal values of
P1=16.6 W and P,=33.05 W. The corresponding output
voltages (i.e., V1=47.9 V and V,=47.9 V) are well-regulated
within the tolerances.
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Fig. 13. Waveforms of the (a) output voltages and output currents of the DERs,
(b) estimated state variables, and (c) attack signals in Scenario IlI.

D. Scenario IV

In Scenario 1V, the DER?2 is attacked by a step false signal
f=—8 at 4s. From 0s to 14s, the conventional secondary
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14. Waveforms of the (a) output voltages and output currents of the DERs,



(b) estimated state variables, and (c) attack signals in Scenario V.

V1. CONCLUSIONS AND FUTURE WORK

This paper proposes a DSMO-based secondary control to
implement bus voltage restorations and output current/power
sharing of DERs in DC microgrids under false signal injection
attacks. The proposed DSMO is verified to be strictly stable
and can estimate (i) constant or time-varying and (ii) linear or
nonlinear false signals accurately. The estimated false signals
are further compensated in the control signals of the
secondary-layer consensus control which derives adaptive
voltage references for the primary-layer local control. Five
cases in simulation and four scenarios in experiment have
demonstrated that the proposed control strategy can effectively
eliminate the negative impact on the DERs in DC microgrids
from cyber-attacks. In the future work, the advancements of
the proposed control for multiple DERs in large-scale DC
microgrids will be conducted.

APPENDIX

Based on (6), (16) and (17), the dynamics of the estimation
errors of the state variables can be derived as

% (1) =% @0 -% (@)
=B -3 8 [x (0-%, 0] 0, [x O~ x, |}
-8 (-2, 8 [ 0-%,0]- 9K 0% ]|-Bau®
=B (-3}, 8 [2(0-%,0]- X O} -B1u®
By substituting (18) into (A1),
%(6)=8{-2",a[xO-%0]-95 0}
-BrKson{Y)" 8 [RO-% 0] +98 0}

Similarly, the dynamics of the estimation errors of the false
signals can be derived based on (17) and (18), as

f(t)=fm-10
= fO-Ksan{>" a,[XO-% O] +g% 0}
The derived (A2) and (A3) are (20) and (21) in Section I11-B.

(A1)
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