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Abstract 

In this paper, we propose and experimentally demonstrate a new optical security 

method using single-pixel ghost holography. The plaintext is optically encoded into a 

series of single-pixel data using the designed single-pixel ghost holography, and then 

a digital hologram just before spatial light modulator (SLM) is retrieved by using a 

correlation algorithm with all recorded single-pixel data to be stored as a reference in 

a database. Subsequently, some recorded single-pixel data are randomly selected, and 

random amplitude-only patterns corresponding to those selected single-pixel data 

serve as principal security keys. Other parameters, e.g., wavelength and axial 

distance, can be used as additional security keys. The 1-bit quantization operation is 

further applied to process those randomly-selected single-pixel data in order to 

generate binary signals as ciphertext. Finally, different strategies are developed and 

applied for optical authentication of the decrypted holograms or decrypted objects. 

Numerical analyses and optical experiments demonstrate that the proposed method 

possesses high security, high flexibility and high discrimination capability. It is also 

illustrated that the proposed method possesses high robustness against 

contaminations. It is believed that the proposed method can provide a promising 

strategy for greatly enriching optical security field. @ Elsevier, 2019. 
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1. Introduction 

Optical techniques have been developed rapidly over the past few decades, and have shown a 

great potential for information security due to their inherent characteristics, e.g., parallel 

processing, high speed processing and high degrees of freedom (such as wavelength, 

amplitude, phase, distance and polarization). In the process of optical encryption the original 

information (i.e., plaintext) is transformed into noise-like pattern (i.e., ciphertext), and in the 

process of optical decryption the plaintext can be extracted from ciphertext by using correct 

security keys. A simple and effective optical encryption system has been developed based on 

double random phase encoding (DRPE), which was first proposed by Refregier and Javidi [1]. 

However, it has been found that the DRPE scheme is vulnerable to the attacks [2–7] when 

some preset conditions are used. Various optical techniques and algorithms [8,9], such as 

asymmetric structure, have been further developed for optically securing information to 

enhance the security. Recently, it has also been found that optical authentication [10–12] can 

be further carried out over optical encryption layers to enhance optical system security. 

      In the optical security field, holography is a promising technique [13–15], since it has 

significant advantages for encoding amplitude and phase [16]. In the early period, 

photosensitive medium, such as photographic plate, was utilized to record interference 

patterns, and applications of conventional holographic methods are limited by the low 

efficiency and complicated procedure. Emergence of digital holography effectively resolves 

the problems to some extent, which utilizes 2D charged-coupled device (CCD) to record 

digital holograms. Digital holography has shown a great potential in many fields, e.g., 

biological imaging [17–19], optical encryption [20,21] and object recognition [22]. However, 

there are still some limitations which affect the application of digital holography to optical 

security, e.g., the low flexibility for designing various optical security systems due to only the 

usage of 2D CCD camera. It has been recently demonstrated that ghost imaging (GI) can also 

be used to optically encrypt and decrypt information, and the GI has obvious advantages in 

the conditions of low light and non-visible wavelength, especially in scattering environments 

[23–28]. The GI usually uses single-pixel detector to record the ciphertext during optical 

encryption. Hence, the GI can provide a way to resolve the problems existing in digital 

holography-based security systems, and can be effectively used to extend the applications of 

digital holography for optical encryption and authentication. Different from CCD camera with 

spatial resolution, the single-pixel bucket detector used in the GI does not have spatial 

resolution. In the GI-based security system, the decryption can be conducted by using various 

algorithms [29–33], and a commonly-used algorithm is developed by using higher-order 

intensity correlation [34–38]. Until now, no work has been conducted for optical encryption 

and authentication using single-pixel ghost holography to address the concerns about low 

system flexibility existing in conventional holography-based security systems. It is also 

desirable to exploiting practical methods for optical encryption and authentication using 

single-pixel ghost holography.  

In this paper, we propose and demonstrate optical encryption and authentication based on 

single-pixel ghost holography. The plaintext is encoded into a series of single-pixel data using 

the designed single-pixel ghost holography, and then a digital hologram just before spatial 

light modulator (SLM) is retrieved by using correlation algorithm with all recorded single-

pixel data as a reference. Subsequently, some recorded single-pixel data are randomly 

selected, and random amplitude-only patterns corresponding to those selected measurements 

serve as principal security keys. Other parameters, e.g., wavelength and axial distance, are 

used as additional security keys. The 1-bit quantization operation is further applied to process 

those randomly-selected single-pixel data in order to generate binary signals as ciphertext. 

Finally, two different strategies are proposed for optical authentication of the decrypted 

patterns without visually observing original information. In the first optical authentication 

strategy, ciphertext and security keys are used to generate a decrypted hologram just before 

the SLM. The decrypted hologram is further correlated with reference hologram (i.e., 



retrieved by using all recorded single-pixel data) stored in a database by using nonlinear 

correlation algorithm [12,39–42]. In the second optical authentication strategy, a reference 

object is further obtained from reference hologram by using free-space wave propagation 

principle [43,44] with additional security keys, and a decrypted object is also obtained from 

the decrypted hologram by using additional security keys. Subsequently, nonlinear correlation 

between reference object and the decrypted object is carried out. Numerical analyses and 

optical experimental results demonstrate that the proposed method possesses high flexibility, 

high security and high discrimination capability. The proposed method is also found to be 

robust against contaminations, which makes it meaningful in practical applications.  

2. Principles 

A schematic experimental setup for the proposed method is shown in Fig. 1. A laser beam is 

expanded by a pinhole and collimated by a lens. The laser beam is split into two beams by 

using a beam splitter cube, and the two beams are respectively called object wave and 

reference wave. The object wave interferes with reference wave just before the SLM plane. 

Here, in-line digital holography is studied with single-pixel structured detection architecture. 

The interference pattern is further modulated sequentially by a series of random amplitude-

only patterns embedded in the SLM, and the total light intensity is sequentially collected by a 

single-pixel bucket detector without spatial resolution. Using the total number of 

measurements (e.g., 5000 recordings), a digital hologram just before the SLM can be 

retrieved by using a correlation algorithm [34–38] to be stored as a reference in a database, 

which can be further arranged in practice to be invisible to all receivers. 
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Fig. 1. Schematic experimental setup for the proposed method. SLM: spatial light modulator; 

BS, beam splitter. 
  

 

 

 

 

 

 

 

 

 

 

 

 

 



 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 
 

Fig. 2. Flow chart for the proposed secured single-pixel ghost holographic method. 

 

 

  As shown in Fig. 1, when a series of random amplitude-only patterns are sequentially 

embedded into the SLM, a series of single-pixel data can be correspondingly collected by a 

single-pixel bucket detector. Correlation algorithm [34–38] is first utilized to retrieve digital 

hologram just before the SLM, which is stored in a database as reference hologram, i.e., Href. 

Then, some recorded single-pixel data are randomly selected, and random amplitude-only 

patterns corresponding to these selected single-pixel data serve as principal security keys. The 

unselected single-pixel data and the unselected random amplitude-only patterns are discarded. 

Subsequently, 1-bit quantization operation is further applied to process the selected single-

pixel values to generate binary signals as ciphertext. If value of the selected single-pixel data 

is larger than their mean value, it is set as 1. Otherwise, it is set as 0. When ciphertext and 

principal security keys are applied by using correlation algorithm [34–38], a decrypted 

hologram decH just before the SLM is obtained. Finally, the decrypted hologram is nonlinearly 

correlated with reference hologram for optical authentication. The above process is called 

“the first optical authentication strategy” in this study. 
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 In the designed optical security system, wavelength ,  axial distance z  and pixel size   

can be used as additional security keys. In this case, optical authentication can be carried out 

between decrypted object and reference object. The decrypted object Odec is further obtained 

from the decrypted hologram by using free-space wave propagation principle [43,44], and 

reference object can be further obtained from reference hologram stored in the database by 

using free-space wave propagation principle [43,44]. Finally, the decrypted object is 

nonlinearly correlated with reference object for optical authentication without visually 

observing original information. The above process is called “the second optical authentication 

strategy”. A flow chart to clearly show the proposed method is given in Fig. 2.  

3. Results and discussion 

Simulations and optical experiments are carried out to verify effectiveness and flexibility of 

the proposed method. In the simulations and optical experiments, objects with size of 64 64  

pixels are studied, and the total number of measurements used to retrieve reference hologram 

just before the SLM is 5000. 

3.1 Nonlinearity strength and compression ratio 

To choose a proper nonlinearity strength k  and an appropriate number of the selected single-

pixel data for the proposed optical authentication strategies, peak-to-correlation energy (PCE) 

is used here to analyze correlation results obtained between references and the decrypted 

patterns, which is defined as a ratio between the maximum intensity peak value and the total 

energy of correlation output. Data compression approaches are also used in the proposed 

method, and compression ratio is defined as the number of randomly selected single-pixel 

data over the total number of all recorded single-pixel data.  

      Figure 3(a) shows an object used as a typical example for analyzing a proper nonlinearity 

strength k and an appropriate number of the randomly selected single-pixel data for the 

proposed optical authentication strategies. Figure 3(b) shows a reference hologram retrieved 

just before the SLM generated from that in Fig. 3(a) by using all recorded single-pixel data.  

   
     (a) (b) 

Fig. 3. (a) An object (i.e., plaintext), and (b) 

reference hologram retrieved just before the SLM. 

3.1.1 Optical authentication between reference hologram and decrypted hologram 

Using ciphertext and the corresponding random amplitude-only patterns, a decrypted 

hologram just before the SLM can be retrieved by using a correlation algorithm [34–38]. 

When different compression ratios and different nonlinearity strengths are used, the PCE 

values are correspondingly obtained as shown in Fig. 4(a). The higher PCE value means a 

better correlation. As the compression ratio increases, the PCE value increases accordingly. A 

larger compression ratio means that more recorded single-pixel data is selected and applied in 

this study, therefore more effective information is contained in the decrypted hologram and 

the higher PCE value can be correspondingly obtained.  
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Fig. 4. (a) The PCE values versus compression ratios using different 

nonlinearity strengths, and (b) the PCE values versus nonlinearity strengths 

with a certain compression ratio. The inset in (b) shows a generated 

nonlinear correlation map when k is set as 0.4 and compression ratio is 8.0%. 

      To choose a proper nonlinearity strength, the PCE values obtained by using different 

nonlinearity strengths with a certain compression ratio are obtained and shown in Fig. 4(b). 

As can be seen in Fig. 4(b), when k is equal to 0.4, the PCE has its maximum. It is found in 

this study that nonlinearity strength k of 0.4 is also suitable for optically authenticating other 

plaintexts. Hence, the nonlinearity strength is set as 0.4 for the first optical authentication 

strategy. It is also found that the generated nonlinear correlation maps always contain only 

one single sharp peak, when compression ratio is larger than 4.0% and the nonlinearity 

strength is set as 0.4. Compression ratio of 8.0% is used as a typical example for numerical 

analyses in this study, when the first optical authentication strategy, i.e., authentication 

between reference hologram and the decrypted hologram, is applied.  

3.1.2 Optical authentication between reference object and decrypted object 

In the second optical authentication strategy, other parameters, e.g., wavelength ,  axial 

distance z  and pixel size ,  are used as additional security keys. Nonlinear correlation is 

conducted between reference object and decrypted object. In this case, the PCE values 

obtained by using different nonlinearity strengths and different compression ratios are shown 

in Fig. 5(a). It is found that when compression ratio is larger than 12.0%, only one single 



remarkable peak appears in the generated nonlinear correlation maps. With a fixed 

compression ratio (e.g., 18.0%), the PCE values obtained by using different nonlinearity 

strengths are shown in Fig. 5(b), and the PCE values reach the maximum when k  is equal to 

0.3. Hence, compression ratio is set as 18.0% to be used as a typical example for numerical 

analyses and nonlinearity strength k is fixed as 0.3, when the second optical authentication 

strategy is applied. 
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Fig. 5. (a) The PCE values versus compression ratios using different nonlinearity 

strengths, and (b) the PCE values versus nonlinearity strengths when a certain 

compression ratio is used. The inset in (b) shows a generated nonlinear correlation 

map when nonlinearity strength k is 0.3 and compression ratio is 18.0%. 

3.2 Nonlinear correlation for optical authentication 

To show feasibility and effectiveness of the proposed method, three different kinds of objects 

shown in Figs. 6(a)–6(c) are further tested. 

     
    (a)   (b)   (c) 

Fig. 6. Three images as objects: (a) characters, (b) fingerprint and (c) face. 

 

      Reference holograms corresponding to the three objects in Figs. 6(a)–6(c) are first 

retrieved, and are respectively shown in Figs. 7(a)–7(c). Random amplitude-only patterns 



corresponding to the randomly-selected single-pixel data serve as principal security keys. The 

randomly-selected single-pixel data is further processed by using 1-bit quantization operation 

to generate binary signals as ciphertext. When ciphertext and correct principal security keys 

are used, decrypted holograms just before the SLM are correspondingly obtained as 

respectively shown in Figs. 7(d)–7(f). It can be seen in Figs. 7(d)–7(f) that the decrypted 

holograms cannot visually render any information. Nonlinear correlations between the 

decrypted holograms and reference holograms are further implemented, which are shown in 

Figs. 7(g)–7(i). The generated correlation results mean that optical authentications are 

correctly carried out, and the receiver is an authorized person or has all correct security keys.  

     
 (a)    (b)   (c) 

     
 (d)    (e)   (f) 

     
    (g)   (h)  (i) 

Fig. 7. (a)–(c) Reference holograms obtained just before the SLM by using 

correct principal security keys respectively corresponding to the three objects in 

Figs. 6(a)–6(c), (d)–(f) decrypted holograms obtained just before the SLM by 

using correct principal security keys, and (g)–(i) nonlinear correlation maps 

obtained between reference holograms and the decrypted holograms. 

      Reference objects are further obtained from the retrieved reference holograms by using 

free-space wave propagation principle [43,44] with additional security keys (e.g., wavelength, 

axial distance and pixel size), as respectively shown in Figs. 8(a)–8(c). Decrypted objects are 

also obtained from the retrieved decrypted holograms by using free-space wave propagation 

principle [43,44] with additional security keys as shown in Figs. 8(d)–8(f). In the second 

optical authentication strategy, nonlinear correlation maps obtained between reference objects 

and the decrypted objects are respectively shown in Figs. 8(g)–8(i). It can be seen in Figs. 

8(g)–8(i) that when correct security keys are used, decrypted objects can be correctly 

authenticated. It also means that the receiver is an authorized person or has all correct security 

keys.  

      To further illustrate discrimination capability of the proposed method, another three 

fingerprint objects similar to that in Fig. 6(b) are used as typical examples, as respectively 

shown in Figs. 9(a)–9(c). 



     
     (a)  (b)                          (c) 

     
     (d)  (e)                          (f) 

     
 (g)    (h)   (i) 

Fig. 8. (a)–(c) Reference objects obtained by using correct additional 

security keys respectively corresponding to the three objects in Figs. 6(a)–

6(c), (d)–(f) decrypted objects obtained by using correct additional 

security keys, and (g)–(i) nonlinear correlation maps obtained between 

reference objects and the decrypted objects. 

     
 (a) (b)   (c) 

Fig. 9. (a) F1: fingerprint 1, (b) F2: fingerprint 2, and (c) F3: fingerprint 3. 

      Figures 10(a)–10(o) show optical decryption and authentication results using the first 

optical authentication strategy, in which reference holograms and the decrypted holograms 

are nonlinearly correlated. The reference holograms retrieved just before the SLM are shown 

in Figs. 10(a)–10(c) which respectively correspond to objects F1, F2 and F3 in Figs. 9(a)–9(c), 

and the decrypted holograms are also obtained and shown in Figs. 10(d), 10(h) and 10(l), 

respectively. Here, the decrypted holograms are obtained by using correct principal security 

keys (i.e., the corresponding random amplitude-only patterns) and ciphertext. When a 

decrypted hologram is correlated with its correspondingly correct reference hologram stored 

in a database, only one single sharp peak appears as illustrated in Figs. 10(e), 10(j) and 10(o). 

When incorrect reference holograms are used, the generated nonlinear correlation maps show 

only noisy backgrounds which can be seen in Figs. 10(f), 10(g), 10(i), 10(k), 10(m) and 10(n). 

Hence, it is illustrated that a decrypted hologram retrieved just before the SLM can be 

correctly authenticated by using only its corresponding reference hologram stored in the 

database, and the proposed optical authentication strategy, i.e., the authentication strategy I, 

possesses high discrimination capability. 



                                
   (a)   (b)  (c) 

       
   (d)   (e)  (f) (g) 

       
   (h)   (i)  (j) (k) 

       
    (l)   (m)  (n) (o) 

Fig. 10. (a)–(c) Reference holograms 1,refH 2refH  and 3refH  respectively corresponding 

to objects F1, F2 and F3 in Figs. 9(a)–9(c), (d), (h), (l) decrypted holograms 1,decH

2decH  and 3,decH (e), (j) and (o) nonlinear correlation maps obtained between the 

decrypted holograms and their correspondingly correct reference holograms, and (f), 

(g), (i), (k), (m) and (n) nonlinear correlation maps obtained between the decrypted 

holograms and incorrect reference holograms. 

      In the second optical authentication strategy, reference objects are obtained from their 

corresponding reference holograms 1,refH  2refH  and 3refH  in Figs. 10(a)–10(c) by using free-

space wave propagation principle with additional security keys (e.g., wavelength, axial 

distance and pixel size), as respectively shown in Figs. 11(a)–11(c). Decrypted objects are 

obtained from the decrypted holograms by using free-space wave propagation principle with 

additional security keys (e.g., wavelength, axial distance and pixel size), as respectively 

shown in Figs. 11(d), 11(h) and 11(l). As can be seen in Figs. 11(e), 11(j) and 11(o), the 

decrypted objects are correctly authenticated by using their corresponding reference objects. 

When incorrect reference objects are used, only noisy backgrounds are generated in the 

nonlinear correlation maps, as shown in Figs. 11(f), 11(g), 11(i), 11(k), 11(m) and 11(n). It is 

illustrated that a decrypted object can be correctly authenticated by using only its 

corresponding reference object by using the nonlinear correlation algorithm. It is also 

demonstrated that the second optical authentication strategy possesses high discrimination 

capability. 



                                
 (a) (b)   (c) 

       
 (d) (e) (f)   (g) 

       
 (h) (i) (j)   (k) 

       
 (l) (m) (n)   (o) 

Fig. 11. (a)–(c) Reference objects 1,refO 2refO  and 3refO  respectively corresponding to 

objects F1, F2 and F3 in Figs. 9(a)–9(c), (d), (h), (l) decrypted objects 1,decO 2decO  and 

3decO , (e), (j) and (o) nonlinear correlation maps obtained between the decrypted objects 

and their corresponding reference objects, and (f), (g), (i), (k), (m) and (n) nonlinear 

correlation maps obtained between the decrypted objects and incorrect reference objects. 

3.3 Optical authentication using wrong security keys for the decryption 

To analyze security of the proposed secured single-pixel ghost holographic method, nonlinear 

correlation results are also obtained when security keys are incorrectly used for the decryption 

followed by optical authentication.  

      For the first optical authentication strategy, when wrong random amplitude-only patterns 

are used for the decryption, reference holograms, decrypted holograms and the corresponding 

optical authentication distributions are respectively shown in Figs. 12(a)–12(o). Figures 

12(a)–12(c) show reference holograms 1,refH 2refH  and 3refH  which respectively correspond 

to the objects F1, F2 and F3 in Figs. 9(a)–9(c). For the unauthorized persons who use wrong 

random amplitude-only patterns, decrypted holograms just before the SLM are obtained and 

shown in Figs. 12(d), 12(h) and 12(l). As can be seen in Figs. 12(e)–12(g), 12(i)–12(k) and 

12(m)–12(o), the decrypted holograms cannot be correctly correlated with reference 

hologram stored in the database, and all generated nonlinear correlation maps contain only 

noisy backgrounds which mean unsuccessfully optical authentication. It is also demonstrated 

that the proposed method is of high security.  



                                
    (a)   (b)  (c) 

       
   (d)   (e)  (f) (g) 

       
   (h)   (i)  (j) (k) 

       
   (l)   (m)  (n) (o) 

Fig. 12. (a)–(c) Reference holograms 1,refH 2refH  and 3refH  respectively corresponding to 

F1, F2 and F3 in Figs. 9(a)–9(c), (d), (h), (l) the decrypted holograms 1,decH  2decH  and 

3decH  obtained by using wrong amplitude-only patterns, and (e)–(g), (i)–(k) and (m)–(o) 

nonlinear correlation maps obtained between reference holograms and the decrypted 

holograms. In this case, wrong random amplitude-only patterns are used for the 

decryption to generate the decrypted holograms.  

      In the second optical authentication strategy, it is found that nonlinear correlation results 

are further sensitive to additional security keys, e.g., wavelength and axial distance. An error 

existing in additional security keys can lead to incorrect optical information authentication. 

For the sake of brevity, we only show the optical authentication distributions obtained by 

using wrong axial distances, which are shown in Figs. 13(a)–13(o). It is found that the effect 

of other additional security keys is similar.  

  Reference objects in Figs. 13(a)–13(c) are the same as those shown in Figs. 11(a)–11(c). 

However, decrypted objects in Figs. 13(d), 13(h), 13(l) are obtained by using a wrong axial 

distance. The correct axial distance is 0.02 m in the proposed optical encryption setup, and an 

axial distance of 0.022 m is used to conduct the decryption here. As can be seen in Figs. 13(e), 

13(j) and 13(o), although there is a small error only in the axial distance, the nonlinear 

correlation maps obtained between the decrypted objects and reference objects show only 

noisy backgrounds. Other generated nonlinear correlation maps shown in Figs. 13(f), 13(g), 

13(i), 13(k), 13(m) and 13(n) also contain only noisy patterns, when incorrect reference 

objects are used for optical authentication.  



                                
 (a)   (b)   (c) 

       
 (d) (e)   (f)  (g) 

       
 (h) (i)   (j)  (k) 

       
 (l) (m)   (n)  (o) 

Fig. 13. (a)–(c) Reference objects 1,refO 2refO  and 3refO  respectively corresponding to F1, 

F2 and F3 in Figs. 9(a)–9(c), (d), (h) and (l) the decrypted objects 1,decO 2decO  and 3decO  

obtained by using wrong axial distance, and (e)–(g), (i)–(k) and (m)–(o) nonlinear 

correlation maps obtained between reference objects and the decrypted objects. In this 

case, wrong axial distance is used for the decryption to generate the decrypted objects. 

  To illustrate that the second optical authentication strategy is sensitive to additional 

security keys, the PCE values are further obtained by using different axial distances. Here, for 

the sake of brevity, the correlations between reference object 1refO  and decrypted object 1decO

are implemented. As can be seen in Fig. 14, when the correct axial distance (i.e., 0.02 m) is 

used, the PCE value is the largest. A small error in the axial distance can lead to a dramatic 

decrease in the PCE values. In this case, it is assumed that all other security keys are correct.  

 
Fig. 14.  The PCE values versus axial distances. 



3.4 Noise and occlusion contaminations 

3.4.1 Noise contamination 

                  
  (a)    (b) 

                      
   (c)  (d) (e)   (f) 

                      
   (g)  (h) (i)   (j) 

                  
   (k)  (l) (m)   (n) 

                  
   (o)  (p) (q)   (r) 

Fig. 15. (a) Reference hologram 1refH  corresponding to F1 in Fig. 9(a), (b) reference object 

1refO  obtained from 1refH , (c), (g), (k) and (o) decrypted holograms respectively obtained 

by using noise level of 0.2, 0.4, 0.8 and 1.2 in the ciphertext, (d), (h), (l) and (p) nonlinear 

correlation maps generated between reference holograms and the decrypted holograms, (f), 

(j), (n) and (r) decrypted objects respectively obtained by using noise levels of 0.2, 0.4, 0.8 

and 1.2 in the ciphertext, and (e), (i), (m) and (q) nonlinear correlation maps obtained 

between reference objects and the decrypted objects. 

      In practice, the recorded ciphertext could be further contaminated during date storage or 

transmission, e.g., noise and occlusion. Here, noisy ciphertext is described by ,B B NL G   

where B  denotes binary signals (i.e., ciphertext), B  denotes ciphertext contaminated by noise, 

NL  represents noise level, and G  represents Gaussian noise with mean of 0 and variance of 

1.0. Figure 15(a) shows a reference hologram 1refH  obtained from object F1 in Fig. 9(a), and 

Fig. 15(b) shows a reference object 1refO  further obtained from reference hologram 1.refH  

NL=0.4 

NL=0.2 

NL=0.8 

NL=1.2 



When noise level is respectively set as 0.2, 0.4, 0.8 and 1.2, four decrypted holograms are 

correspondingly retrieved and shown in Figs. 15(c), 15(g), 15(k) and 15(o), respectively. Four 

decrypted objects are further obtained from the decrypted holograms as respectively shown in 

Figs. 15(f), 15(j), 15(n) and 15(r). Nonlinear correlation maps obtained between reference 

hologram 1refH  and the four decrypted holograms are shown in Figs. 15(d), 15(h), 15(l) and 

15(p), respectively. Nonlinear correlation maps obtained between reference object 1refO  and 

the four decrypted objects are shown in Figs. 15(e), 15(i), 15(m) and 15(q), respectively. For 

nonlinear correlation obtained between reference hologram and the decrypted holograms, it 

can be seen that when the noise level is smaller than 0.4, the generated nonlinear correlation 

map has only one sharp peak. For nonlinear correlation maps obtained between reference 

object and the decrypted objects, the sharp peak appears when the noise level is close to 0.2. 

Hence, it is illustrated that the first optical authentication strategy is more robust to noise 

contamination compared with the second strategy. When the noise is large (e.g., NL=1.2), the 

two optical authentication strategies cannot work and there is only noisy background in the 

generated nonlinear correlation maps. 

The trend of PCE values corresponding to different noise levels is further studied and 

shown in Fig. 16. For the first optical authentication strategy, the PCE values can keep to be 

above 0.02 when the noise level reaches 0.4. For the second optical authentication strategy, 

the PCE values are larger than 0.02, when noise levels are smaller than 0.2.  

                                 
Fig. 16. The PCE values versus noise levels. 

 

3.4.2 Occlusion contamination 

During the transmission or storage, data loss or occlusion contamination could also happen. 

Here, it is assumed that some single-pixel data from the ciphertext are further considered to 

be lost or occluded. The loss percentage is defined as a ratio between the number of lost 

single-pixel data in the ciphertext and the total number of elements in the ciphertext. 

  Figures 17(a) and 17(b) respectively show reference hologram 1refH  and reference object 

1refO  corresponding to object F1 in Fig. 9(a). When loss level is respectively set as 20.0%, 

40.0%, 60.0% and 80.0%, four decrypted holograms are correspondingly retrieved and shown 

in Figs. 17(c), 17(g), 17(k) and 17(o), respectively. Four decrypted objects are further 

obtained from the decrypted holograms as respectively shown in Figs. 17(f), 17(j), 17(n) and 

17(r). Nonlinear correlation maps obtained between reference hologram 1refH  and the four 

decrypted holograms are shown in Figs. 17(d), 17(h), 17(l) and 17(p), respectively. Nonlinear 

correlation maps obtained between decrypted objects 1refO  and the four decrypted objects are 

shown in Figs. 17(e), 17(i), 17(m) and 17(q), respectively. As can be seen in Figs. 17(a)–17(r), 

the proposed method is also robust to occlusion contamination. The first optical 

authentication strategy is feasible when the information loss achieves 40.0%. In the case of a 



small loss (e.g., 20.0%), the two authentication strategies show high robustness against 

occlusions. When the loss is large (e.g., 80.0%), no much information is available for correct 

authentication and nonlinear correlation maps render only noisy backgrounds.     

                       
  (a)    (b) 
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Fig. 17.  (a) Reference hologram 1refH  corresponding to F1 in Fig. 9(a), (b) reference object 1refO  

obtained from 1,refH  (c), (g), (k) and (o) decrypted holograms respectively obtained by using loss 

levels of 20.0%, 40.0%, 60.0% and 80.0% in the ciphertext, (d), (h), (l) and (p) nonlinear 

correlation maps obtained between reference hologram and the decrypted holograms, (f), (j), (n) 

and (r) decrypted objects respectively obtained by using loss levels of 20.0%, 40.0%, 60.0%  and 

80.0% in the ciphertext, and (e), (i), (m) and (q) nonlinear correlation maps obtained between 

reference object and the decrypted objects. 

  Figure 18 shows a relationship between different loss levels and the PCE values. It is 

found that the first authentication strategy performs better in the case of ciphertext loss, since 

its maximum loss level can achieve 40.0%. Although the loss level with around 20.0% in the 

second optical authentication strategy is allowed, it is still feasible for practical applications. 

These results and discussion demonstrate that the proposed method possesses high robustness 

Loss=20% 

Loss=40% 

Loss=60% 

Loss=80%

% 



against ciphertext loss or occlusions. The first optical authentication strategy performs better 

when there is a contamination, and the second optical authentication strategy can achieve the 

higher security since additional security keys are requested for the decryption before the 

authentication.  

                                   

Fig. 18.  The PCE values versus ciphertext loss levels. 

3.5 Optical experiments 

Optical experimental setup shown in Fig. 1 is further conducted to verify feasibility and 

effectiveness of the proposed method. The illumination source used in our experiment is a 

He-Ne laser beam with wavelength of 633.0 nm. Axial distance from the object to the SLM is 

2.0cm. The SLM (Holoeye, LC-R720) is used to sequentially modulate the interference 

pattern, and pixel size of the SLM is 20.0 .m It is worth noting that a series of random 

amplitude-only patterns are generated and sequentially embedded into the SLM, and the SLM 

performs amplitude modulation in optical experiments. A single-pixel bucket detector 

(Newport, 918D-UV-OD3R) without spatial resolution is used, which is connected to a power 

meter (Newport, 1936-R) to obtain experimental data, i.e., single-pixel sequence. 

   
    (a)                          (b) 

 

 

 

 

 

                                                            (c) 

Fig. 19. (a) Transmission patterns used in the experiments (the regions 

inside the dashed boxes respectively act as two objects in optical 

experiments), i.e., the left one: object 1; the right one: object 2, (b) a 

reflective object (used in optical experiment) called as object 3, and (c) a 

typical ciphertext-generation procedure for the proposed method.  
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  In optical experiments, an USAF1951 resolution target is used and placed in the optical 

path, and two parts of the target are chosen to respectively serve as two transmission objects 

(i.e., object 1 and object 2) as indicated in Fig. 19(a). In addition, a reflective object, called 

object 3, is also used, which is shown in Fig. 19(b). A typical ciphertext-generation procedure 

for the proposed method is illustrated in Fig. 19(c). 

  Using the proposed method, three reference holograms just before the SLM are 

correspondingly retrieved and stored in a database as respectively shown in Figs. 20(a)–20(c), 

which cannot be directly viewed by the receivers. Ciphertext and principal security keys are 

used to retrieve the decrypted holograms just before the SLM, which are shown in Figs. 20(d), 

20(h) and 20(l). Nonlinear correlation maps obtained between reference holograms and the 

decrypted holograms are shown in Figs. 20(e)–20(g), 20(i)–20(k) and 20(m)–20(o). It can be 

seen that only the correlation maps obtained between the decrypted holograms and the 

correspondingly correct reference holograms can generate correct authentication results, as 

respectively shown in Figs. 20(e), 20(j) and 20(o). When incorrect reference holograms are 

used for the authentication, there are only noisy backgrounds in the generated nonlinear 

correlation maps, as shown in Figs. 20(f), 20(g), 20(i), 20(k), 20(m) and 20(n). The 

experimental results are in accordance with the aforementioned numerical analyses. 

                                
   (a)   (b)  (c) 
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   (l)   (m)  (n) (o) 

Fig. 20. (a)–(c) Reference holograms 1,refH 2refH  and 3refH  respectively corresponding to object 1, 

object 2 and object 3 in Fig. 19, (d), (h) and (l) decrypted holograms 1,decH 2decH  and 3decH  by 

using correct security keys, (e), (j) and (o) nonlinear correlation maps obtained between decrypted 

holograms and the corresponding reference holograms, and (f), (g), (i), (k), (m) and (n) nonlinear 

correlation maps obtained between the decrypted holograms and incorrect reference holograms. 



      In the second optical authentication strategy, reference objects shown in Figs. 21(a)–21(c) 

are further obtained respectively from reference holograms 1,refH 2refH and 3refH  in Figs. 

20(a)–20(c) by using free-space wave propagation principle [43,44] with additional security 

keys. Decrypted objects shown in Figs. 21(d), 21(h) and 21(l) are further obtained from the 

decrypted holograms 1,decH 2decH  and 3decH  in Figs. 20(d), 20(h) and 20(l), respectively. 

Correct optical authentication maps are obtained when the decrypted objects are correlated 

with their correspondingly correct reference objects, as shown in Figs. 21(e), 21(j) and 21(o). 

Optical authentication results are also obtained as shown in Figs. 21(f), 21(g), 21(i), 21(k), 

21(m) and 21(n), when the decrypted objects are correlated with incorrect reference objects. 

The experimental results are also in accordance with the aforementioned numerical analyses. 

Numerical analyses and optical experimental results systematically demonstrate that the 

proposed method is feasible and effective. 
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Fig. 21. (a)–(c) Reference objects 1,refO 2refO  and 3refO  respectively corresponding to 

object 1, object 2 and object 3 in Fig. 19, (d), (h) and (l) decrypted objects 1,decO 2decO  and 

3decO  obtained by using correct security keys, (e), (j) and (o) nonlinear correlation maps 

obtained between the decrypted objects and their corresponding reference objects, and (f), 

(g), (i), (k), (m) and (n) nonlinear correlation maps obtained between the decrypted 

objects and incorrect reference objects. In this case, compression ratio is set as 20.0% to 

be used as a typical example, and nonlinearity strength k is set as 0.3. 

      Here, robustness against the contaminations is also studied for the proposed method by 

using optical experimental data. The proposed method is first tested when there is noise 

contamination to the ciphertext, i.e., respectively with noise levels of 0.1, 0.2, 0.3 and 0.4. 



Figures 22(a) and 22(b) show reference hologram and reference object corresponding to 

object 1 in Fig. 19(a), respectively. Figures 22(c), 22(g), 22(k) and 22(o) show four decrypted 

holograms retrieved just before the SLM respectively corresponding to noise levels of 0.1, 0.2, 

0.3 and 0.4. As can be seen in Figs. 22(d), 22(h), 22(l) and 22(p), nonlinear correlation maps 

generated between reference hologram and the decrypted holograms contain only one sharp 

peak and flat background. Four decrypted objects are further obtained from the decrypted 

holograms as respectively shown in Figs. 22(f), 22(j), 22(n) and 22(r). Nonlinear correlation 

maps obtained between reference object and the decrypted objects are shown in Figs. 22(e), 

22(i), 22(m) and 22(q). It is also experimentally demonstrated that the proposed method 

possesses high robustness against noise contaminations to the ciphertext.  
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Fig. 22. (a) Reference hologram 1refH  corresponding to object 1 in Fig. 19(a), (b) reference object 

1refO  further obtained from 1,refH (c), (g), (k) and (o) the decrypted holograms obtained respectively 

corresponding to noise levels of 0.1, 0.2, 0.3 and 0.4 in the ciphertext, (d), (h), (l) and (p) nonlinear 

correlation maps generated between reference hologram and the decrypted holograms, (f), (j), (n) and 

(r) the decrypted objects respectively further obtained from the decrypted holograms, and (e), (i), (m) 

and (q) nonlinear correlation maps obtained between reference object and the decrypted objects. 
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NL=0.1 
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      Robustness against occlusion contamination is also evaluated for the proposed method by 

using the experimental data. Figures 23(a) and 23(b) show reference hologram and reference 

object corresponding to object 1 in Fig. 19(a), respectively. When there is a loss level of 

10.0%, 20.0%, 30.0% and 40.0% respectively in the ciphertext, four decrypted holograms are 

obtained as respectively shown in Figs. 23(c), 23(g), 23(k) and 23(o). Four decrypted objects 

are further retrieved as respectively shown in Figs. 23(f), 23(j), 23(n) and 23(r). Nonlinear 

correlation maps generated between reference hologram and the decrypted holograms are 

respectively shown in Figs. 23(d), 23(h), 23(l) and 23(p), and nonlinear correlation maps 

generated between reference object and the decrypted objects are respectively shown in Figs. 

23(e), 23(i), 23(m) and 23(q). It is experimentally demonstrated that the proposed method 

also possesses high robustness against occlusion contaminations to the ciphertext.  
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Fig. 23. (a) Reference hologram 1refH  corresponding to object 1 in Fig. 19(a), (b) reference object 1refO  

further obtained from 1,refH (c), (g), (k) and (o) decrypted holograms obtained respectively 

corresponding to a loss level of 10.0%, 20.0%, 30.0% and 40.0% in the ciphertext, (d), (h), (l) and (p) 

nonlinear correlation maps generated between reference hologram and the decrypted holograms, (f), (j), 

(n) and (r) decrypted objects respectively obtained from the decrypted holograms, and (e), (i), (m) and 

(q) nonlinear correlation maps obtained between reference object and the decrypted objects. 
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4. Conclusions 

In this paper, single-pixel ghost holography has been proposed for optical authentication-

based security. Numerical analyses and optical experimental results systematically 

demonstrate that the proposed method is feasible and effective, and can effectively resolve the 

problems existing in conventional holography-based optical security systems. The designed 

optical setup is promising for securing information, and the proposed method could open up a 

different research perspective for optical security. Although in-line digital holographic 

principle is studied and integrated with single-pixel structured detection architecture, it could 

be straightforward to flexibly apply other holographic setups and integrate them with the 

designed single-pixel structured detection architecture for optical encryption and 

authentication. Different optical authentication strategies have been further developed and 

applied for effectively verifying the decrypted information, which can also enhance system 

flexibility. It is believed that the proposed method can be flexibly applied in practice for 

securing information, and can provide a promising approach for greatly enriching single-pixel 

optical security. 
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