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Abstract: Single-pixel imaging via phase extraction is presented for optical security and
flexibility enhancement. A series of random intensity patterns are pregenerated as princi-
pal security keys and are sequentially encoded into phase-only masks. Since different
optical sensing infrastructures can be arbitrarily designed for the extraction of phase-
only masks and object encoding, high flexibility and high security with a largely indirect
space for phase are achieved in the proposed optical security system. This finding may
advance single-pixel correlated imaging as a quantum or classical technology with
potential for significantly enriching the security field.

Index Terms: Optical imaging system, single-pixel photon detection, optical data security,
phase extraction.

1. Introduction
Single-pixel correlated imaging, widely known as ghost imaging [1], has been one of the most
interesting topics in many application fields due to its remarkable characteristics. In single-pixel
correlated imaging, the sample can be reconstructed by scanning the camera at reference
beam arm, in which the sample is not located [1]. Since the characteristics obtained with en-
tangled photons are also found to be realized by using classical pseudo-thermal light source [2],
single-pixel correlated imaging has been explored in classical domain, such as optical sensing
[1] and optical encryption [3], [4]. It has also been illustrated that correlated-photon image is
formed intrinsically due to classical coherence propagation [1], [5].

Since a series of random phase-only masks are applied, single-pixel correlated imaging [3], [4]
has attracted much attention in optical data security field and effectively enriches conventional opti-
cal security field [6]–[16]. It is illustrated that single-pixel imaging has a potential to prevent some at-
tacks [15], [16] when the keys can be continuously modified. However, conventional single-pixel
correlated imaging systems are usually established based on direct use or simple modulation of
phase-only masks [3], [4], and system flexibility is limited. It is also desirable that the indirect
space for phase can be large to make single-pixel correlated imaging system difficult for unautho-
rized receivers.

In this paper, single-pixel imaging via phase extraction is presented for optical security and
flexibility enhancement. A series of random intensity patterns are pre-generated as principal
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security keys and are sequentially encoded into phase-only masks. Since different optical sens-
ing infrastructures can be arbitrarily designed, respectively, for the extraction of phase-only
masks and object encoding, high flexibility and high security with a largely indirect (or virtual)
space for phase are achieved in the proposed system.

2. Principles
Fig. 1 shows a schematic setup for the proposed optical security system. A series of random
intensity patterns Iið�; �Þ ½i ¼ 1; 2;3; . . .N � are pre-generated as principal security keys, and
various phase extraction algorithms, such as computer-generated hologram [17], can be ap-
plied to encode each pre-generated random intensity pattern into phase-only masks. Here,
non-iterative interference-based phase extraction algorithm [18], [19] is applied as one typical
example to encode each pre-generated random intensity pattern Ii ð�; �Þ ½i ¼ 1; 2; 3; . . . ;N �
into two noisy phase-only masks. The objective is to ensure that interference intensity
jIFT½ðFTfexp½ jSiðx ; yÞ�gÞ=ðfx ; fy ; dÞ� þ IFT½ðFTfexp½ jPiðx ; yÞ�gÞ=ðfx ; fy ; dÞ�j2 is close to each pre-
generated random intensity pattern Iið�; �Þ, where FT and IFT respectively denote Fourier
transform and inverse Fourier transform, exp½ jSiðx ; yÞ� and exp½ jPiðx ; yÞ� denote the extracted
phase-only masks, j ¼ ffiffiffiffiffiffiffi�1

p
, d denotes axial distance, and =ðfx ; fy ; dÞ denotes transfer function

[5]. Non-iterative interference-based phase extraction algorithm is analytically conducted, and
two phase-only masks are, respectively, extracted by
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Fig. 1. Schematic setup for illustrating the object encoding process in the proposed optical system:
BD, bucket detector. The dashed box denotes region of interest. Since the wavefront at reference
beam arm can be computationally calculated, it is not shown here. In practice, a collecting lens can
also be placed between the object and bucket detector.
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where Ôið�; �Þ ¼
ffiffiffiffiffiffiffiffiffiffiffiffiffiffiffi
Ii ð�; �Þ

p
exp½ j<ð�; �Þ�, <ð�; �Þ denotes a 2-D map randomly distributed in the

range of ½0; 2��, and ang and abs, respectively, denote the extraction of argument and magnitude
of a complex number.

As seen in Fig. 1, during object encoding, each pair of the extracted phase-only masks
Miðx ; yÞ {i.e., exp½ jSi ðx ; yÞ�} and Wið�; �Þ {i.e., exp½ jPiðx ; yÞ�} is sequentially displayed in phase-
only spatial light modulators (SLMs) using another optical sensing infrastructure, i.e., cascaded.
Since cascaded structure is applied during object encoding, coordinate of exp½ jPiðx ; yÞ� is
re-defined as ð�; �Þ. A series of intensity points fBig½i ¼ 1; 2; 3; . . . ;N �, acting as ciphertexts,
can be obtained by using single-pixel bucket detector (without spatial resolution), which are
described by

Bi ¼
Z Z

FrFT�;� FrFT�;� Miðx ; yÞ½ �	 

Wið�; �Þ

� � �
Oð�; �Þ�� ��2d� d� (3)

where Oð�; �Þ denotes amplitude transmittance of the object, FrFT denotes fractional Fourier
transform [20], and � and � denote FrFT function orders. The 1-D FrFT with order � is described
by [20]

FrFT� MiðxÞ½ � ¼
Zþ1

�1
MiðxÞH�ð��; xÞdx (4)

where H�ð��; xÞ¼
Q expf j�½�2�cotð��=2Þ þ x2cotð��=2Þ � 2��x cscð��=2Þ�g; ðif � 6¼ 2mÞ
	ð�� � xÞ; ðif � ¼ 4mÞ
	ð�� þ xÞ; ðif � ¼ 4m � 2Þ

8<
:

m denotes an integer, and Q ¼ ffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffi
1� j cotð��=2Þp

. The description of 2-D FrFT is straightforward.
Only one series of the pre-generated random intensity patterns Iið�; �Þ ½i ¼ 1; 2; 3; . . . ;N �

should be stored or transmitted as principal security keys. For object decoding, the interference-
based infrastructure with accurate parameters is first applied for extracting phase-only masks
[i.e., Miðx ; yÞ and Wið�; �Þ] from principal security keys [i.e., Iið�; �Þ�, and subsequently, a cas-
caded infrastructure with the extracted phase-only masks is employed for generating each in-
tensity pattern at reference beam arm kið�; �Þ ½i ¼ 1;2;3; . . . ;N � which can be described by
function jFrFT�;�ðfFrFT�;�½Miðx ; yÞ�gWið�; �ÞÞj2. Finally, the series of calculated reference inten-
sity patterns kið�; �Þ ½i ¼ 1;2; 3; . . . ;N � is correlated with the ciphertexts fBig ½i ¼ 1; 2; 3; . . . ;N �
for extracting the decoded object using correlation function ½hBkð�; �Þi � hBihkð�; �Þi�. It is worth
noting that when the less number of measurements is used, the object can also be recovered
and is of the lower quality. Hence, security key management or distribution is an important topic
in practical applications.

3. Results and Discussion
In Fig. 1, the plane wave (wavelength of 630.0 nm and waist of 740.0 �m) is simulated and
applied for the illumination to illustrate validity of the proposed method. During the generation
of phase-only masks and object encoding, the axial distance d is 20.0 cm, and FrFT function or-
ders � and � are 0.40 and 0.80, respectively. By using the proposed method, a series of phase-
only masks Miðx ; yÞ and Wið�; �Þ ði ¼ 1; 2; 3; . . . ;NÞ (i.e., N ¼ 25000) are generated and are
cascaded and sequentially embedded into phase-only SLMs (64 � 64 pixels and pixel pitch of
15 �m) during object encoding. Fig. 2(a) and (b) show two typical pre-generated random inten-
sity patterns, and Fig. 2(c) and (d) show the typically extracted phase-only masks Miðx ; yÞ and
Wið�; �Þ, respectively. When the extracted phase-only masks Mi ðx ; yÞ and Wið�; �Þ are sequen-
tially cascaded at object beam arm, a series of intensity points fBig, acting as ciphertexts, are
obtained by using single-pixel bucket detector (without spatial resolution) as shown in Fig. 2(e).
It is illustrated in Fig. 2(e) that only 1-D noisy map is obtained as ciphertexts after object encod-
ing. Fig. 2(f) shows the correlations between each pair of Mi ðx ; yÞ and Wið�; �Þ.
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The object shown in inset of Fig. 1 is encoded in the developed optical security system.
Fig. 3(a) shows a decoded object, when principal security keys and imaging infrastructures with
setup parameters are correctly applied for the decoding. Peak signal-to-noise ratio (PSNR) for
Fig. 3(a) is 6.66 dB. In this study, the PSNR is calculated to evaluate quality of the decoded
objects within the region of interest (indicated in Fig. 1). It can be seen in Fig. 3(a) that when
security keys are available to authorized receivers, object information can be effectively re-
trieved. Quality of the decoded object in Fig. 3(a) can be further enhanced by using various
post-processing algorithms, and Fig. 3(b) shows a recovered object obtained by using Gaussian
low-pass filter to the image in Fig. 3(a). The PSNR for Fig. 3(b) is 8.24 dB. In the proposed sys-
tem, the series of pre-generated random intensity patterns Iið�; �Þ ði ¼ 1; 2; 3; . . . ;NÞ is used as
principal security keys. Fig. 3(c) shows a decoded object, when a series of wrong pre-generated
random intensity patterns are employed to generate phase-only masks during the decoding,
such as by unauthorized receivers. The PSNR for Fig. 3(c) is 4.15 dB. Fig. 3(d) shows a decoded
object, when only the wavelength (an error of 10.0 nm) and axial distance (an error of 1.0 cm)
are wrongly used during the generation of phase-only masks for the decoding. The PSNR for
Fig. 3(d) is 3.96 dB. It can be seen in Fig. 3(c) and (d) that when the keys are wrong, only noisy
distributions can be obtained. It should be emphasized that different imaging infrastructures can

Fig. 2. (a) and (b) Two typical pre-generated random intensity patterns, typically extracted phase-
only mask (c) Mi ðx ; yÞ and (d) Wi ð�; �Þ. (e) Ciphertexts obtained by single-pixel bucket detector
(without spatial resolution). (f) Correlation between each pair of Mi ðx ; yÞ and Wi ð�; �Þ.

Fig. 3. (a) Decoded object obtained when principal keys and imaging infrastructures with setup
parameters are correctly applied for the decoding, (b) a recovered object obtained after filtering the
image in (a) using Gaussian low-pass filter, (c) a decoded object obtained when a series of wrong
pre-generated random intensity patterns are applied for the decoding, and (d) a decoded object ob-
tained when only wavelength and axial distance are incorrectly applied during phase-mask retrieval
for the decoding.
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be arbitrarily applied, respectively, for the generation of phase-only masks and object encoding,
and without proper applications of imaging infrastructures, it is impossible to extract the object.
For the sake of brevity, performance of other parameters, such as FrFT function orders, is not
presented here.

Attack analyses using different percentages of eavesdropping are conducted to further evalu-
ate the proposed approach, when an unauthorized receiver has got some information related to
principal security keys, i.e., Iið�; �Þ ði ¼ 1; 2; 3; . . . ;NÞ. It is assumed that unauthorized receiver
knows the designed imaging infrastructures, i.e., non-iterative interference for phase-mask gen-
eration and cascaded phase-only masks for object encoding. Fig. 4(a) and (b) show the decoded
objects, when 60.0% and 65.0% pixels of each pre-generated random intensity pattern are
eavesdropped for the decoding, respectively. The PSNRs for Fig. 4(a) and (b) are 4.44 dB and
4.56 dB, respectively. For a comparison, conventional approach directly using a series of ran-
dom phase-only masks is also conducted, and the eavesdropping attacking results are shown
in Fig. 4(c) and (d). The PSNRs for Fig. 4(c) and (d) are 4.27 dB and 4.35 dB, respectively. As
seen in Fig. 4(a)–(d), a much larger number of pixels in principal keys should be eavesdropped
(or attacked) to slightly observe the object in the proposed method compared to previous work.

The proposed method can also be applied to multiple-object encoding and decoding, and the
whole process can be carried out as follows: 1) Each object can be individually encoded; hence,
several series of 1-D photons [i.e., ciphertexts like those in Fig. 2(e)] can be sequentially re-
corded. For instance, three objects [i.e., cð�; �Þ, dð�; �Þ, and eð�; �Þ� are independently en-
coded, and three series of recorded photons are respectively denoted as fCig, fDig and fEig
ði ¼ 1; 2; 3; . . . ;NÞ. The same series of Miðx ; yÞ and Wið�; �Þ is used for each object encoding.
2) Photon synthesis is conducted by using fCig � fDig � fEig or fCig þ fDig þ fEig, and the
synthesized photons are used as final ciphertexts. 3) To avoid cross-talk term, other series of
photons, such as fCig � fDig or fCig þ fDig, can be considered as additional parameters for
extracting one specific series of photons (such as fEig) for decoding the object, i.e., eð�; �Þ.
Similarly, other objects cð�; �Þ and dð�; �Þ can also be extracted without cross-talk term during
the decoding.

Some discussions and explanations related to the proposed approach are briefly described
as follows.

1) Since a series of random intensity patterns Iið�; �Þ ði ¼ 1; 2; 3; . . . ;NÞ are pre-generated,
either non-iterative or iterative phase retrieval algorithms can be flexibly designed to extract
phase-only masks. For instance, non-iterative interference-based phase retrieval can effec-
tively reduce computational time without compromising system security, and analytical so-
lutions can be generated. Various imaging infrastructures [see typical ones in Fig. 5(a)–(c)],
such as cascaded, interference or mixture of cascaded and interference, can be arbitrarily
applied, respectively, for phase-mask generation and object encoding; hence, high flexibility
can be guaranteed.

2) Each pre-generated random intensity pattern Ii ð�; �Þ ði ¼ 1; 2; 3; . . . ;NÞ can be flexibly en-
coded into a different number of phase-only masks. Although a large number of phase-
only masks can be arbitrarily generated and applied during object encoding, only one

Fig. 4. Eavesdropping attacks: decoded objects obtained when (a) 60.0% and (b) 65.0% pixels of
each pre-generated random intensity pattern Ii ð�; �Þ ði ¼ 1;2;3; . . . ;NÞ are eavesdropped for the de-
coding. Eavesdropping attacks to conventional method: decoded objects obtained when (c) 8.0%
and (d) 13.0% pixels of each random phase-only mask are eavesdropped for the decoding. Here,
it has been assumed that no any whole or complete principal key is eavesdropped.
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series of pre-generated random intensity patterns is requested to be transmitted as princi-
pal security keys. Alternatively, these intensity patterns Ii ð�; �Þ can be further transformed
or compressed to be only 1-D vector using random intensity generator.

3) For the decoding, the pre-generated random intensity patterns, acting as principal keys,
should be transformed to intensity patterns at reference beam arm by using at least two
imaging infrastructures with arbitrarily-designed phase-mask arrangements, hence a
largely indirect space for phase is available. It has also been illustrated that due to the de-
signed intensity modulation strategy, security enhancement (i.e., with large eavesdropping
percentage) can be achieved; see Fig. 4(a)–(d).

4) The larger data space, such as 8 or 10 bits, may be designed and applied to pre-generate
random intensity patterns as principal security keys compared with those keys directly
using random phase-only masks (i.e., smaller than 3 bits) in previous systems.

5) The objective of object decryption is to clearly observe the input using correct security
keys, and the results in Fig. 3(a) and (b) can be satisfactory. In this study, the method can
also be applied to encode grayscale image like previous work [4]. The decoding quality will
be lower, since more information should be recovered during the decoding compared with
binary-image encoding case. In practice, some algorithms, such as differential [21], can be
applied to enhance decryption quality.

4. Conclusion
Single-pixel correlated imaging via phase extraction has been presented for optical security and
flexibility enhancement. A series of random intensity patterns are pre-generated as principal se-
curity keys, and are sequentially encoded into phase-only masks. The numerical results and
corresponding analyses demonstrate that since different optical sensing infrastructures can be
arbitrarily designed for the extraction of phase-only masks and object encoding, high flexibility,
and high security with a largely indirect (or virtual) space for phase are achieved in the proposed
optical data security system. This finding may advance single-pixel correlated imaging as a
quantum or classical technology with potential for significantly enriching the security field.
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