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1
METHOD AND APPARATUS FOR PERSONAL
IDENTIFICATION USING PALMPRINT AND
PALM VEIN

CROSS REFERENCE TO RELATED
APPLICATION

The present application claims priority from U.S. Provi-
sional Patent Application No. 61/089,906 filed on Aug. 19,
2008, which is hereby incorporated by reference herein in its
entirety.

BACKGROUND OF THE INVENTION

1. Field of the Invention

The present invention relates to personal identification,
more particularly, to personal identification using biometric
information such as palmprint and palm vein.

2. Description of the Related Art

Reliability in the personal authentication is key to the secu-
rity in the networked society. Many physiological character-
istics of humans, i.e. biometrics, are typically time invariant,
easy to acquire, and unique for every individual. Biometric
features such as face, iris, fingerprint, hand geometry, palm-
print, signature, etc., have been suggested for the security in
access control. Most of the current research in biometrics has
been focused on fingerprint and facial recognition. The reli-
ability of personal identification using facial image is cur-
rently low as the researchers today continue to grapple with
the problems of pose, lighting, orientation and gesture. Fin-
gerprint identification is widely used in personal identifica-
tion as it works well in most cases. However, it is difficult to
acquire fingerprint features i.e. minutiae, for some people
such as manual laborers, elderly people, etc. As a result, other
biometric characteristics are receiving increasing attention.
The hand based biometric techniques, i.e., fingerprint and
hand geometry, are most attractive in the market because of
high user-acceptance.

Prior researchers have attempted to devise personal
authentication systems using various biometric traits. Some
researchers have also suggested the hand based measure-
ments for the personal authentication. The US patent office
has issued few patents for the devices that range from electro-
mechanical devices to the image scanners and used for per-
sonal authentication. The U.S. Pat. No. 4,736,203 issued in
1988 details an electronic hand scanning device for personal
identification. Prior to this two U.S. Pat. Nos. 3,576,537 and
3,576,538 were issued for personal authentication systems
that were based on hand geometry based measurements.

The recent U.S. patent application Ser. No. 11/347,411
details a device which is tailored for the acquisition of palm
vein information. Wang et al. (Person recognition by fusing
palmprint and palm vein images based on “Laplacianpalm”
representation, Pattern Recognition 41(5), pp. 1531-1544,
2008) proposed to fuse palmprint and palm vein images for
person recognition. Because palmprint and palm vein images
contain complementary information, the experiments
showed significant improvement by fusing. However, their
system was composed of two separated cameras and required
a time-cost registration procedure which made it difficult to
apply for real-time application. Another U.S. patent applica-
tion Ser. No. 11/084,168 details the use of two-stage minutiae
matching approach for personal authentication. The first
commercial palmprint identification system was developed in
1971 which was followed by another system from IBM in
1977.
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2
SUMMARY OF THE INVENTION

According to an aspect of the present invention, a method
of personal identification includes switching between visible
and near infrared light, acquiring palmprint image and palm
vein image from a person under the visible and the near
infrared light, extracting sub-images from the palmprint
image and the palm vein image based on a region of interest,
extracting multiple features from the sub-images, and match-
ing the extracted multiple features with stored information in
a database to authenticate the person.

According to another aspect of the present invention, a
personal identification system includes a light controller con-
figured to control a lighting unit to switch between visible and
near infrared light, an image capture apparatus configured to
acquire palmprint image and palm vein image from a person
under the visible and the near infrared light, and a computer
configured to, extract sub-images from the palmprint image
and the palm vein image based on a region of interest, extract
multiple features from the sub-images, and match the
extracted multiple features with stored information in a data-
base to authenticate the person.

Further features and aspects of the present invention will
become apparent from the following description of exem-
plary embodiments with reference to the attached drawings.

BRIEF DESCRIPTION OF THE DRAWINGS

The accompanying drawings, which are incorporated in
and constitute a part of the specification, illustrate embodi-
ments of the invention and, together with the description,
serve to explain the principles of the invention.

FIG. 1 is an exemplary configuration of an image capture
device.

FIGS. 2A and 2B are examples of a palmprint image and a
palm vein image captured from the same palm.

FIGS. 3A and 3B are examples of a palmprint sub-image
and a palm vein sub-image.

FIG. 4. is a ROC curves of palmprint, palm vein and fusion
of palmprint and palm vein.

FIG. 5 is an exemplary brightness and GLCM energy dis-
tribution of fake and true palm under near infrared illumina-
tion.

DESCRIPTION OF THE EMBODIMENTS

The accompanying drawings, which are incorporated in
and constitute a part of the specification, illustrate embodi-
ments of the invention and, together with the description,
serve to explain the principles of the invention.

Firstly, according to one embodiment of the present inven-
tion, a standalone system that collects palmprint and palm
vein features has been build for the personal identification.
The art of employing multiple features has been developed in
this invention. Secondly, the present invention employs a
multilevel framework for personal authentication that effi-
ciently combines different palm features. The invention dem-
onstrates that the combination of palmprint and palm vein
information, using the proposed multilevel matcher, results in
significant performance improvement over the case when one
modal is employed alone. Finally, our invention is signifi-
cantly effective against spoof attacks (present a fake biomet-
ric to the acquisition device) on traditional palmprint image
based system.

The extraction of palmprint and palm vein information in
the present invention is fully automated and simultaneous.
Unlike other multibiometrics systems (e.g., face and finger-
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print, voice and face, etc.), auser does not have to undergo the
inconvenience of passing through multiple sensors. Another
feature of the present invention is the achievement of high
performance and security in personal identification that can-
not be achieved with any of the currently available palmprint
based online systems.

The image acquisition device according to an embodiment
of'the present invention is shown in FIG. 1. An image capture
device such as charge-coupled device (CCD) camera 104 is
used to capture the images formed on the object. Infrared
sensors (not shown) are employed to detect the presence of
the hand on the acquisition device 106. When a hand is
detected, the image acquisition device 100 will startup the
light controller 102, the lighting unit 103 are switched
between visible and near infrared. One palmprint and palm
vein image under different lights are collected and transferred
to computer 101 via A/D converter 105. FIGS. 2A and 2B
show acquisition of sample hand images using the image
acquisition device 100. FIG. 2A illustrates an example of a
palmprint image and F1G. 2B illustrates an example ofa palm
vein image.

Each of the acquired images (FIGS. 2A and 2B) is pro-
cessed to automatically extract the reliable region of interest
(ROI). This approach is to establish a coordinate system with
the gaps between the fingers as reference points and extracts
a sub-image of fixed size located at the central part of the
palmprint and palm vein.

FIGS. 3A and 3B illustrate examples of sub-images
acquired from the palmprint image and the palm vein image.
These sub-images are further processed to extract palmprint
and palm vein features respectively. Similarity between the
palmprint and palm vein features of the same modal is com-
puted. The multiple scores computed from multi-modal are
multiplied as a final matching score. On the other hand, if the
palm vein image fails to pass the liveness detection, the palm
will be regarded as a fake palm.

Extraction of Palmprint Feature

As a state-of-the-art algorithm for palmprint verification,
orientation-based coding could achieve very good perfor-
mance within a short matching time. Taking palm lines as
negative lines, Kong et al., (“Competitive coding scheme for
palmprint verification”, Proc. 17% ICPR, Washington, D.C.,
vol. 1, pp. 1051-4651, 2005), firstly attempted to utilize ori-
entation of palm lines for palmprint verification. CompCode
proposed to use six real part of the neurophysiology-based
Gabor filters 5, which is defined as:

2 M

2
_W2 2,2 K2
SKZ(X i )(cos(wx’)—e 2)

Yx, y, 0, 0) =

e
27 Kk

where X'=(x—X,)cos 0+(y—y,)sin 0, y'=—(x-X,) sin 0+(y-y,)
cos 0, (X, Vo) is the center of the function; w is the radial
frequency in radians per unit length and 6 is the orientation of
the Gabor functions in radians. The x is defined by

21I12(2‘5+1]
K= %1,

where 9 is the half-amplitude bandwidth of the frequency
response. To reduce the influence of illumination, DC (direct
current) is removed in filter design. For each pixel, six difter-
ent filters, 8,=rt/6, where j={0, 1, 2, 3, 4, 5} are chosen. Then,
according to palm lines’ property, CompCode selected
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4

Lt ompcode=arg min(I(x,y) 1P £(X,y,w,0)) as the orientation for
the position of (x,y), where I is an image.

Matching Features for Palmprint

The extracted palmprint features are compared with palm-
print features stored in the database to obtain the palmprint
matching distance. Angular distances are employed to com-
pare the features extracted from palmprint representations.
Let P and Q be the two feature matrices (competitive codes)
and P,,and Q,,be the corresponding masks used for indicat-
ing the non palmprint pixels. Angular distance D(P,Q) is
defined by the following equation:

N N 3 2
D20 Pyl 3 N Qu e, ) N (P, @ QP (x, )
DP.O) = =0 x=0 i=0

N N
3% 2 Pulx )N Qux, y)
y=0%=0

where N and ®denote the bitwise AND and XOR operations
respectively. P,2(Q,%) is the ith bit plane of P(Q). Taking into
account the possible translations in the extracted sub-image
(with respect to the one extracted during the enrolment),
multiple matchings are performed with one of the features
translated in horizontal and vertical directions. The minimum
of'the resulting matching scores is considered to be the palm-
print matching score.

Extraction of Palm Vein

Through observing the cross-sections of palm veins, we
found their shape is similar to Gaussian. Based on this obser-
vation, matched filter can be a good technique to extract these
palm veins. The matched filter is designed as Gaussian filter
along angle 0, it is defined as:

(xcosd + ysing)? ) (3)

go(x y) = —eXp(— 7

where m is the mean value of the filter, o is the standard
deviation of Gaussian. In order to suppress the background
pixels, the filter is designed as a zero-sum. For one o, four
different angle filters (6,=jm/4, where j={0, 1, 2, 3}) are
applied for each pixel, and the maximal response among four
are kept as the final response at the pixel.

Product of different filter is a good way to keep edge
structure and decrease noise. The product of filter response is
defined as:

PEy)=RSxy)* R, (x.y) Q)

R (x,y)=ge " (x,y)*flx,y) ®

After getting the production of different filters, the response is
binarized, vein is represented by “1”” and background is rep-
resented by “0”. Finally, post-processing technique is applied
to remove some small regions.

Matching Features for Palm Vein

The extracted palm vein features are compared with palm
vein features stored in the database to obtain the palm vein
matching distance. The distance between two palm veins is
computed as:
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where P and Q are two palm vein features. “&” is bitwise
AND and “I” is bitwise OR.

Similar as palmprint, we translate one of the features ver-
tically and horizontally in a range and match it with the other
feature. A minimal distance obtained by translated matching
is regarded as the final distance. The minimum of'the resulting
matching scores is considered to be the palm vein matching
score.

Experiments and Results

In order to evaluate the present invention, rigorous experi-
ments were initially performed on the specially acquired
palmprint and palm vein image database from the 250 sub-
jects. This database was collected at the Biometric Research
Centre, the Hong Kong Polytechnic University over a period
of three weeks. The database was collected in two sessions,
with an interval of two weeks and mainly consisted of volun-
teers and students from our university and Harbin Institute of
Technology. However, the utility of our approach is not only
limited to the performance improvement. The database for the
experimental results reported in this section includes only
real palmprint images. All images were acquired using the
capture device shown in FIG. 1. For each subject, six samples
of palmprint and palm vein images were captured and stored
in the database. Thus, there are a total of 250%*2*6*2=2000
palmprint and palm vein images in our database. To obtain the
verification accuracy from our invention, each palmprint
image is matched with all other palmprint images in the
database, resulting in 33,000 genuine and 17,964,000 impos-
tors matching scores for each of the two modalities. The
Equal Error Rate (EER) for palmprint and palm vein is
0.0352%, and 0.3091% respectively.

Experiments based on product rule are employed. FIG. 4
illustrates the Receiver Operating Characteristics (ROC)
curves for palm vein 401, palmprint 402, and the fusion of
palm vein and palmprint 403. In FIG. 4, FRR (%) and FAR
(%) represent “False Rejection Rate” and “False Acceptance
Rate” respectively. It can be observed that the performance is
significantly higher as compared with each modal, the EER of
fusion is only 0.0151%.

Evaluation Against Spoof Attacks

Biometrics can improve security, but biometric system is
vulnerable to spoof attack. Thus, the present invention
includes a liveness detection based on an acquired image.
Because human skin possess special reflectance and absor-
bance properties under near infrared spectral, and these prop-
erties can be reflected from the image brightness and texture.
So, the present invention includes a liveness detection algo-
rithm for distinguishing the skin from non-skin material
based on image brightness and texture information. A fake
palm database was built which include 96 images, by six
different materials: plasticine, foam, silk, print paper, plaster
and plastic. The distribution of brightness and energy is
shown in FIG. 5. Because the skin reflectance and absorbance
are different from those six materials, there is a clear bound-
ary between them. And in most cases, different material is
clustered in a region as different material has specific prop-
erty under near Infrared illumination. Here, the brightness
feature is computed as:
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1 M N
M*NZZf(x, »

=1 y=1

B=

where (%, y) represents the gray value in pixel (x, y).
Texture information can be obtained by Gray Level Co-
occurrence Matrix (GLCM), which is a widely used texture
operator in image processing and pattern recognition field.
For a given angle 0 and distance d, a GLCM is defined as:

#H0r, y1), (2, y2)I €5 | fx,y) =i & fxe, y2) = j} (3)

#S

Podli, ) =

where S is the set of pixels in the image and # is the number
operator. (i, j) is the coordinate in the GLCM.

After getting GLCM, several statistics can be derived, such
as entropy, contrast, correlation, energy, homogeneity, etc.
Among them, energy is a popular feature to represent the
uniformity of image texture: more uniform texture, bigger
energy. Here the energy is defined as:

®

E=>"%"pl, jf
i

The present invention may also be realized by supplying a
system or an apparatus with a storage medium in which a
program code of software which realizes the functions of the
above described embodiments is stored, and causing a com-
puter of the system or apparatus to read out and execute the
program code stored in the storage medium.

In this case, the program code itself read from the storage
medium realizes the functions of either of the above described
embodiments, and hence the program code and the storage
medium in which the program code is stored constitute the
present invention.

While the present invention has been described with refer-
ence to exemplary embodiments, it is to be understood that
the invention is not limited to the disclosed exemplary
embodiments. The scope of the following claims is to be
accorded the broadest interpretation so as to encompass all
modifications and equivalent structures and functions.

What is claimed is:
1. A method of personal identification, the method com-
prising:
switching between visible and near infrared light;
acquiring palmprint image and palm vein image from a
person under the visible and the near infrared light;
extracting a palmprint sub-image from the palmprint
image, and a palm vein sub-image from the palm vein
image, the palmprint sub-image and the palm vein sub-
image are based on a common region of interest;
extracting palmprint features from the palmprint sub-im-
age, and extracting palm vein features from the palm
vein sub-image using a matched filter technique; and
matching the extracted palmprint features and palm vein
features with stored information in a database to authen-
ticate the person.
2. The method according to claim 1, further comprises
determining whether the palmprint image or the palm vein
image is non-skin material based on image brightness infor-
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mation and texture information, and rejecting a person if the
palmprint image or the palm vein image is determined as
non-skin material.

3. The method according to claim 1, wherein the person is
authenticated based on a result of a matching score.

4. The method according to claim 3, wherein the final
matching score is a product of a palmprint matching score and
a palm vein matching score.

5. A personal identification system comprising:

a light controller configured to control a lighting unit to

switch between visible and near infrared light;

an image capture apparatus configured to acquire palm-

print image and palm vein image from a person under the
visible and the near infrared light; and

a computer configured to:

extract a palmprint sub-image from the palmprint image
and a palm vein sub-image from the palm vein image,
the palmprint sub-image and the palm vein sub-image
are based on a common region of interest;

8

extract palmprint features from palmprint sub-image,
and to extract palm vein features from the palm vein
sub-image using a matched filter technique; and

match the extracted palmprint features and palm vein
features with stored information in a database to
authenticate the person.

6. The personal identification system according to claim 5,
wherein the computer is configured to determine whether the
palmprint image or the palm vein image is non-skin material
based on image brightness information and texture informa-
tion, and rejecting a person if the palmprint image or the palm
vein image is determined as non-skin material.

7. The personal identification system according to claim 5,
wherein the person is authenticated based on a result of a final
matching score.

8. The personal identification system according to claim 7,
wherein the final matching score is a product of a palmprint
matching score and a palm vein matching score.

#* #* #* #* #*
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