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ABSTRACT 

Steganographer detection aims to find guilty users who hide 

secret information in images or other multimedia data in the 

social network. In existing work, the distances between users 

are calculated based on the distributions of all images shared 

by the corresponding users, then users lying an abnormal dis­

tance from others are detected as guilty users. This flattened 

method is difficult to grasp the nuances of the guilty and inno­

cent users. In this paper, we are the first to propose a graph­

based deep learning framework for steganographer detection. 

The proposed Enhancement-aware Graph Convolutional Net­

work (EGCN) represents each user as a weighted complete 

graph and learns to highlight the differences between guilty 

users and innocent users based on the structured graph. Com­

pared with the state-of-the-art method and other representa­

tive graph-based models, the proposed framework demon­

strates its effectiveness across image domains, and even under 

the context of large-scale social media scenario. 

Index Terms- Image steganographer detection, graph 

convolutional network, graph-based classification 

1. INTRODUCTION

Image steganographer detection is a task dedicated to recog­

nizing internet users who may have hidden information in 

shared images. Different from steganalysis that attempts to 

catch differences between stego images (embedded with mes­

sages) and cover images (without messages), steganographer 

detection is more concerned about the differences between 

users. A variety of frameworks have been proposed to set new 
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performance continuously. In 2018, Zheng et al. proposed a 

multi-class deep neural network for steganographer detection 

task (MDNNSD) [l]. The introduced model achieves state­

of-the-art performance on standard datasets. 

The existing steganographer detection methods generally 

consist of two parts: feature extraction and feature-based clus­

tering or outlier detection. Although the feature extraction 

parts of these methods are different, these methods are al­

most identical in representing users, measuring differences 

between users, and detecting suspicious users. In these meth­

ods, the distances between users are measured, each of whom 

is represented by the distributions of images all of his/her 

own. And then, the guilty user is identified, who deviates 

too much. The most common case, however, is only a small 

percentage of images from the guilty users are stego images, 

and the distribution that is used to represent the guilty user 

would be very similar to that of the innocent user. Therefore, 

in steganographer detection task, images lying an abnormal 

distance from others should be given more significances to 

represent users. 

As we know, despite the difference in content and style, 

images spread by users always have a relationship with each 

other, which is crucial for steganographer detection: cover 

images have commons in containing no embedded message 

and stego images share similar embedding algorithms or pay­

loads. To represent these relations, it is natural to view the 

shared images and their relations as a graph, where nodes are 

images and edges represent relations. Then, geometric meth­

ods can be adopted to enhance the common pattern shared by 

adjacency nodes so that differences between innocent users 

and guilty users can be highlighted to identify the latter. 

In terms of geometric methods, the past few years have 

witnessed a large number of real-world applications of graph 

neural networks (GNNs), which try to generalize deep learn­

ing methods to non-Euclidean structured data such as graphs 

and manifolds. The adopted architecture also varies greatly 

ranging from Recurrent Graph Neural Networks (RGNNs) 

to Graph Convolutional Networks (GCNs). Encouraged by 
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