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Abstract—We apply the learning based attack to study the
vulnerability of phase-truncated optical encoding scheme. By
using a number of ciphertext-plaintext pairs to train a designed
learning model, an attacker can effectively analyze the
vulnerability of optical encryption scheme based on phase
truncation. The learning based attacks for phase-truncated
optical encoding can retrieve unknown plaintexts from the given
ciphertexts, which can avoid the retrieval of security keys and
the design of complex phase retrieval algorithms. It is
demonstrated that the learning based attack can provide a
promising approach for vulnerability analysis of phase-
truncated optical cryptosystems.
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I. INTRODUCTION

In recent years, optical technology is of increasing interest
for many applications in optical cryptography [1-19]. The
application of optical technologies to optical encryption can
be ascribed to their intrinsic and extraordinary properties, e.g.,
parallel processing and multi-dimensional processing. In the
early stage, it was demonstrated that an image (i.e., plaintext)
can be encrypted by using one phase-only mask placed at the
input image plane and another phase-only mask placed at
Fourier domain [1]. This scheme known as double random
phase encoding (DRPE) was proposed as the basis for optical
encryption [1]. By applying the DRPE scheme, the plaintext
was encoded into a stationary noise pattern (i.e., the
ciphertext). Research had been widely carried out to
implement DRPE in various domains, e.g., fractional Fourier
transform and Fresnel transform [2—-8]. As validated by many
researchers, the DRPE approach has advantages of high
feasibility and high flexibility in practical applications. Other
optical techniques were also found to be effective for optical
encryption, e.g., diffractive imaging, interferometry and ghost
imaging [9-13]. Many optical encryption techniques have
been developed for the cryptography until now, therefore
vulnerability of the optical security systems needs to be further
analyzed.

For optical cryptography, cryptoanalysis is usually not
carried out in detail. In essence, there is a mutual benefit in the
relationship between cryptography and cryptoanalysis. It is
expected that cryptographic techniques are secure enough to
withdraw the attacks by cryptoanalysis. Meanwhile, the
techniques for the cryptoanalysis further promote the
development of more advanced cryptographic methods. Some
research has been done to develop the cryptoanalysis [20-27].
Vulnerability analysis of the DRPE scheme by using chosen-
ciphertext attack (CCA) has been first proposed [20]. Then,
chosen-plaintext attack has also been developed [21]. In

addition, ciphertext-only attack and known-plaintext attack
have been designed and proven to be effective for retrieving
unknown plaintexts from the ciphertexts [22-24]. The
forementioned cryptoanalysis techniques rely on the retrieval
of security keys and the usage of complex phase retrieval
algorithms, which can hinder the wider applications of
cryptoanalysis owing to the difficulty in practical applications.
Recently, a method called learning based attack was
developed, and was verified to be effective for attacking
diffraction-imaging-based encryption, optical-interference-
based encryption and CGH-based encryption [25-27]. It is
different from conventional methods, since it is free from the
extraction of security keys and the usage of complex phase
retrieval algorithms. In the learning based attacks, a designed
learning model is trained by using ciphertext-plaintext pairs,
and then the trained learning model can retrieve unknown
plaintext from the ciphertext without information about the
security keys and without the usage of complex phase retrieval
algorithms [25-27]. Although security keys are not directly
retrieved, the trained learning model is able to successfully
retrieve transfer function of the optical security systems.

In this paper, we apply the learning based attacks to study
the vulnerability of phase-truncated optical encoding scheme.
The plaintexts are encrypted by using phase-truncated optical
encryption scheme [7,28,29]. Using the pairs of ciphertexts
and plaintexts to train a designed learning model, the trained
learning model can predict unknown plaintext from the
ciphertext without encryption keys. It is demonstrated that the
learning based attacks are effective, and can be applied to
analyze the security or vulnerability of phase-truncated optical
encoding scheme.

II. THEORY

Figure 1(a) shows a schematic setup for the phase-
truncated optical cryptosystem. The procedure of phase
truncation-based optical encoding is as follows: the first
phase-only mask M; [i.e., M,(x,y)] is placed just behind an
input image (i.e., the plaintext used in this study), and the
wave propagation in Fourier domain can be described by

wi (@) = FT[p(x, y)M,(x,y)], e

where w(#,v) denotes a wave pattern in Fourier domain,
p(x,¥) denotes the plaintext, and FT denotes free-space wave
propagation in Fourier domain. Then, phase information of
w (1) is truncated, and amplitude information of w (4, v) is
reserved for the further encoding. The reserved amplitude
information can be described by
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Am(p,0) = |w, (4,). @)

The amplitude-only pattern Am(i,v) locates just before
the second mask M [i.e., M,(u,v) ], and wave propagation is
further implemented and can be described by

WZ (f’n) = IFT[Am(/l,U)MZ(ﬂ,U)], (3)

where JFT denotes inverse Fourier transform. Similarly, phase
truncation is also implemented, and the reserved amplitude
pattern can be described by

: “4)

where d&7) denotes the ciphertext obtained by using the
phase truncation-based optical cryptosystem. In phase-
truncated optical encoding, the truncated phase pattern at the
mask M; plane and the CCD plane are considered as keys. It
should be emphasized that phase-mask keys change when the
input plaintexts are changed [7]. Hence, it has been claimed in
previous studies that phase-truncated optical encoding is
secure, which can withdraw the attacks. Here, we find that the
learning based attacks can also be applied to analyze the
vulnerability of phase-truncated optical encoding scheme. The
machine learning based attacks do not rely on the direct
retrieval of different security keys. By using a trained learning
model, the unknown plaintexts can be effectively retrieved

from the given ciphertexts in real time.
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Fig. 1. (a) A schematic setup for phase-truncated optical encoding scheme.
Phase truncation is conducted at the M2 plane and the CCD plane. SLM:
spatial light modulator; M1: the first phase-only mask; M2: the second
phase-only mask; CCD: charge-coupled device. (b) A handwritten-digit
image from MNIST database and (d) a fashion-product image from fashion
MNIST database. (c) and (e¢) The ciphertexts respectively corresponding to
(b) and (d).

In the phase-truncated optical cryptosystem shown in Fig.
1(a), after the phase truncation is implemented in the M, plane,
the wave further propagates through M, and then is recorded.
The inputs (i.e., plaintext) are handwritten-digit images from
MNIST database and fashion-product images from fashion
MNIST database [30,31]. Using a series of input images from
these two databases, the corresponding ciphertexts are
obtained by using the optical encoding scheme. Figures 1(b)
and 1(c) show a handwritten-digit image from the MNIST
database and its corresponding ciphertext obtained by using
the phase-truncated optical cryptosystem, respectively. An
example of a fashion-product image from the fashion MNIST
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database and its corresponding ciphertext are shown in Figs.
1(d) and 1(e).

Fig. 2. Schematic of the CNN model for attacking phase-truncated optical
encoding scheme: C: the first convolutional layer; P;: the first pooling layer;
C,: the second convolutional layer; P,: the second pooling layer; R: reshaping
layer; FC: Fully connected layer. The inputs are the ciphertexts obtained by
using the optical cryptosystem, and the outputs are the corresponding
plaintexts. The designed CNN model contains two convolutional layers, two
pooling layers, one reshaping layer and one fully connected layer. After the
training, the CNN model can be applied to retrieve unknown plaintexts in the
phase-truncated optical cryptosystem.

Machine learning is widely applied nowadays to recover
information from a speckle pattern [32,33]. Extensive
applications of machine learning have also pushed the
development of the learning based attacks. Machine learning
based attack is a new method, which has been verified to be
applicable to analyze the security of optical encryption [25—
27]. Here, a deep learning model [27] is applied for the
vulnerability analysis of phase-truncated optical encoding
scheme. The designed learning model, called convolutional
neural network (CNN), is illustrated in Fig. 2. The intensity
patterns (i.e., ciphertexts) obtained by the phase-truncated
optical cryptosystem and their corresponding input images
(i.e., the plaintexts) are fed to the designed CNN model
respectively as inputs and outputs. The ciphertexts with
100x100 pixels are resized from intensity patterns with
512x512 pixels. The plaintexts with 28%28 pixels are from the
MNIST database. Architecture of the designed CNN model is
as follows: The ciphertext (100x100 pixels) is convolved with
20 kernels with a dimension of 5x5, and the first convolutional
layer is generated with a size of 96x96x20. Activation
function used in the first convolution process is a sigmoid
function. Then, the first convolutional layer is transferred to
the first pooling layer (size of 48x48x20) under the processing
of down sampling to lower the computational load.



Subsequently, the first pooling layer convolves 20 kernels
(5%5) forming the second convolutional layer (44x44x20).
The sigmoid function is adopted again in the process of
convolution. To further reduce the dimension of the second
convolutional layer, down-sampling is implemented in the
second convolutional layer, which forms the second pooling
layer (22x22x%20). Since the second pooling layer is three-
dimensional, huge computational load is requested to conduct
vector calculations. Hence, the second pooling layer is
reshaped to one-dimensional vector (1x9680). To correlate
with the corresponding plaintext, an operation of fully
connection is applied following the reshaped layer, which
forms the fully connected layer with a size of 1x784. After
reshaping, the fully connected layer is reshaped to a two-
dimensional vector (28%28). The obtained two-dimensional
vector is the predicted image given by the designed CNN
model. Mean squared error (MSE) is employed to evaluate the
difference between the prediction and original plaintext.
When the MSE is higher than a preset value, the errors
between the predicted image and original plaintext are back-
propagated to update the parameters used for designing the
CNN model. The updating rule is stochastic gradient descent,
which is the same as that in Ref. 27. The learning rate is 10,
and the initial value of weights and biases are set to zero. The
value of momentum is -0.00095. A series of ciphertexts
obtained by the phase-truncated optical encoding scheme and
their corresponding plaintexts are sequentially inputted into
the designed CNN model, and the parameters of the designed
CNN model are continuously updated. Parameters of the CNN
model are optimized, which can be utilized to estimate
unknown plaintext from the given ciphertexts. Several
examples for the testing are shown in Fig. 2. The CNN model
is conducted by using a computer with Matlab2009 platform,
a Nvidia Geforce GTX1080Ti GPU and RAM of 64G.

III. RESULTS AND DISCUSSION

The 5000 handwritten-digit images from MNIST database
and 5000 fashion-product images from fashion MNIST
database are used as the plaintexts. Hence, 10000 ciphertexts,
i.e., intensity patterns, are correspondingly obtained by using
the phase-truncated optical encryption scheme. For each
database, 4800 ciphertext-plaintext pairs are selected to train
the designed learning model. Another 200 ciphertext-plaintext
pairs are used to test feasibility of the trained CNN model. The
total training time is about 4 hours for each database. Figure 3
shows the retrieved plaintexts by using the trained CNN
model. It can be seen in Fig. 3 that the ciphertexts shown in
the first row cannot visually render any information. By
employing the trained CNN model, the unknown plaintexts
are effectively extracted without usage of security keys as
shown in Fig. 3. Correlation coefficient (CC) is calculated to
evaluate the quality. The CC values for Figs. 3(h), 3(i), 3(j),
3(k), 3(1), 3(m) and 3(n) are 0.89, 0.79, 0.82, 0.85, 0.87, 0.84
and 0.68, respectively. The ciphertexts shown in Fig. 4 are
obtained by using the fashion MNIST database, and their
corresponding plaintexts are retrieved by the trained CNN
model. It is found that the retrieved plaintexts are of high
quality with CC values 0f0.89, 0.83, 0.95, 0.88, 0.94, 0.66 and
0.64 for Figs. 4(h), 4(i), 4(), 4(k), 4(1), 4(m) and 4(n),
respectively. It has been previously claimed that the plaintexts
encrypted by using phase-truncated optical encoding scheme
can be retrieved only when all correct security keys are used.
Here, it is demonstrated that the trained CNN models can

successfully retrieve unknown plaintexts without the usage of
security keys.
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Fig. 3. Testing results using the handwritten-digit MNIST database: (a), (b),
(c), (d), (e), (f) and (g) Ciphertexts obtained by using phase-truncated optical
encoding. (h), (i), (j), (k), (1), (m) and (n) The plaintexts retrieved by using
the trained CNN model.
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Fig. 4. Testing results using the fashion MNIST database: (a), (b), (¢), (d),
(e), (f) and (g) Ciphertexts obtained by phase-truncated optical encoding. (h),
1), (), (k), (1), (m) and (n) The plaintexts retrieved by using the trained CNN
model.

IV. CONCLUSIONS

It has been demonstrated that phase-truncated optical
encryption scheme cannot withdraw the learning based
attacks. Different from conventional cryptoanalysis, the
learning based attacks do not request the encryption keys for
the plaintext retrieval from the given ciphertexts. It can be
expected that the learning based attacks could provide a
promising approach for the cryptoanalysis of phase-truncated
optical encoding scheme.
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