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Abstract—Cybersecurity education is a pressing need, when
computer systems and mobile devices are ubiquitous and so are
the associated threats. However, in the teaching and learning
process of cybersecurity, it is challenging when the students are
from diverse disciplines with various academic backgrounds. In
this project, a number of virtual laboratories are developed to
facilitate the teaching and learning process in a cybersecurity
course. The aim of the laboratories is to strengthen students’
understanding of cybersecurity topics, and to provide students
hands-on experience of encountering various security threats.
The results of this project indicate that virtual laboratories do
facilitate the teaching and learning process in cybersecurity for
diverse discipline students. Also, we observed that there is an
underestimation of the difficulty of studying cybersecurity by
the students due to the general image of cybersecurity in public,
which had a negative impact on the student’s interest in
studying cybersecurity.
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I. INTRODUCTION

With the growth of public awareness of cybersecurity,
cultivating professionals to cope with the challenges becomes
a pressing need in tertiary education these days [1, 2, 3, 4].
Nowadays, cyber threat is in a “blended” form in the sense
that computers and mobile devices are susceptible to multi-
pronged attacks. Also, the adoption of financial technologies
in the industries increases the demand of experts in
cybersecurity.

These days, lots of universities in the world offer
courses/programmes in cybersecurity [5, 6, 7, 8], and there are
extensive researches in this area [9, 10, 11, 12, 13, 14, 15, 16].
For example, there was a claim that the students from the
undergraduate programs in computer science at U.S.
universities fail to gain the concepts and awareness to

implement security knowledge in coding, development, and
testing [17].

There are several challenges in teaching and learning
cybersecurity in tertiary education. First, cybersecurity
requires a strong background in computing theories, including
programming, computer architecture, network
communication, and cryptography. Integrating these concepts
systemically for the cybersecurity context is no easy task for
students while lacking some of the concepts will make the
learning curve “steeper” during the study in cybersecurity.
Second, tertiary education normally puts more emphasis on
theories and puts less focus on enhancing the practical skill
sets of the students. Hands-on skills like web application,
network and system-level programming are essential to
cybersecurity professionals so that they are able to develop
robust systems and have the ability to debug such systems.
Third, there are always new emerging security threats, like
system intrusion, malicious surveillance and ransomware
attack. Both the teachers and students are required to keep
abreast of the technology advancement and be familiar with
the preventive mechanisms. Fourth, it is always expected that
students studying cybersecurity in tertiary education should
have an intermediate-to-advanced background in computing.
However, due to the emerging of financial technologies like
blockchain and cryptocurrency [18], students from various
disciplines, e.g., finance and logistics, are required to study
cybersecurity as well. Due to the variance of student
background, the traditional approach of course delivery is
unable to achieve the course outcome satisfactorily.

Teaching and learning cybersecurity are technology
intensive in a sense that lecture/tutorial/laboratory delivery
has to supplement with e-learning tools, e.g., visualization
tools, network sniffers, and vulnerability programs. Also,
without active participation and practices, students are unable
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to grasp the ideas of cybersecurity, particularly for the
concepts of intrusion attacks and cryptographic, which require
substantial hands-on experiences. Furthermore, some
pedagogical researches [19, 20, 21, 22] have shown that
hands-on laboratories are crucial to the success of
cybersecurity courses. In this case, integrating virtual
laboratories in the course has high feasibility for resolving the
issues in educating cybersecurity.

The objective of this project is to answer the following
question:

“Can virtual laboratories facilitate the teaching and
learning process in cybersecurity courses with
students from diverse disciplines?”

Il. THE PROJECT

A. Design

In our project, three virtual laboratories, which capture the
essential concepts, namely “Cryptography”,
“Authentication”, “Access Control”, “Software
Vulnerability”, and “Web Security”, in cybersecurity are
designed and integrated into a cybersecurity course. The
pedagogy includes two major elements. First, the traditional
lecture sessions introduce the theoretical background of the
topics. For the virtual laboratories, students are given hands-
on laboratory tasks, including programming and debugging,
as well as utilizing common cybersecurity tools like
Wireshark [23] for program and data analysis.

The followings are the background and details of the three
laboratories:

e WannaCry Ransomware Attack Lab: WannaCry
[24] is a crypto ransomware that caused a worldwide
attack to millions of computers in 2017. In this lab,
students are given a simplified version of WannaCry
ransomware program to simulate the WannaCry
ransomware attack. By understanding the vulnerability
of WannaCry ransomware, students will understand
more about the cryptographic algorithms adopted by
WannaCry and be able to perform a reverse-
engineering process and recover the encrypted files
from WannaCry attack. This lab covers the topic,

“Cryptography”.

Ooops, your files have been encrypted! EFE)

What Happened to My Computer?
Your important files are encrypted.

Many of your .php, .css, .js, and other files

have been encrypted. Maybe you are busy looking for a way torecover your
files, but do not waste your time! Nobody can decrypt your fileswithout our
special decryption service.In case you decided to not pay before the time
limit,i will put your website database ir hat i have obtained in hacker
forum,and i will make your website blacklisted for ever like this "Hello. WANY"
.once your website has been blacklisted you cannot recover it from this state
.so think carefully before making action.

05:93:59:98

Can | Recover My Files?

You files will be lost on Sure, we guarantee that you can recover all your files safely and easily. But you
7/16/2018 16:04:38 have not enough time: 2 g e
You can decrypt all your website file safely, how ? You must pay with Bitcoin.

Time Left

06:::25:59 :28

How Do | Pay?

Send $300 worth of bitcoin to this address:

115p7UMMngoj 1 pMvkpHijcRADNX6LrLn

Check Payment

Contact Us

Fig. 1. Sample Screen of the WannaCry Ransomware Attack Lab

e Dictionary Attack Lab: In this lab, password security
is examined thoroughly. Students are given a network
sniffing tool, named Wireshark [23], to examine the
detailed message flows of a web-based user
authentication system. The learning objective is to help
students understand the concepts of password security
in online authentication process. This lab covers the
topics, “Authentication” and “Web Security”.

Authentication: Dictionary Attack Lab

share weak secret W = f{pwd)

“Alice"

challenge R

EncafRl

User Name - Alice

Challenge R * sbZ5GCOJAIFaugkK

Please enter your password

Convert!

ENCw(R) is:

CONFIRM

o Buffer Overflow Vulnerability Lab: Buffer

Fig. OVEIHANGcISerdfSinediRRtdiorCORABIAR ARacWhish a
program attempts to write data beyond the boundaries
of pre-allocated fixed length buffers. This vulnerability
can be utilized by a malicious user to alter the flow
control of the program and execute arbitrary pieces of
code. In this lab, students will be given a program with
buffer overflow vulnerability, which is susceptible to
program crashes and violation of access rights. With
reference to a well-developed buffer overflow
laboratory by [25], students are given programming
tasks to perform attacks and understand the principles
behind, which include computer memory organization
and access control in operating systems. This lab
covers the topics, “Software Vulnerability” and
“Access Control”.

B. Participants

The laboratories were designed for a cybersecurity course
(twelve teaching weeks) in undergraduate level and have been
implemented in the semesters 1 & 2 in the academic year
2018-19. TABLE I shows the outline of the course.

TABLEI.  COURSE OUTLINE
Week Lecture/Laboratory Course Element
1 Lecture Introduction to Computing Security
2-4 Lecture Cryptography
5 Laboratory WannaCry Ransomware Attack Lab
6-7 Lecture Authentication
8 Laboratory Dictionary Attack Lab
9-10 Lecture Advanced Computing Security Topics
11 Laboratory Buffer Overflow Vulnerability Lab
12 Lecture Web Security




There are 146 students involved. All of them are
undergraduate students from various disciplines. TABLE 1l
shows their major streams and their enrolment numbers.

TABLEII. MAJOR STREAMS OF THE STUDENTS

Streams Number of Enrolled
Students
Computing 52
Enterprise Information Systems 3
Financial Technology 32
Information Security 37
Information Technology 22

While all the students are at least sophomores, they have
different academic backgrounds in computing and
cybersecurity. Students from the “Computing”, “Information
Security”, and “Information Technology” streams are
relatively having a solid technical background. In contrast to
these three streams, the “Enterprise Information System”
stream focuses more on soft skills, while at least half of the
students of “Financial Technology” are having purely
business background, like marketing and finance. The
difficulty here is that the design of the course should be able
to cater for the needs of students with different backgrounds
and achieve the learning outcomes of the course.

C. Objectives

We realize “Learning by doing” or “Experiential learning”
[26] is the right approach in the context of cybersecurity
education. Our specially designed virtual laboratories provide
hands-on experiences to the students. Through common
applications and security threats that the students encounter in
daily life, it serves as a good starting point for them to
understand the security concepts behind the scene. The
laboratories are designed to fulfill the following objectives:

e Familiarize students with the models and practical
principles to protect computer systems from various
attacks.

e Deepen students’ understanding of the major problems
in computer systems.

e Teach the students the countermeasures for mitigating
the cyber-attacks.

o Enable the students' practical skills for analysing the
security of computer systems by using various
resources and tools.

e Educate the students to be ethical professionals in the
field of cybersecurity.

D. Research Method

This project adopts both quantitative and qualitative
research methods to assess its effectiveness. We collected the
student expectation at the beginning of the course, as well as
their feedback at the end of the course. In the first lesson,
students were required to complete a pre-questionnaire. In the
last lesson, a post-questionnaire was given to the students.

The pre-questionnaire is used for collecting the students’
background information, such as major stream, current year of
study and their impression on cybersecurity. It also includes

the questions for eliciting the students' expectations of the
course.

The questions in the post-questionnaire are mostly
identical to those in the pre-questionnaire. In addition, it
includes open-ended questions for eliciting their suggestions
for course improvement.

The questions of pre- and post-questionnaire are shown in
TABLE lll. Q1 to Q11 are five-point Likert scale questions: 1.
Strongly disagree; 2. Disagree; 3. Uncertain; 4. Agree; 5.
Strongly Agree. Q1 to Q7 are used to measure their interest
and level of understanding in cybersecurity and its topics,
before and after the course delivery. Specifically, Q8 to Q11
appear only in the post-questionnaire and are used to assess
the effectiveness of the designed virtual laboratories. Q12 and
Q13 are open-ended questions. Q12 collects their expectations
and feedback of the course, particularly in the view of the
virtual laboratories. Q13 elicits the topics that the students are
interested in most.

The collected questionnaire data were analysed using IBM
SPSS software. In our project, IBM SPSS Statistics 25 is used
to make independent sample t-test and descriptive statistics for
Q1 to Q11. Also, we used IBM SPSS Modeler 18.0 to make
text analytics for Q12 to Q13.

Results of both quantitative and qualitative research are
used to measure the effectiveness and feasibility of our
teaching and learning approach. Also, they shed some light on
the limitations and weaknesses of this learning approach,
which is useful for future improvement for the course.

I1l. OUR RESULTS

One hundred and twelve students responded to the pre-
questionnaire (N =112), and eighty-four students responded
to the post-questionnaire (N = 84).

TABLE ITI. QUESTIONS OF PRE- AND POST-QUESTIONNAIRE

Questions
Q1. | am interested in topics of cybersecurity.
Q2. Before studying the course, | understand what “Cryptography” is.
Q3. Before studying the course, I understand what “Authentication” is.
Q4. Before studying the course, I understand what “Access Control” is.
Q5. Before studying the course, I understand what “Software Vulnerability” is.
Q6. Before studying the course, I understand what “Web Security” is.
Q7. I think studying cybersecurity is difficult.

The “WannaCry Ransomware Attack Laboratory” was helpful in

*|
Q8. strengthening my understanding of the topics covered in the lecture.
*Q9 The “Authentication: Dictionary Attack Laboratory” was helpful in
’ strengthening my understanding of the topics covered in the lecture.
*Q10 The “Software Vulnerability Laboratory” was helpful in strengthening my
. understanding of the topics covered in the lecture.
*Q11 | think computer-aided tools are important to facilitate the study of
. cybersecurity.
012 Do you have any suggestion/expectation for the laboratory session?
’ If yes, please provide details.
Q13. Name one topic of cyber security that you are particularly interested in.

*Q8 to Q11 only appear in post-questionnaire



A. Effectiveness

The results of the questionnaires are summarized in TABLE
IV and TABLE V.

TABLE IV, RESULTS OF Q1 TO Q7 (DESCRIPTIVE STATISTICS)

Questions Pre/Post Mean sD
@ o an | om
Q2 | pq i e
S —
A —
S
S C——
S 1

*Five-point Likert Scale: 1 (Strongly Disagree) to 5 (Strongly agree)

TABLE V. RESULTS OF Q1 TO Q7 (INDEPENDENT SAMPLES T-TEST)

Levene’s Test for Equality .
Ouestiona of Variances t-test for Equality of Means
. Sig.
F Sig. t df (2—ta?led)

Q1. 2.147 0.145 -1.856 194 0.065
Q2. 50.203 0.000 6.881 171.939 0.000
Q3. 30.045 0.000 4.906 181.763 0.000
Q4. 19.186 0.000 3.153 192.405 0.002
Q5. 17.375 0.000 5.869 189.579 0.000
Q6. 20.342 0.000 7.003 192.318 0.000
Q7. 0.969 0.326 2.469 194 0.014

The mean value of Q2 improves 0.91 point (from 3.21 to
4.12), and the significant value from t-test is 0.000, which
indicates that the students have more understanding about
“Cryptography” after taking the course. We believe that the
WannaCry Ransomware Attack Lab plays a crucial role in
which a practical example is provided to them to study and get
familiar with the concepts in "Cryptography".

For Q3, the mean value improves 0.62 point (from 3.51 to
4.13), and the significant value from t-test is 0.000. Also, Q6
mean value has improved 0.79 points (from 3.31 to 4.20), and
the significant value from t-test is 0.000. These two results
indicate that the students have more understanding about
“Authentication” and “Web Security”. Again, these
significant improvements can be linked to the effectiveness of
the “Dictionary Attack Lab”.

The mean value of Q4 improves 0.39 point (from 3.54 to
3.93), and the significant value from t-test is 0.002.
Furthermore, Q5 mean value has improved 0.77 point (from
3.00 to 3.77), and the significant value from t-test is 0.000.
Results of Q4 and Q5 indicate that the students have more
understanding about “Access Control” and “Software
Vulnerability”. In other words, We realize that “Buffer
Overflow Vulnerability Lab” is able to strengthen students’
concepts in these topics.

Qsa. 10.70% 57.10% 29.80%
Qs. 8.30% 61.90% 27.40%
Q1o. 25.00% 50.00% 20.20%
Q11 14.30% 64.30% 21.40%
0% 20% 40% 60% B80% 100%
m Strongly Disagree Disagree Uncertain Agree Strongly Agree

Fig. 3. Results of 08 to Q10

The effectiveness of the three laboratories can be
confirmed by the results of Q8, Q9 and Q10. There are 86.9%,
89.3% and 70.2% of respondents agree that “WannaCry
Ransomware Attack Lab”, “Dictionary Attack Laboratory”
and “Software Vulnerability Laboratory” were helpful
respectively.

For Q11, none of the respondents disagree the fact that
computer-aided tools are essential to facilitate the study of
cybersecurity, even though 14.5% of the students are still
uncertain of their effectiveness. Therefore, it implies that
computer-aided tools, if properly designed, can facilitate the
learning process in cybersecurity.

B. Suggestions/Feedback from Participants

Q12 and Q13 are wused to seek for the
suggestions/feedback from the students on the course and
their interested cybersecurity topic(s). These
suggestions/feedback can help the teaching team improve the
course in the future. All the answers from Q12 and Q13 are
passed to IBM SPSS Modeler 18.0 for text analytics. The
result is shown in TABLE VII.

TABLE VII. RESULTS OF Q12 TO Q13 (TEXT ANALYTICS)

Questions Concepts Frequency Count (Percentage)
Lab 10 (13%)
Q12. Example 2 (3%)
Lecture 2 (3%)
Cryptography 27 (18%)
Q13. Web Security 20 (13%)
Blockchain 15 (10%)

*Only the top three interested concepts are shown.

In total, there are 77 responses for Q12 and 150 responses
for Q13 in the pre- and post-questionnaire. The most
mentioned concept for Q12 is “Lab”. The followings are some
of the responses from Q12:

“I think more labs would be better”’

“More lab, More interesting topic”

“Increase the number of laboratory lessons”

“More lab instead of lecture will raise up the interest of the lesson”

“The lab is very useful to us”

The responses from Q12 show that the participants have
positive emotion about the use of virtual laboratories for
cybersecurity education.



For Q13, the top 3 ranked topics of interest are
“Cryptography”, “Web Security”, and “Blockchain”. It is not
out of our expectation that students are interested to topics in
cybersecurity which are related to the state-of-the-art
technologies and frequently encountered in real-life
applications.

IV. DISCUSSION

In this project, we designed three virtual laboratories for
improving the effectiveness of teaching cybersecurity to
undergraduate students with diverse disciplines. After all, the
research results show that our approach is effective.
Responses from the participants showed their positive
emotion about the virtual laboratories. Also, it shows that
virtual laboratories are able to strengthen the students'
understanding of various topics in cybersecurity, namely
Cryptography, Authentication, Web Security, Software
Vulnerability and Access Control. Our approach allows
students to first have an understanding of common
applications and their security requirements. The applications
for the laboratories were built in a way that the students were
able to understand and experience the roles of various
cybersecurity mechanisms. It is particularly effective for
students having less technical background, like the students
of the “Enterprise Information Systems” and “Financial
Technology” programme.

But still, the teaching team realizes that teaching students
with diverse disciplines in the same course is challenging due
to a wide spectrum of knowledge level in computing. The
students who have a solid background in computing can
quickly accomplish most of the tasks, while some of the
students need to put a lot of effort on understanding the lab
requirement and the knowledge required to complete the
tasks. In this case, the teaching team had to provide more
support and guidance to them. Although they need to spend
more time studying and completing the tasks, we realize there
is a significant improvement on the understanding of the
course materials after completing the laboratory tasks.
Besides, the laboratory tasks were designed with various
difficulty levels, e.g., basic, intermediate and advanced
levels, so that students were able to achieve the learning
outcomes progressively.

There is an interesting observation that although the
learning approach improved the effectiveness of teaching
cybersecurity, it decreased the students’ interest in
cybersecurity. It can be realized by the result of Q1. The mean
value decreases by 0.21 point (from 4.00 to 3.79), and the
significant value from t-test is 0.065. We believe that it is due
to the fact that the students underestimated the difficulty in
learning cybersecurity. From Q7, the mean value decreases
by 0.30 points (from 3.53 to 3.83), and the significant value
from t-test is 0.014. Due to the underestimation, the students
lose interest in studying cybersecurity. The underestimation
may be due to a false expectation by students, because of the
“fancy” image of cybersecurity, generated by various sources
of the media, like news and movies. Before studying the
course, what the students can normally see about
cybersecurity is the “heroic” side of security professionals,
while misunderstanding the difficulty of being a well-
qualified one. Also, some students may have insufficient

background to understand various concepts of cybersecurity.
Due to the steep learning curve, some students gradually lose
interest in studying cybersecurity.

To solve the above-mentioned problem, we suggest that
virtual laboratories should be designed using a top-down
approach. Cybersecurity educators may first figure out the
hot security issues/threats that are attractive to the students.
Then, extract the necessary cybersecurity concepts behind
these issues/threats. Finally, design the virtual laboratory so
that they can have hands-on practices in which those
addressed issues/threats can be encountered. For example, in
our research, we realize that WannaCry is a good and well-
known practical example for demonstrating the ideas of
cryptographic algorithms. By building up a simplified
version of WannaCry and develop a set of relevant
tasks/exercises in the virtual laboratory, students show more
interest and are able to grasp the concepts easier. Besides, at
the end of our research, it is discovered that the students are
interested in the security in “Blockchain™. In the future, a
virtual laboratory can be developed for the students to
understand the security requirements and mechanisms of
blockchain-based system.

V. CONCLUSION AND FUTURE WORK

Cybersecurity education is no easy task. It is even more
challenging when the students are from diverse disciplines
with various academic backgrounds. In our project, a number
of virtual laboratories are developed to facilitate the teaching
and learning process in a cybersecurity course. The aim of the
laboratory is to strengthen students' understanding of
cybersecurity topics, and to provide students hands-on
experience of encountering various security threats.

The results of this project indicate that virtual laboratories
do facilitate the teaching and learning process in cybersecurity
for diverse discipline students and fulfilled the learning
objectives of the course.

However, we realize a decrease of the students’ interest in
cybersecurity in general. To alleviate the situation, educators
should strive to understand the hot topics that the students are
particularly interested in, and then design and develop relevant
teaching materials and virtual laboratory exercises. Also,
students’ misconceptions about cybersecurity lead to an
underestimation of the complexity and subtlety of the topics.
It is recommended that educators should seek ways to help
student recognize the right image of cybersecurity.
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