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Abstract—The unmanned aerial vehicle technology has
achieved rapid development in recent years. In order to ensure
the authenticity and reliability of information transmission in
unmanned aerial vehicle cluster network (UAVCN), it is necessary
to require unmanned aerial vehicles and control center (COC)
to perform mutual authentication process. The authentication
request issued by COC should be attested and forwarded by
aggregators (AGE) to reconnaissance unmanned aerial vehicles
(RAV) in respective cluster, due to the short-distance communi-
cation capabilities of RAVs. Moreover, the responses from RAVs
are also aggregated and forwarded by their respective admin-
istrative AGE to COC. To address the security issues in such
authentication scenario, this paper proposes an authentication
framework for UAVCN based on the identity-based aggregate
signature technology. Security analysis shows that our method
offers unforgeability for (attested) authentication request and
(aggregate) responses, and performance analysis demonstrates
the practicality of our construction.

Index Terms—Unmanned aerial vehicle, cluster network, au-
thentication, aggregate signature, batch verification

I. INTRODUCTION

With the rapid development of communication technology,
the unmanned aerial vehicle technology has been widely used
in military electronic reconnaissance, rescue and other civilian
fields [1]. Although the unmanned aerial vehicle technology
has advantages of low costs and strong ability to cope with
complex environments, single unmanned aerial vehicle only
has limited capabilities of computation and communication
and can only perform restrict tasks in real world applications,
for example, working within short-distance communication
range. Since UAVCN allows multiple unmanned aerial ve-
hicles to collaboratively perform complex tasks remotely, it
can greatly extends the capability of a single unmanned aerial
vehicle [2]. Therefore, UAVCN is a promising direction for
the development of unmanned aerial vehicle technology.

The participants in UAVCN can work in a combination man-
ner of centralized and distributed control, with real-time and
frequent information exchange. With the centralized control
method, the information transmission and interaction among
all RAVs are realized through a unique COC. Whereas with
the distributed control method, all RAVs are not only allowed
to communicate with the COC, but also allowed to achieve
mutual communication without the help from COC. To carry

out a task, COC is able to send out a request, so that RAVs can
respond accordingly by returning the collected data and their
own status information for COC to make further classification
and analysis.

However, UAVCN confronts some security issues in the
open communication environment [3]. External entity may
impersonate COC to send out control instructions to RAVs
[4], for example, to terminate or interfere with the current
task. Similarly, the response of RAV may also be forged to
provide wrong or disturbing information to COC. Thus, it is
necessary for the entities in UAVCN to implement effective
authentication mechanism to realize secure communication.
Recently, Wang et al. [S] proposed an identity-based authen-
tication method, which allows COC to aggregate authenticate
the real identity of RAVs. Note that their proposal [5] did
not consider the security issues in forwarding authentication
request and response by AGE, that is, RAVs cannot verify
whether the authentication request is forwarded by their le-
gitimate administrative AGE in the cluster, and there lacks a
mechanism for AGE to validate the real source of responses
from RAVs.

A. Our contributions

To address the above mentioned issues, this paper proposes
an aggregate authentication system (AAS) for UAVCN. In
AAS, each AGE serves as the cluster head and intermediator
between COC and RAVs in respective cluster. Each AGE is
able to validate the authentication request from COC, and
forward the attested request to the administrated RAVs. Each
RAV can run the verification procedure to confirm the real
source and forwarding source of the authentication request.
All responses of RAVs can be aggregated and verified by their
administrative AGE in the cluster, which are further combined
with the response of AGE and provided to COC for completing
authentication.

This paper presents a concrete AAS construction in bilinear
groups based on the identity-based aggregate signature. Secu-
rity analysis shows that our construction can prevent malicious
entities from forging the authentication request and responses,
that is, the (attested) authentication request by COC/AGE
and (aggregate) responses by RAVs/AGE are unforgeable by
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other entities. The experiments are conducted on our AAS
construction, which show that each procedure enjoys high
performance, especially in generating authentication request
and response, while the performance of response aggregation
depends on the number of RAVs in the cluster.

B. Related works

With the advantages of rapid and easy deployment, un-
manned aerial vehicles have been adopted in various real
world applications [6]. In [7], Turgut and Gursoy studied the
signal-to-interference-plus-noise ratio for the cellular networks
constructed from unmanned aerial vehicles. In [8], unmanned
aerial vehicles are employed to construct a wireless sensor
network for detecting the locations of endangered species in
wild areas. Jiang et al. [9] presented a trustworthy and energy
efficient scheme for large-scale sensing data collection with
unmanned aerial vehicles. The similar autonomous data collec-
tion problem in wireless sensor networks is also investigated in
[10]. Li, Li and Chen [11] designed a flying Ad-Hoc network
based on unmanned aerial vehicles, and proposed a framework
with the focus on the effective mission planning and network
connectivity for these vehicles.

Hooper et al. [12] identified the zero-day vulnerabilities of
commercial WiFi-based Parrot Bebop unmanned aerial vehi-
cles under the denial of service and buffer-overflow attacks,
and proposed a security framework to mitigate these security
risks. Podhradsky, Coopmans and Hoffer [13] addressed the
communications security for open-source unmanned aerial
vehicles by implementing an encrypted Radio Control link, to
prevent them from disturbing operation or control by malicious
users. To protect the security and privacy of user’s sensitive
information carried by commercial unmanned aerial vehicles,
Yoon et al. [14] designed an encrypted communication chan-
nel supporting source authentication. He, Chan and Guizani
[15] showed some low-cost implementations of GPS spoofing
attacks and WiFi attacks against unmanned aerial vehicles, and
suggested some security countermeasures.

Liu, Qian and Hu [16] designed an authentication mech-
anism for the large-scale swarm system constructed from
unmanned aerial vehicles, ground stations and relay stations,
which allows the swarm to generate random labels to re-
sist infiltrating attacks. Fu et al. [17] investigated the ro-
bustness and accuracy issues in collaborative task allocation
for multiple unmanned aerial vehicles, where the intrusion
detection technology was employed to resist the potential
network attacks. Mao, Hu and Qi [18] noticed that existing
key management protocols are not efficient and scalable in
supporting unmanned aerial vehicle applications, and proposed
a group key management protocol based on a secret sharing
scheme from the Chinese Remainder theorem.

Boneh et al. [19] proposed an aggregate signature scheme in
bilinear groups, where many signatures for different messages
from different users can be aggregated into a single signature.
It is especially useful in reducing the information size when
realizing secure communication. Gentry and Ramzan [20]
presented identity-based aggregate signature schemes, which

do not require the verifier to maintain the public keys of sign-
ers. Lu and Wang [21] proposed an identity-based aggregate
signature scheme under the discrete logarithm assumption,
which is employed to aggregate the signatures of multiple
sensor nodes before being sent to the base station for verifying
their authenticity. Zhang et al. [22] developed a distributed
aggregate authentication protocol based on the multiple trust-
ed authority one-time identity-based aggregate signature for
vehicular ad hoc networks, which allows a vehicle to batch
verify the received multiple messages and their signatures.

C. Paper organization

The remainder of this paper is organized as follows. Section
IT describes the system architecture, security requirements, and
the procedures in AAS. Section III covers the preliminaries
on bilinear pairing and Computational Diffie-Hellman assump-
tion. A concrete AAS construction is presented in Section IV,
followed by its security and efficiency analysis in Section V.
Finally, Section VI concludes the paper.

II. SYSTEM ARCHITECTURE AND SECURITY
REQUIREMENTS

This section formalizes the architecture of AAS and sum-
marizes its security requirements.

A. System architecture

As shown in Fig. 1, an AAS system consists of three types
of entities, namely, a control center (COC) for unmanned
aerial vehicles, many reconnaissance unmanned aerial vehicles
(RAVs), and many aggregators (AGE). COC is a trusted entity
with powerful computation and communication capabilities. It
is responsible for producing public parameters to initialize the
AAS system and issuing private keys for all RAVs and AGEs.
Each AGE with medium-range communication capabilities
manages a cluster of RAVs, whereas RAVs only have limited
communication capabilities for short distances. Thus, AGE
serves as a relay device for the communication between COC
and the administrated RAVs of such AGE.

To secure AAS applications, COC needs to perform mutual
authentication with RAVs before collecting information with
the help of them. COC initializes the authentication process
by broadcasting authentication request, so that AGEs are able
to validate and forward it to its administrated RAVs. Each
RAV can verify the real source and the forward process of
the authentication request before responding. The responses of
RAVs in the administrative domain can be validated by AGE
in a batch, and then sends the aggregated response to COC
for completing the authentication. The aggregated response is
an aggregation on all responses of AGE and its administrated
RAVs, so that all of them can be authenticated by COC in a
batch to improve the verification performance.

B. Security requirements

An AAS system must satisfy the following security require-
ments.

Authenticity of COC: In a round of authentication, all AGEs
and RAVs should be able to verify the real source of the
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Fig. 1. AAS model for UAVCN.

authentication request. That is, any malicious entity cannot
impersonate COC to forge an authentication request without
being detected.

Authenticity of RAV: For the responses from RAVs in the
same administrative domain of some AGE, both COC and such
AGE should be able to verify their authenticity. That is, any
malicious entity cannot forge a valid response of some RAV.

Authenticity of AGE: For the attested authentication request
of some AGE, all RAVs in its administrative domain should
be able to verify its authenticity. Also, COC should be able to
validate the authenticity of the response from AGE. That is,
any malicious entity cannot forge valid forwarded authentica-
tion request and response of some AGE.

A correct AAS construction should satisfy the following
conditions: If all entities faithfully follow the authentication
procedures, then

1) the authentication request generated by COC can be

successfully validated by all AGEs;

2) the attested authentication request by AGE can be suc-

cessfully validated by RAVs in the same cluster;

3) the response of RAVs can be validated by AGE in the

same cluster;

4) the aggregate response can be successfully validated by

COC.

III. PRELIMINARIES

This section summarizes the preliminaries of our AAS con-
struction, such as bilinear pairing and complexity assumption.

Suppose (G1,+) and (Ga, -) are additive and multiplicative
cyclic groups with prime order ¢, respectively. The mapping
e : G1 X G1 — G4 is bilinear if the following properties are
satisfied:

1) Bilinearity: For all P,Q, R € G; and a,b € Z7, both

e(aP,bP) = e(P, P)ab

and
G(P + Q,R) = €(P, R) : C(Q, R)

hold.

2) Non-degeneracy: e(P, P) # 1.

3) Computability: e(P, Q) can be computed efficiently in
polynomial time for all P, Q € G;.

Computational Diffie-Hellman Assumption (CDH) Let G; =
(P) be an additive cyclic group with prime order g. Given
a tuple (P,aP,bP) for some random values a,b €r Z7,
any probabilistic polynomial time algorithm & would have
negligible probability in computing (ab)P € G;.

IV. AAS CONSTRUCTION

This section describes a concrete AAS construction in
bilinear groups. A running procedure of our AAS construction
is shown in Fig. 2.

A. System setup

On input a security parameter [, COC chooses two cyclic
groups (G1,+) and (Gs,-) of prime order ¢, and defines a
bilinear map e : G; X G; — G2, where P is a generator
of G1. COC selects four cryptographic hash functions H; :
{071}* — Gl, H : {0,1}* — Gl, Hs {0,1}* — Gl and
Hy:{0,1}" — Zy. COC randomly chooses h1, hy € Z;, and
computes

X1 =mhP

and
Xo = hyP

Thus, the system parameter is param = (q, P,G1, G2, e, Hy,
H,, H3, Hy, X1, X5) and the private key of COC is (hq, ha).
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Fig. 2. A procedure of authentication in our AAS construction

B. Key generation for unmanned aerial vehicles

Let U; be an unmanned aerial vehicle in the AAS sys-
tem. For ease of representation, let U, be an AGE and
Ui, -+ ,U,_1 be RAVs in the administration domain of U,,.
For each RAV U; (i =1,2,--- ,n — 1), COC computes

Yij = Hi(Uil|Un | 5)
and
fij =Y,

where j € {0,1}. Thus, the private key (fi.0, fi,1) is given to
RAV U;.
For AGE U,,, COC computes

Yo j = Hi(Un|l7)
and
fnj =hYn;
where j € {0,1}. Thus, the private key (f,.0, fn,1) is given
to AGE U,,.
C. Authentication request

COC initiates the authentication procedure with unmanned
aerial vehicles by sending a request to AGEs. Let R denote
the request information chosen by COC. COC randomly picks
ke Z;‘, and computes

Q=kP

and
o = haHy(R[|Q)

COC sends out the authentication request (R, Q, o).

D. Request forwarding

Upon receiving the request (R,Q,o) from COC, each
AGE U, validates its authenticity by checking the following
equality

?
e(o, P) = e (Ha(R[Q), X2) (1)
If it holds, then AGE U,, accepts the authentication request

from COC, otherwise terminates. AGE U,, randomly chooses
Ty € Z;‘, and computes

T, =7, P

and
At last, AGE U,, broadcasts the tuple of attested authentication

request (R, Q,T,,S,) to all RAVs U; (i = 1,2,--- ;n—1)
in its administrative domain.

E. RAV response

Once received (R, Q, T, S, ) from AGE U,,, each RAV U,
(i=1,2,--- ,n— 1) verifies its authenticity by checking the
following equality

e(Sp, P) = e(H1(U,||0), X1) - e(Ha(R|Q), Xa2)

If it holds, then RAV U, accepts the authentication request
from COC, otherwise terminates. Let W, denote the response



information chosen by U;. RAV U; randomly picks d; € Z},
computes

6 = Hy(R||Q)
D; =d;P
E; =did + fio + HiWil|[Ui||R||Q) fix
then sends the response tuple (W;, E;, D;,U;) to AGE U,,.

F. AGE aggregation

Once received the response tuples {W;, E;, D;,U; ?:_11
from the controlled RAVs U; (i = 1,2,--- ,n — 1), AGE
U,, computes

§ = Hy(R||Q)

n—1

B, 1= Z E;
i=1

n—1
Cnfl = Z D;
i=1

AGE U, verifies the authenticity of the received the response
tuples in a batch by checking the following equality

e(Bn-1,P) = ¢(8,C1) - (0, X1) (3)
where
n—1 n—1
0= Hy(U;]|Un]|0)+>  Hy(W;[| Ui || RIIQ)Hy (Us | Uy 1)
=1 i=1

If it holds, then all response tuples of U; (i = 1,2, -+ ,n—1)
are valid, otherwise U,, validates each response tuple in indi-
vidual to find the invalid one. AGE U,, generates a response
information W,,, randomly picks d,, € Z, and computes

Bn = Bn—l + (dn6 + fn,O + H4(W7LHU7L||R||Q)fn,1)

and
C,=Ch_1+d,P

Then AGE U, sends the aggregate response tuple
(By, Cr, (W1, Uy), -+, (W,,U,)) to COC.
G. COC verification

Once received the  aggregate response  tuple

(Bn, Cpn, (W1,Uq),- -+, (W,,U,,)) from AGE U,, COC
validates its authenticity by checking the following equality
¢(By, P) = e(Ha(R|Q), Cu)e (9, X1) (4)

where

n—1 n—1

9 = Hi(Ui[[Un][0) + > Ha(Wi||Us || RIIQ) Hi (Us]|Un || 1)

i=1 i=1

If it holds, then AGE U,, and RAVs U; (i =1,2,--- ,n—1)
are all accepted as legitimate.
Theorem 1: The proposed AAS construction is correct.

Proof 1: To prove the correctness of the above proposed
AAS construction, it is only necessary to prove that all
equalities in (1)-(4) are satisfied.

1) For the authentication request (R, (Q,o) generated by

COC, equality (1) satisfies as follows
e(o, P) = e(haHa(R||Q), P) = e (H2(R[|Q), X2)

2) For the attested authentication request (R,Q,T,,S,)
from AGE U,,, equality (2) satisfies as follows
e(Sp, P)
e(o, P)e(fn,0, P)e(rn H3(R|Q||Un||Ty), P))
e(o, P)e(h1 Hi(Up|0), P)e(Hs(R|Q|Un|Ty), s P)
e(H1(Un|l0), X1) - e(H2(R[|Q), X2)
-e(H3(R|Q[IUn|T), Tn)

3) For the response tuples {E;, D;, Ui}?_:ll from the con-
trolled RAVs U; (i = 1,2,--- ,n—1), equality (3) holds
as follows

G(Bn,h P)
n—1
=1

n—1 n—1
e (Z oo+ Y HiWil Ui | RIIQ) i, P>

i=1 =1

n—1

=e (5, > diP> e(h10, P)
=1

= 6(67 Cn—l) € (07 Xl)

4) For the aggregate response tuple (B,,C,, (W1,U;),
~oo (W, Uy,)) from AGE U, equality (4) holds as
follows

e(Bn, P)
= e(Bn—1,P) - e(dnd + fno+ Hi(Wn |Un|R|Q) fr,1, P)
=e(5,Ch_1)-€(0,Xy) e(d,d,P)
- e(Hy(Un[|0) + Ha(Wn [Un | RIQ) Hy (Un|1), ha P)
=e(5,Ch_1 +d,P)
~e(0 + Hy(Uy|0) + Hy(Wa[|Un[| R Q) H1 (Un[[1), X1)
= e(H2(R|Q), Cn)e (9, X1)
V. ANALYSIS
This section analyzes the security and performance of the
proposed AAS construction.
A. Security analysis

Theorem 2: Suppose the CDH assumption holds in bilinear
group GG1. The proposed AAS construction can guarantee the
authenticity of COC in producing authentication request.

Proof 2: In the authentication request (R, Q, o) generated
by COC, the element o can be seen as a BLS signature [23]
on R||@. According to [23, Theorem 3.2], the BLS signature
is existentially unforgeable under adaptive chosen-message
attacks, assuming the CDH assumption holds in bilinear group



(G1. Thus, any attacker is unable to forge a valid authentication
request of COC without knowing its private key.

Theorem 3: Suppose the CDH assumption holds in bilinear
group Gp. The proposed AAS construction can guarantee
the authenticity of AGE in producing attested authentication
request.

Proof 3: In the attested authentication request
(R,Q,T,,S,) by AGE U,, the element S,, combines the au-
thentication request element o and f,, o+, Hs (R||Q||U.||T%)-
Notice that f, o + r, H3(R||Q||U.||T7,) and T, can be seen
as an individual signature in producing identity-based
multisignature [20] on R||Q||U,. According to [20, Theorem
1], their identity-based multisignature scheme is existentially
unforgeable under adaptive chosen-message attacks, assuming
the CDH assumption holds in bilinear group G;. Thus, any
attacker is unable to forge a valid individual signature of
AGE U, on R|Q]||U,, without knowing its private key, which
means the authenticity of AGE can be guaranteed in the
attested authentication request.

Theorem 4: Suppose the CDH assumption holds in bilinear
group GG1. The proposed AAS construction can guarantee the
authenticity of RAV in producing authentication response.

Proof 4: For the response tuple (W;, F;, D;) by RAV U,, it
can be seen as an individual signature on W; in producing
identity-based aggregate signature [20, Sect. 5]. According
to [20, Theorem 2], their identity-based aggregate scheme
is existentially unforgeable under adaptive chosen-message
attacks, assuming the CDH assumption holds in bilinear group
GG1. Thus, any attacker is unable to forge a valid individual
signature of RAV U; on W; without knowing its private key.

Theorem 5: Suppose the CDH assumption holds in bilinear
group ;. The proposed AAS construction can guarantee the
authenticity of AGE in producing aggregate authentication
response.

Proof 5: For the aggregate response tuple (B,,C,,
(Wi, Uy), -+, (Wp,U,)) from AGE U, (B,,C,) can be
seen as the aggregate signature [20, Sect. 5] on n individual
responses Wi, Wy, --- | W,,. Note that R||Q can serve as
the common value w in Gentry and Ramzan’s identity-based
aggregate signature scheme [20]. According to [20, Theorem
2], their scheme is existentially unforgeable under adaptive
chosen-message attacks, assuming the CDH assumption hold-
s in bilinear group G;. Thus, any attacker is unable to
forge a valid aggregate signature of AGE U, on responses
Wi, Wy, .-+ W, without knowing its private key, which
means the authenticity of AGE can be guaranteed in the
aggregate authentication response.

B. Functional comparison

In [5], Wang et al. proposed an identity-based aggregate
authentication scheme for UAVCN in bilinear groups. All
RAVs can communicate with COC with the help of their
respective AGE in the cluster, to carry out mutual authentica-
tion process. However, no security mechanism is considered
in their scheme at the side of AGE. Specifically, there is

no attestation mechanism for AGE to attest the authentica-
tion request of COC, before forwarding it to RAVs in its
administrative domain. Also, when aggregating the individual
responses from its controlled RAVs, the authenticity of these
responses are not validated. Whereas in our AAS construction,
both these mechanisms are provided to enhance the security
of authentication in UAVCN. The detailed comparison on the
functionalities between Wang et al.’s proposal [5] and our AAS
construction is summarized in Table I.

C. Experimental performance

We conducted the experiments of our AAS system us-
ing the Java Pairing-Based Cryptography Library (JPBC,
http://gas.dia.unisa.it/projects/jpbc/), on a platform with Mi-
crosoft Windows 10 operating system, Intel(R) Core(TM) i5-
4210M CPU @ 2.60GHz and 4GB RAM. The elliptic curve
is of Type A (y? = 2 +x) such that ¢ is a 160-bit prime and
the element size in group G is 512 bits.

The performance of the procedures such as system setup
(Setup), key generation for RAV (RAVkgen) and AGE (AGEk-
gen), authentication request generation (REQgen) and attes-
tation (REQfwd), and RAV response (RAVresp) are shown
in Fig. 3, respectively. The setup procedure is run once to
initialize the whole AAS system, which evaluation perfor-
mance depends on the computation of X; and X5, and can
be completed in roughly 30 msec. For the key generation
procedure of RAV and AGE, the only difference lies in the
input to H;. Thus, the key generation for a RAV and an AGE
take the some time, i.e., about 85 msec in the experiments.

For the authentication request generation procedure, its per-
formance is mainly determined by two scalar multiplications
in computing ) and o, and a map-to-point hash evaluation
H,. As shown in Fig. 3, an authentication request can be
produced in less than 70 msec. In forwarding a request, it
should be first validated by AGE as shown in Equality (1),
and then an attestation is attached using its private key. Notice
that the validation requires AGE to perform two bilinear map
evaluations. In the experiment, the overall computation time
for forwarding a request by AGE is no more than 0.12 seconds.
Before producing a response, each RAV needs to validate
the authenticity of the received attested request as shown in
Equality (2), which requires four bilinear map evaluations.
Thus, each RAV would take roughly 0.2 seconds in running
the response procedure.

In the response aggregation procedure, AGE needs to
combine the elements {E;, D;} from the received response
tuples. Note that (2n — 2) map-to-point hash evaluations on
H; should also be performed in generating 6, before batch
validating these responses as shown in Equality (3). In the
experiments, several cases with different number of unmanned
aerial vehicles are considered, i.e., n = 10, 20, - - - , 100, which
contains (n—1) RAVs and one AGE. That is, (n— 1) response
tuples from RAVs are aggregated and validated by their AGE,
and further combined with the response tuple of AGE. The
experiment results are depicted in Fig. 4, which show that the



TABLE I
COMPARISON

Request verification | Request attestation

Aggregate verification by AGE

Our scheme
Wang et al.’s scheme [5]

v
v

v

X

Aggregate verification by COC
v
v

200 A

1801

1601

1401

1201

1001

801

Time (milliseconds)

60

40

201

Setup RAVkgen AGEkgen REQgen REQfwd RAVresp

Fig. 3. Performance evaluation of the setup, key generation, request genera-
tion, forwarding and RAV response procedures

performance of this procedure is linearly determined by the
number of unmanned aerial vehicles in each cluster.

Time (seconds)

10 20 30 40 50 60 70 80 90 100
Number of unmanned aerial vehicles

Fig. 4. Performance evaluation of the AGE aggregation procedure

Fig. 5 plots the performance of the COC verification proce-
dure on the aggregate response from AGE of some cluster.
Similar to Fig. 4, different cases with different number n
of unmanned aerial vehicles in a cluster are considered, i.e.,
n = 10,20, --- ,100. As shown in Equality (4), the verification
requires COC to compute three bilinear maps. To calculate ¥,
COC needs to evaluate 2n map-to-point hashes on H;. It can
be seen that the performance of the COC verification proce-
dure is also linearly determined by the number of unmanned
aerial vehicles in each cluster.

Time (seconds)

10 20 30 40 50 60 70 80 90 100
Number of unmanned aerial vehicles

Fig. 5. Performance evaluation of the COC verification procedure

VI. CONCLUSION

This paper considered the security issues in UAVCN and
proposed an AAS construction in bilinear groups to realize
mutual authentication between control center and unmanned
aerial vehicles. COC initiates the authentication process, where
the authentication request is attested and forwarded by ag-
gregators in respective cluster to their controlled unmanned
aerial vehicles. The responses from unmanned aerial vehicles
can be aggregated by their aggregator of the same cluster, and
then submitted to COC for verification on their authenticity.
Security analysis showed that all (attested) authentication
request and (aggregate) responses are unforgeable against
malicious entities. Experimental analysis demonstrated that the
proposed AAS construction is suitable to support unmanned
aerial vehicles-assisted applications in real world.
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