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Abstract: High renewable penetration and inevitable data corruptions can prominently jeopardise the security of power systems
and greatly challenge the conventional situation awareness (SA). This study proposes an enhanced SA model that solves two
major difficulties faced by the conventional SA. The first difficulty is to accurately detect anomalies, especially the imperceptible
variation of renewable power output. This is addressed by a novel aggregation of random matrix and long short-term memory
network. The model's high accuracy and alertness in real-time anomaly detection are achieved by a newly proposed perceptual
indicator. The second difficulty is to be robust against multiple data corruptions. In this connection, a dedicated workflow is
designed to mitigate the impact of data corruptions from two stages, which ensures the robustness of the enhanced SA model.
By comparing with several existing conventional SA models, the proposed enhanced SA model has shown its prominent
superiority in several practical scenarios. In addition, a fast security check is also achieved by the enhanced SA model to
indicate the security margin of the system on different renewable penetration levels. The enhanced SA model can reinforce the
system operators' observability on insecure risks and hedge them against potential data manipulations or cyber attacks.

The development of wide area measurement system has
promoted wide deployments of phasor measurement units (PMUs)
on critical points of the system, to offer essential measurement data
in a real-time manner [1]. This creates great opportunities for SA to
acquire substantial data in order to reveal the actual status of power
systems [5]. However, enormous challenges are also produced for
the conventional SA along with the great opportunities. Widely
dispersed PMUs require massive ICT auxiliaries, which lead to
tight interactions between the cyber part and the physical part of
the CPS [9, 10]. The interactions tend to expose the measurement
data in a vulnerable cyber environment, which can result in
multiple data corruptions. These data corruptions include: (i) data
quality problems such as data loss and time delay [11, 12]; (ii)
malicious data attacks such as replay attack, false anomaly
injection and denial of service attack [13, 14]; (iii) insufficient
measurements or incomplete data sets [15].

The above challenges have opened up data-driven solutions
rather than establish a full understanding of the physical model.
Recently, many studies of data-driven approaches have sought help
from the machine learning or even deep learning algorithms such
as decision tree (DT) [16, 17], k-nearest neighbour (kNN) [18] and
long short-term memory (LSTM) network [19, 20]. Among these
algorithms, the LSTM network has shown its promising prediction
ability which can be utilised to detect anomalies from sequential
data. Moreover, some other pioneering studies have explored a new
SA possibility for power systems based on big data techniques
such as random matrix [8, 21]. As a data pre-processing tool, the
random matrix has shown certain feasibility under noisy and bad
data environment. However, the enhanced SA has claimed a much
higher goal to cope with the challenge of multiple data corruptions
in the complex spatiotemporal presence, especially for high
renewable-penetrated power systems. It is a challenging task to
distinguish implicit anomalies (e.g. abnormal wind power output
variation) from multiple data corruptions, and the performance of
individual LSTM network or random matrix algorithms can be
awfully limited. In this connection, an aggregation of these
algorithms is worth trying to improve their respective
performances and hence to enhance the conventional SA to a great
extent.

The aim of this paper is to facilitate an enhanced SA for high
renewable-penetrated power systems with multiple data

1 Introduction
The power industry is experiencing an unprecedented evolution 
towards decarbonisation and digitisation currently. On the one 
hand, different types of renewable energy sources (RESs) such as 
wind and solar power are being integrated into power systems at a 
markedly increasing pace. Nevertheless, the high penetration of 
power electronics-based RESs has greatly reduced system's inertia, 
which can prominently jeopardise the security of power systems 
[1]. Take the power cut in UK in August 2019 as an example, the 
final technical report has shown that one of the major causes of this 
event was an unexpected power output reduction of an off-shore 
wind farm [2]. On the other hand, profiting from the rapidly 
developed information and communication technology (ICT), 
power systems have reached a certain level of digitisation. Modern 
power systems are hence being treated as comprehensive cyber 
physical systems (CPS) in a large number of recent research 
studies. However, the complicated communication and cyber 
environment not only brings about intractable data quality issues, 
but also makes power systems more vulnerable to cyber attacks. 
For instance, the Ukraine blackout in December 2015 is attributed 
to synchronised and coordinated cyber attacks [3], and the US 
government even passed a legislation to isolate power equipment 
from grid operators' digital control systems to prevent the similar 
blackout accident [4].

One of the common causes of above incidents is that the system 
operators failed to be fully cognisant of what they need to know, 
especially the security status of the system. To tackle this issue, 
situation awareness (SA) can be served as a viable solution. SA 
endows the system operators with the ability of panoramic 
perception in wide area, in order to efficaciously ensure a secure, 
stable and smooth operation of power systems [5]. Since first 
explored from the area of military and aviation, SA has attracted 
extensive attentions in the power industry over the past few years 
[6]. In power systems, SA is considered as the operators' temporal 
and spatial perception of dynamic changes in the current system 
and environment, as well as appropriate comprehension and 
associated measures taken, to implement actions on the projection 
of system's future status [7]. Although certain efforts have been 
devoted to SA to some extent [5–8], the performance of the 
conventional SA is too limited to reach a satisfactory level when 
coping with today's data-oriented power systems.
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corruptions. A pure data-driven approach is proposed by applying
deep learning technique and random matrix theory in the enhanced
SA model. The novel idea is to aggregate the LSTM network with
random matrix, where the deep LSTM network is responsible for
processing, memorising and predicting the sequential data, while
the random matrix is utilised as the pre-processor to implement
data cleansing, feature selection and dimensionality reduction. The
contributions of this paper can be summarised as follows.

(i) The enhanced SA model achieves high accuracy and alertness in
the real-time anomaly detection, by a novel aggregation of random
matrix and LSTM network. Based on a newly proposed perceptual
indicator, the detectability of the enhanced SA model prominently
outperforms many existing conventional SA models. It reinforces
the system operators' observability on any suspicious variation of
the system, in order to implement appropriate recovery controls
opportunely and promptly.
(ii) A dedicated workflow is presented to endow the enhanced SA
model with salient robustness against multiple data corruptions. A
two-stage mitigation process is designed in the workflow to greatly
mitigate the impact of data corruptions, and hence arms SA with
vital immunity under an increasingly vulnerable cyber
environment. It hedges the system operators against potential data
manipulations or cyber attacks, in order to provide appropriate
perceptions and hence facilitate proper decisions for system
control.
(iii) The enhanced SA can also realise fast security check on
different renewable penetration levels, which explicitly indicate the
security margin of a given system. It is not only helpful for the
assignment of appropriate renewable proportion in the planning
stage, but also efficacious to reveal the system tolerance for the
system operators in order to take hedging action from insecure
risks in the operation stage.

The remainder of this paper is organised as follows. Section 2
gives the proposed methodology, including the theoretical
foundations of random matrix and LSTM network, as well as the
proposed perceptual indicator and designed workflow. Section 3 is
the case study which shows a wide range of application scenarios
of the enhanced SA model and the comparative study with other
benchmarks in the literature. Section 4 finally concludes this paper.

2 Proposed methodology
2.1 Random matrix and single ring theorem

A matrix is called random matrix when every entry of it is a
random variable. In the probability space (Ω, F, Pr) with a sample
space Ω, a set of events F  and the probability measure Pr, an n × m
random matrix with random variables {Xi j}1 ≤ i ≤ n, 1 ≤ j ≤ m are
denoted as X. In order to study the statistic properties of a random
matrix, the theorem of spectral analysis is developed by
reinterpreting a random measure of the empirical process [22]. In
the theorem of spectral analysis, empirical spectral distribution
(ESD) and limiting spectral distribution (LSD) are two crucial
metrics that describe the eigenvalue distribution of the random
matrix. For an arbitrary n × n complex random matrix A with
complex eigenvalues λi

A, i = 1, 2, …, n, the two-dimensional ESD
function of A is given by

FA(x, y) = 1
n ∑

i = 1

n
δRe(λi

A)(Mx) ⋅ δIm(λi
A)(My) (1)

where δRe(λi
A)(Mx) and δIm(λi

A)(My) are the Dirac measures defined on
measurable sets Mx ≜ ( − ∞, x] ⊆ F  and My ≜ ( − ∞, y] ⊆ F ,
respectively, Re(λi

A) and Im(λi
A) are the corresponding real and

imaginary parts of the ith eigenvalue.
Based on ESD, more attentions are drawn on the convergence

problem of the sequence of ESDs for a series of random matrices.
Let {Ak}k = 1

(L)  concisely denotes the random matrices sequence
{A1, A2, …, AL}. If the ESD sequence {FAk}k = 1

(L)  converges to F∞ as

the sequence length L → ∞, F∞ is called the LSD of {Ak}k = 1
(L) .

LSD is generally non-random while ESDs are random metrics of
various random matrices. The significance of ESD and LSD is that
many essential statistics in multivariate spectral analysis can be
reinterpreted by ESD and LSD of random matrices. When big data
issues involved i.e. the dimensions (number of rows and columns)
of random matrices are tending to infinity, LSD shows salient
spectral signatures of random matrices described by the single ring
theorem [8, 21].

Considering an n × m non-Hermitian random matrix X with raw
data entries, the following normalisation formula is applied to get a
standard Gaussian random matrix X

~
 from X:

x~i j = (xi j − μ(xi)) ⋅ σ(x~i)
σ(xi)

+ μ(xi
~ ) (2)

where xi = (xi1, xi2, …, xim), x~ i = (x~i1, x~i2, …, x~im), i = 1, 2, …, n,
j = 1, 2, …, m, μ(xi), σ(xi), μ(x~ i) and σ(x~ i) are the respective
expectations and standard deviations of row vectors xi and x~ i,
μ(x~ i) = 0 and σ(x~ i) = 1.

As the singular value decomposition of X
~

 exists, one can obtain
an n × n singular value equivalent matrix X̆ of X

~
 as

X̆ = X
~
X
~†U (3)

where X
~ †

 denotes the conjugate transpose of X
~

 and U is a Haar
distributed unitary random matrix which satisfies the following
lemma.

Lemma 1: For every Borel subset ℍ of the set of all unitary
matrices U, the following probability holds as

Pr {U ∈ ℍ ⊂ U} = Ξ(ℍ)

where Ξ(ℍ) is the normalised Haar measure defined on ℍ.
In the sequence of several random matrices, the product matrix

is defined as

Z = ∏
k = 1

L
X̆k (4)

Then the normalised form of the product matrix, which is
denoted as Z

~
, is obtained by a row-by-row operation as

z~i = zi

nσ(zi)
(5)

where zi = (zi1, zi2, …, zin), z~i = (z~i1, z~i2, …, z~in) for i = 1, 2, …, n and
σ(zi) is the standard deviation of row vector zi.

After (2)–(5), the sequence of rectangular n × m random
matrices {Xk}k = 1

(L)  is characterised by an n × n square normalised
product matrix Z

~
 with the same spectral signature. From the

accumulation of tremendous PMU measurements data, both X and
Z
~

 will grow into large dimensional random matrices, whose
spectral convergence is described by the following theorem.

Theorem 1 (Single ring theorem): Let the entries of n × m
random matrix X be independent and identically distributed
random variables. A sequence of X has a normalised product
matrix Z

~
 with zero mean and variance 1/n. Then the ESD of Z

~

converges almost surely to the same density function given by

f (λZ
~
) =

1
πηL∥ λZ

~
∥

2
L − 2

, (1 − η)
L
2 ≤ ∥ λZ

~
∥ ≤ 1

0 elsewhere
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as n, m → ∞ with ratio η = n/m ∈ (0, 1], where λZ
~
 is each

eigenvalue of Z
~

.

2.2 Mean spectral radius

For a random matrix, its statistical properties cannot be revealed by
a single eigenvalue, which is an unobservable random variable.
The spectral analysis of random matrix mainly focuses on the
asymptotic eigenvalues distribution when the dimension of a
random matrix becomes very large. Therefore, a natural statistic
known as linear eigenvalue statistic (LES) is given via the
following definition [23].

Definition 1 (LES): For random matrix A with a sequence of
ascending ordered n eigenvalues {λi

A}i = 1
(n) , by a given test function

ε( ⋅ ), the LES of A is defined as

Nn(ε) = ∑
i = 1

n
ε(λi

A)

There are various choices of test functions, leading to different
forms of LES. A particular form among those LESs, which is
called mean spectral radius (MSR), is expressed by

rMSR = 1
n ∑

i = 1

n
∥ λi

A ∥ (6)

mechanisms, this paper uses one of the most popular variants
originally proposed in [27]. The detailed mechanism of the LSTM
cell is illustrated in Fig. 1. 

Three principal gate units, with gate activation function φ( ⋅ ),
are designed for the LSTM cell. A forget gate with outputs qt
decides how many memories to keep from previous time step. An
input gate with outputs pt gives the exact value to be updated to the
current time step. An output gate with outputs ot filters out the
desired output vector for the current time step. On this basis, the
forward propagation of LSTM network is modelled as

qt = φ(Wqxt + Wqyt − 1 + Wqct − 1 + bq) (7)

pt = φ(Wpxt + Wpyt − 1 + Wpct − 1 + bp) (8)

ot = φ(Woxt + Woyt − 1 + Woct + bo) (9)

ct′ = ϕ(Wcxt + Wcyt − 1 + bc) (10)

ct = qt ⊙ ct − 1 + pt ⊙ ct′ (11)

yt = ψ(ct) ⊙ ot (12)

In (7)–(12), notations of W with distinct hats and subscripts
denote different weights matrices as: W, W and W for the input
weights, recurrent weights and peephole weights, while Wq, Wp,
Wo and Wc are the corresponding weights to compute q, p, o and
c′, respectively. bq, bp, bo and bc are bias vectors. By looking at
both current input and previous output, the LSTM cell selects a
memory candidate ct′ through an input activation function ϕ( ⋅ ), as
shown in (10). Then the current memory ct is updated based on
both the previous one and the candidate, according to (11), in
which ⊙ is the pointwise multiplication operator. Finally, the
current output is raised by (12) with an output activation function
ψ( ⋅ ) passed through, and transmitted (recurred) to the next time
step.

2.4 Perceptual indicator

The SA model, in practice, is an aggregated LSTM network with
random matrix as its pre-processor. After generating the
measurement random matrices, the spectral analysis, which has
been presented in Sections 2.1 and 2.2, is processed to obtain
MSRs of the corresponding normalised product matrices in a
sequential manner. By the spectral analysis, all measurement data
are compressed and projected into a unified representation of MSR,
to feed into the LSTM network. After proper training, the LSTM
network can present a predicted MSR value, given a sequence of
previous ones, step by step. With an appropriate metric, the
accuracy of the prediction can be measured by comparing
deviations between the predicted values (from the LSTM network)
and the true values (from the measurements) of MSR.

In order to set the metric as well as to evaluate the prediction
performance of the SA model, a new perceptual indicator named as
gradient of the cumulative squared error (GCSE) is proposed by
the following definition.

Definition 2 (GCSE): At time step t, given the output of the
LSTM network y(t) (i.e. the predicted value) and the true value
y*(t), the GCSE of the LSTM network at time T is defined as

eGCSE(T) = ∇∫
0

T
(y*(t) − y(t))2 dt

As the perceptual indicator, the GCSE endows the enhanced SA
model with powerful ability of anomaly detection. This
detectability is ensured by both the effectiveness of MSR and the
predictability of the LSTM network. When anomalies occur, the
MSR of the system will experience a drop at this time point.
However, this drop can be sometimes too slight to be distinguished
from possible data corruptions. Fortunately, after applying the

Fig. 1  Schematic of the LSTM cell within the hidden layers of RNN

MSR can be intuitively interpreted as the average distance of all 
eigenvalues of random matrix to the centre on the complex plane. 
MSR appropriately describes the spectral signature of random 
matrix, whose trace is reflected by LES in general. Together with 
the single ring theorem, a quick perception of power system's 
status can be realised according to a relative position between MSR 
and the single ring. This will be further illustrated in Section 3. On 
the other hand, the spectral signature expressed by MSR is 
promising to extract features from random data matrices with large 
dimensions. In other words, MSR is an essential tool to perform the 
dimensionality reduction for massive measurement data as well as 
to excavate innermost features from big data streaming, in order to 
dramatically enhance the performance of the following deep 
learning model.

2.3 LSTM network

Recurrent neural network (RNN) is a special deep learning model 
which is originally designed for processing sequential data. 
Evolved from RNN, the LSTM network was firstly proposed in 
[24] and has been improved and popularised by many scholars in a 
wide range of modern applications [25]. In comparison with 
regular RNN, the LSTM network is characterised by its memory 
cell, and hence can memorise information in much longer 
sequences [26]. Basically, the LSTM cell is composed by several 
gate units with the functionality to add or remove information over 
the flow. Although there are a variety of choices on cell
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LSTM network, a predicted value of MSR can be obtained and
compared with the true value of MSR. The GCSE indicator is
designed to handle this comparison and magnify the quantitative
distance between the predicted MSR and the true MSR. As a result,
the GCSE can be of great activity and alertness in detecting
anomalies, which can significantly improve the accuracy of the
enhanced SA model.

A workflow of the enhanced SA model is designed and
illustrated in Fig. 2. This workflow shows not only the
implementation of anomaly detection but also the mitigation of
data corruptions, achieved by both MSR and GCSE indicators.
Multiple data corruptions are mitigated from two stages by the

enhanced SA model. On the first stage, the MSR acts as a unified
index of the system's status which is concentrated from all
measurements. The redundancy of these measurements guarantees
the robustness of MSR to some extent even though a portion of
measurement data is corrupted. On the second stage, due to the
predictability of the LSTM network, the predicted MSR can tightly
track the true MSR. This creates the advantages of GCSE to keep
almost stable in the presence of data corruptions but to produce
dramatic changes with detected anomalies. Consequently, the
robustness of the enhanced SA model is guaranteed by these two
mitigation stages.

3 Case study
The New England Test System and the New York Power System
(NETS-NYPS) is used as the test system in the case study. The
NETS-NYPS consists of five areas and contains 16 generators and
68 buses, with network parameters given in [28]. Furthermore,
three wind farms are integrated to the system with three additional
buses, and the penetration level of the wind power is configured at
30%. A limited number of 38 PMUs are installed in the system as
shown in Fig. 3, as an expanded version of one benchmark
deployment given in [29]. This expanded version has supplemented
extra 16 PMUs on every PV buses and the slack bus, on top of
those 22 PMUs in the original version, to step closer to the actual
field scene of PMU placement.

3.1 Model setup

At the first stage, it is sufficient to assume that all 38 PMUs in Fig.
3 can be accessed without any data corruption. By obtaining
measurements of both voltage amplitude and phase angle from
every PMU (with 1% Gaussian bias), together with a chosen
window size which satisfies η = 0.5, the measurement random
matrix X is built with rows n = 76 (measurements number) and
columns m = 152 (window size). As the window slides, a random
matrices sequence {X}{T} is generated in the form of time series.
After implementing the spectral analysis, the corresponding MSRs
sequence of the normalised product matrices is generated.

Meanwhile, a deep LSTM network is built with three LSTM
layers, two dropout layers and one fully connected layer. Each
LSTM layer equips with 50 neurons, by choosing the sigmoid
function as the gate activation functions and hyperbolic tangent
function as both the input and output activation functions. The
dropout layers with 20% dropout rate are used to prevent the
network from overfitting problems. After the fully connected layer
comprising 20 neurons, outputs are raised through a final activation
function with the form of exponential linear unit.

When the test system operates in the normal scenario without
any anomalies, the measurements data with a total length of 90s are
used to generate the MSRs sequence, for training of the deep
LSTM network. The mean squared error (MSE) is chosen as a loss
function and the Adam algorithm [30] is adopted as an optimiser in
the training process. After 100 epochs of training, another 90s data
of normal scenario are utilised to test the LSTM network. The test
results are shown in Fig. 4 together with the changing values of the
perceptual indicator GCSE. It can be revealed that GCSE keeps
almost constant along with merely acceptable random bias at a
negligible 10−5 magnitude. It shows the fact that the LSTM
network can present accurate predictions of the system's future
status which is described by MSR, given the current and certain
historical measurements. This result indicates an excellent
performance of the SA model on status perception of the test
system in a noisy data environment.

3.2 Application in contingency detection

The first application of the enhanced SA model lies in detecting
contingencies. In this application the NETS-NYPS is assumed to
suffer from various contingency events such as earth faults, line
breaks, wind farm disconnections and load losses. The first
scenario is a single persistent line break at the branch between
Bus-16 and Bus-17, which occurs at 40.3 s. By applying the

Fig. 2  Workflow of the proposed enhanced SA model

Fig. 3  NETS-NYPS test system with PMU deployment

Fig. 4  Prediction performance of the SA model with the perceptual
indicator
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prediction performance of the SA model, even in some post-
contingency dynamics.

Next a more complicated scenario is arranged to extend this
application. In this scenario a chain of transient contingencies take
place sequentially, meanwhile PMU measurements are obtained in
the presence of data corruptions. The events chain of the
contingencies as well as a series of data corruptions are configured
according to Table 1. From the detection results shown in Fig. 6, it
is found that all three contingencies can be detected based on
GCSE in real time, even though the measurement data are
corrupted to a certain extent. This is a distinct verification of the
model's robustness in the presence of data corruptions.

3.3 Application in wind power output variation perception

On top of contingencies, variations or fluctuations of wind power
output can also potentially hazard the system's security. Therefore,
the perception of variant wind power output should be another
crucial application of the enhanced SA model. In this application,

Fig. 5  Detection of a single persistent line break
(a) Degeneration of the MSR, (b) Performance of the SA model

Table 1 Arrangement of the sequential contingencies scenario in the presence of data corruptions
Contingencies
No. Event Spot Time, s
1 earth fault Bus-43 80.1–80.2
2 wind farm offline W3 280.1–280.3
3 load loss Bus-8 480.1–481.0

Data corruptions
No. Type PMU no. Details
1 data loss 37,45,65 lost first 1 s data in every 10 s
2 time delay 41,66 delayed by 2 s entirely
3 replay attack 6,7,11,54 replayed first 10 s data

Fig. 6  Detection of the sequential contingencies in the presence of data corruptions

proposed SA model, the detection results are illustrated in Fig. 5. 
Fig. 5a shows the intuitive degeneration of MSR in accordance 
with the single ring theorem. One can find that the single ring 
theorem holds, i.e. the MSR and nearly all eigenvalues of the 
normalised product matrix are constrained by the single ring, 
before the contingency took place. However, right after the line 
break, the MSR and most of the eigenvalues collapse into the inner 
radius and the single ring constraint is broken. Furthermore, the 
MSR and those eigenvalues keep inside the inner radius and the 
single ring constraint no longer holds far after the contingency, 
which indicates a sustained insecure (unstable) state (i.e. voltage 
collapse or pole slips) of the test system.

It can be seen from Fig. 5b that the GCSE shoots up
instantaneously right after the line break at 40.3 s, and then reaches 
a peak at next moment at 40.4s. This shows the model's ability to 
detect line break contingency in real time based on the perceptual 
indicator GCSE. It is also observed that the predicted values can 
tightly track the true values of MSR at most of of other moments, 
maintaining GCSE at around zero. This indicates an accurate
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the model is tested under a scenario including both a series of step
fluctuations and a progressively linear increase of the wind power
output. The former is a rough reflection of the stochastic wind
power output behaviour, while the latter approximately simulates
the switch-in process of wind farms. As shown in Fig. 7, the active
power output of W1 (which is denoted as PW1) has experienced
several jumps or drops in a step manner at 70.1, 170.1, 270.1,
370.1 and 470.1 s, followed by a monotonically increasing active
power output of W2 (which is denoted as PW2) starting from
550.1 s. 

On the other hand, the presence of data corruption is also
arranged in this scenario. Firstly, comparing with the sequential
contingencies scenario, a more serious case of data loss and time
delay is present as: the measurements from PMUs at Bus-14, 17
(nearest to W1) have lost first 2 s data in every 10 s; the
measurements from PMUs at Bus-31, 38 (nearest to W3) have
delayed by 3 s entirely. Moreover, it is assumed that the attacker
has had full access of the PMUs at Bus-19, 56, 57 (nearest to W2)
and launched attacks in the following two stages:

• First attack: A false anomaly injection from 210.1 to 410.1 s, to
deceive the system by a false contingency.
• Second attack: A replay attack starting at 520.1 s, replacing
anomalous data with a period of pre-recorded normal data, to mask
the power output increase of W2.

For an intuitive view, the perception results are plotted in Fig. 7,
together with the wind power output variation exhibition under the
same time axis. It can be discovered that the SA model is able to
perceive every step variation of wind power output of W1, despite
data loss and time delay in presence. Furthermore, the
progressively linear increase of wind power output of W2 can be
also perceived no matter whether neighbouring PMUs are
subjected to replay attacks. In this case two successive climbs of

GCSE are observed as: the slight one labelling at 550.1 s indicates
the starting point of the wind power output increase, and the steep
one labelling at 597.4 s is actually an evidence of the system's
insecure (unstable) state from then. This is another proof of the SA
model's perceptual performance, to raise timely and accurate early
warnings on forthcoming insecure state of the system. In addition,
the approximate plateaus of GCSE at both 210.1 s and 410.1 s
shows that the model has successfully overcome the deception by
false anomaly injection.

3.4 Application in small-disturbance awareness

Although only marginal magnitudes are involved, a particular type
of anomalies known as small disturbance may also play a dominant
role to jeopardise the dynamic stability of the high renewable-
penetrated system. Moreover, such signals of small disturbances
are prone to be concealed in the noisy and data-corrupted
environment. Accordingly, the enhanced SA model is also
expected to apply its perceptual ability in small-disturbance
awareness. Hence, a scenario that contains two disturbances under
data attacks is designed as follows:

• First disturbance: On wind farm W3 from 80.1 to 82 s, with
replay attacks launched nearby at Bus-31, 38 (by recording first
10 s data and replaying them constantly).
• Second disturbance: On load at inter-area nearby Bus-8 from
180.1 to 186 s, with replay attacks launched nearby at Bus-6, 7 (by
recording first 10 s data and replaying them constantly).

Fig. 8 illustrates the test results of this scenario. Obviously, the
model can recognise these two disturbances by two corresponding
leaps of GCSE, even in the presence of data attacks, as shown in
Fig. 8b. The closely tracked MSR (which keeps GCSE below a
magnitude of 10−3) is also a marked demonstration of the SA

Fig. 7  Perception of the wind power output variation

Fig. 8  Awareness of the small disturbances
(a) Degeneration of the MSR, (b) Performance of the SA model
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from 6. However, a certain perceptual ability is still maintained by
the model, until it is nearly lost on two PMUs merely. These results
show the robustness of the SA model considering insufficient
measurements or incomplete data sets. By choosing the appropriate
PMU placement, it is feasible to achieve sufficient SA which relies
on the minimum size of measurements in power systems. This
inspires future study on an extensive application of GCSE as the
data adequacy indicator.

3.6 Analysis on the indicator threshold

Different thresholds of the GCSE indicator create different criteria
in the applications of real-time anomaly detection, leading to
different levels of accuracy of the enhanced SA model. A low
threshold can make confusion between anomalies and normal
fluctuations by data corruptions (e.g. those minor jumps after first
major ones in Fig. 7 or 8b), which may cause misjudgement.
Alternately, a high threshold is probably out of the range of
anomalies and hence incurs missing detection. Therefore, an
appropriately selected indicator threshold is crucial to ensure high
accuracy of the SA model. This subsection analyses the impact of
the indicator threshold on the model's accuracy based on Monte
Carlo simulation.

The Monte Carlo simulation is implemented to generate random
operating points of the test system, including stochastic load
conditions, wind power outputs, anomalies and data corruptions.
More specifically, the active power load of each bus is assumed to
be uniformly distributed within an interval [0.75, 1.25] of the base
value, and the reactive power load is determined by the
corresponding active power load by multiplying a power factor
which follows a uniform distribution from [0.25, 0.55]. For the
stochastic wind power outputs, we add a forecast error which
follows a normal distribution with zero mean and a standard
deviation of 0.05. Three previously mentioned scenarios, i.e.
contingency detection (in Section 3.2), wind power variation
perception (in Section 3.3) and small-disturbance awareness (in
Section 3.4), are reused in the analysis. All the anomalies
(including contingencies, wind power output variations and small-
disturbances) are also configured randomly in both temporal and
spatial aspects, with the similar extent as described in Sections 3.2–
3.4

By changing the range of indicator threshold from 1 × 10−4 to
2 × 10−3, the model's accuracy on the above three scenarios as well
as the overall average accuracy are analysed. Fig. 10 illustrates the
analysis results based on 104 times Monte Carlo simulation. The
accuracy reflects the model's ability in both correctly detecting the
anomalies and successfully avoiding misjudgement by data
corruptions. It is observed that the model can reach the highest
accuracy with the threshold chosen as 1.1 × 10−3, for both wind
power variation perception and the overall average. For small-
disturbance awareness, a plateau is reached after 9 × 10−4 of
threshold and only slightly drops afterwards. For contingency
detection, the accuracy almost remains constant with the changing
thresholds. Consequently, it is plausible to choose 1.1 × 10−3 as the
most appropriate indicator threshold for the enhanced SA model.

3.7 Comparative study

In order to validate the superiority of the enhanced SA model, a
comparative study is carried out in this subsection. The same
Monte Carlo simulation as in Section 3.6 is implemented to
generate random operating points of the test system. Then the
accuracy of the proposed model is investigated and compared with
other four benchmarks in the literature: pure LSTM [19], pure
random matrix (RM) [21], kNN [18] and DT [16].

After 104 times Monte Carlo simulation, the accuracy
comparison results are listed in Table 2. The results show a distinct
superiority of the proposed SA model over the other four
benchmarks in all three scenarios. Without the aggregation, the
robustness of either pure LSTM or pure RM against data
corruptions is greatly reduced. As a result, neither of them can
reach a satisfactory accuracy. Furthermore, neither pure LSTM nor
pure RM is applicable in small-disturbance awareness due to a

Fig. 9  Perceptual performance on insufficient measurements

Fig. 10  Influence of different indicator thresholds on the accuracy of the 
model

model's prediction performance, even during the dynamic period 
after the disturbance. In addition, it is interesting to note that the 
MSR gets very close to the inner radius of the ring (almost 
coincides) at the worst moments of those two disturbances, which 
is exhibited in Fig. 8a. This is an indication of approaching the 
limit point of the system's stability and it can be used as an 
indicator for future study on asymptotic stability under small 
disturbances.

3.5 Performance on insufficient measurements

From the presence of above data corruptions with mild or moderate 
extents, the model still works well by utilising all accessible 
measurements (PMUs) even with bad data. However, in some 
worse cases when data corruptions are too critical to be handled 
any more, the system supposed to abandon the whole PMUs which 
have already been contaminated by those bad data. Besides, 
another negative case is the lack of measurements due to no 
installation, restricted access or denial of service attacks etc. These 
cases force the system run on insufficient measurements and thus 
the enhanced SA model should be tested under this scenario.

To show distinct results in this scenario, the same sequence of 
contingencies as given in Table 1 is arranged except for some
shortened intervals (100 s rather than 200 s) between the 
occurrence of each event. In addition, all accessible PMUs in this 
scenario are arranged without any contamination of data 
corruptions. The number of PMUs is reduced by one at a time, 
based on a random selection criteria, from a initial number of 38. 
The test results over typical PMU numbers are illustrated in Fig. 9. 
One can find that there is almost no harm on the model's perceptual 
performance during incipient reductions of PMU number from 38 
to 6. Threats begin to arise when PMU number continues to reduce
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missing appropriate indicator. This just validates that GCSE is a
powerful indicator for the proposed SA model. For conventional
machine learning models like kNN and DT, lower levels of
accuracy are observed in contingency detection, and they even
cannot be used for wind power variation perception. This is a proof
that these conventional machine learning models are not applicable
under such high renewable-penetrated and data-corrupted operating
environment.

Another comparative study is implemented to investigate and
compare the accuracy of these models under insufficient
measurement. The same 104 times Monte Carlo simulation is
executed and the contingencies are also configured randomly. The
reduction of PMU number is as similar as Section 3.5. Fig. 11
shows the comparative results on the accuracy of the proposed
model and the other four models, with a decreasing PMU number. 
One can find that the proposed SA model consistently outperforms
other models even if only two PMUs are available. The pure
LSTM model shows a similar downward trend but with lower
levels of accuracy, while the pure RM model experiences a plunge
in accuracy with the decreasing PMU number. The kNN and DT
models show much lower levels of accuracy which even drop
below 50% with six or less PMUs. These results also validate the
superiority and robustness of the proposed SA model over other
benchmark models, especially under insufficient measurement
conditions.

3.8 Security check on different renewable penetration levels

Power systems in different countries or regions may have
significant diversity in the penetration level of renewable energy. It
is imperative to investigate the SA model's ability to check the
security status of power systems with different renewable
penetration levels. In this case, the same NETS-NYPS test system
is studied except for a series of different penetration levels of wind
power configured. The system is tested starting from no wind
power integrated (0%) to a very high wind penetration level as
much as 90%. Almost the same typical scenarios in the previous
sections of case study, with just slight adjustments, are reused in
this case. In order to make a clear exhibition, these scenarios are
listed as follows.

• Scenario 1: The same scenario where wind power output
performs step fluctuations, as arranged in Section 3.3.
• Scenario 2: Almost the same scenario where wind power output
performs a progressively linear climb, as arranged in Section 3.3,
except that the climbing time is shortened to 10 s.
• Scenario 3: The same scenario of sequential contingencies in
Section 3.2, as shown in Table 1.
• Scenario 4: The same scenario of small disturbance as configured
in Section 3.4.

It should be noted that any variation value of wind power output
(i.e. scenarios 1 and 2) does not change with the wind penetration
level in these scenarios. The security status of the system under
each of these scenarios is checked by the degeneration ring plot of
the predicted MSR, and the results are demonstrated in Table 3. It
is observed that a higher wind power penetration level leads to a
greater insecure risk of the system, undergoing the first three
scenarios. More serious anomalies (from scenario 1 to scenario 3)
are more likely to jeopardise the system security with the rise of
penetration level. Moreover, the horizontal comparison among
these four scenarios shows the fact that scenario 3 (i.e.
contingencies) is more harmful to the system's security than
scenarios 1 and 2 (i.e. variations of renewable output). In the field
operation, more efforts should be made to avoid such contingencies
which have worse impacts on the transient stability margin of the
system. In addition, it can be also found that the system maintains a
secure status regardless of the penetration levels in scenario 4. This
is because the power flow of the system remains the same and the
full-converter wind turbines are decoupled from the power grid by
power electronics devices, the dynamics of which do not have a
major impact on small-disturbance stability of the systems.

The results of the security check on different renewable
penetration levels indicate a promising field applications of the SA
model, in both the planning and operation stages. The security
margin of the system is explicit by giving the maximum acceptable
penetration levels, for example 30% in Table 3, which ensures the
exact secure status of the system from the typical anomalies. This
is helpful to design appropriate proportion of renewable and
conventional energy sources in the planning stage. On the other
hand, the system operators are working towards a better mastery of
the system tolerance when the growing renewable energy switched
in. Based on the security check of the SA model, the system
operators can implement targeted dispatching control, to hedge the
system from any possible insecure risks of those critical anomalies,
in the operation stage.

4 Conclusion
In this paper, an enhanced version of SA has been proposed to
provide panoramic perception for high renewable-penetrated power
systems with multiple data corruptions. By applying a novel
aggregation of random matrix and LSTM network, an enhanced
SA model is developed. Owing to the newly defined perceptual
indicator, the model's high accuracy and alertness have been
illustrated in the application of real-time anomaly detection, which
outperforms many existing benchmarks in the literature.
Furthermore, a dedicated workflow is designed to mitigate the
impact of data corruptions from two stages. As a result, the SA

Table 2 Accuracy comparison with other models
Model Accuracy

Contingency
detection, %

Wind power
variation

perception

Small-
disturbance
awareness

proposed
model

98.68 97.33% 95.41%

pure LSTM 87.32 83.78% ×
pure RM 91.59 87.40% ×
kNN 74.11 × ×
DT 62.95 × ×

Fig. 11  Model comparison under insufficient measurement

Table 3 Security status under typical scenarios of power
systems with different wind power penetration levels
Penetration
level, %

Scenario 1 Scenario 2 Scenario 3 Scenario 4

0 secure secure secure secure
30 secure secure secure secure
50 secure secure insecure secure
70 secure insecure insecure secure
90 insecure insecure insecure secure
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model has been verified with salient robustness against multiple
complex data corruptions. In addition, a fast security check on
different renewable penetration levels has been realised by the
enhanced SA to explicitly indicate the security margin of the
system.

The proposed enhanced SA can reinforce the system operators'
observability on any suspicious variation, and hedge the system
operators against potential data manipulations or cyber attacks. It
will not only help to assign appropriate renewable proportion in the
planning stage, but also reveal the system tolerance for the system
operators in the operation stage. Accordingly, the system operators
can make accurate dispatching decisions and implement
appropriate recovery controls opportunely and promptly, in order to
ensure a secure, stable and smooth operation, for the increasingly
decarbonised and digitised power systems.
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